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Abstract
Due to the high operational complexity and limited deployment
scale of lossless RDMA networks, the community has been explor-
ing efficient RDMA communication over lossy fabrics. State-of-the-
art (SOTA) lossy RDMA solutions implement a simplified selec-
tive repeat mechanism in RDMA NICs (RNICs) to enhance loss re-
covery efficiency. However, these solutions still face performance
challenges, such as unavoidable ECMP hash collisions and exces-
sive retransmission timeouts (RTOs). In this paper, we revisit RDMA
reliability with the goals of being independent of PFC, compatible
with packet-level load balancing, free from RTO, and friendly to
hardware offloading. To this end, we propose DCP, a transport ar-
chitecture that co-designs both the switch and RNICs, fully meet-
ing the design goals. At its core, DCP-Switch introduces a simple
yet effective lossless control plane, which is leveraged by DCP-
RNIC to enhance reliability support for high-speed lossy fabrics,
primarily including header-only-based retransmission and bitmap-
free packet tracking. We prototype DCP-Switch using P4 switch
and DCP-RNIC using FPGA. Extensive experiments demonstrate
that DCP achieves 1.6× and 2.1× performance improvements, com-
pared to SOTA lossless and lossy RDMA solutions, respectively.
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1 Introduction
Remote Direct Memory Access (RDMA) is a widely adopted high-
speed networking technique in modern datacenters (DCs), driven
by the demanding performance requirements of applications [16,
22, 23, 41, 42, 53]. RDMA delivers high performance by offload-
ing the entire network stack to RDMA NICs (RNICs). Traditional
RNICs (RNIC-GBN) adopt aGo-Back-N (GBN) retransmissionmech-
anism to handle packet loss, which significantly degrades perfor-
mance in lossy Ethernet fabrics [42, 53, 56], prompting operators to
rely on Priority Flow Control (PFC) [1] to ensure lossless transmis-
sion [16, 22, 23, 41, 56]. However, PFC is a coarse-grained mech-
anism that introduces several issues (§2.1), such as head-of-line
(HoL) blocking, congestion spreading, deadlock, and restrictions
on deployment distance [16, 23, 25, 29, 52].

Recently, both industry and academia have been exploring ef-
ficient RDMA communication over lossy fabrics (without PFC en-
abled) to avoid the limitations and drawbacks of PFC [5, 11, 40, 42,
49]. The primary goal of lossy RDMA transport is to maintain effi-
ciency in lossy fabrics while preserving the offloading capabilities
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of RNICs. Many previous works have focused on software-based
transports, which do not benefit from RNIC offloading [18, 26, 47].
SOTA lossy RDMA solutions (RNIC-SR) implement a simplified se-
lective repeat (SR) mechanism in RNICs to enhance loss recovery
efficiency and avoid significant performance degradation due to
packet loss [8, 9, 42, 53]. However, even with RNIC-SR, perfor-
mance issues persist in lossy fabrics (§2.2).

First, RNIC-SR assumes flow-level single-path transmission, with
Equal-Cost Multi-Path (ECMP) as the default load balancing (LB)
scheme in the network. However, ECMP hashing collisions are
inevitable and their impact on throughput degradation is increas-
ingly significant in today’s datacenter workloads [38, 50]. Second,
certain lost packets (such as retransmitted and tail packets) cannot
be recovered through fast retransmission in RNIC-SR; instead, they
rely on retransmission timeouts (RTOs). This leads to an increase
in RTO events, significantly prolonging tail latency.

Packet-level LB techniques (such as packet spraying [21] and
adaptive routing (AR) [3]) are promising alternatives to ECMP and
are increasingly gaining attention from various scenarios, such as
large-scale LLM training [22]. However, RNIC-SR is natively in-
compatible with packet-level LB. The root cause of this incompati-
bility is that packet-level LB can cause out-of-order (OOO) packet
arrivals even in the absence of packet loss, whereas RNIC-SR as-
sumes that all OOO packets are due to packet loss. As a result,
combining packet-level LB with RNIC-SR leads to excessive spuri-
ous retransmissions, significantly degrading throughput.

Based on these issues, we pose the question:Canwe revisit RDMA
reliability to meet the following requirements?
R1 Independence from PFC to avoid its drawbacks, extending

network scale and communication length.
R2 Compatibility with packet-level LB, eliminating hotspots and

increasing network throughput.
R3 Ability to quickly retransmit any lost packet without relying

on RTO, reducing network latency.
R4 A hardware-oriented design, with the feasibility of low mem-

ory and processing overhead.
We answer this question optimistically with DCP, a transport

architecture consisting of DCP-RNIC, which revisits the reliability
support for high-speed lossy fabrics, and DCP-Switch, which in-
troduces a simple yet effective innovation to enhance DCP-RNIC.
DCP conceptually defines the data plane (DP) for payload trans-
fer and the control plane (CP) for header transfer. While lossless
RDMA ensures that both DP and CP are lossless via PFC, DCP-
Switch ensures a lossless CP while allowing the DP to operate in a
lossy manner. The key design point of DCP is to leverage the loss-
less CP feature to enhance the RNICs’ reliability, enabling compat-
ibility with packet-level LB, precise retransmission, and minimal
memory and processing overhead.

DCP-Switch implements a packet trimming mechanism similar
to [18] ( R1 ). Specifically, when there is no congestion, the data
packets are queued in the normal queue (a.k.a., data queue) and for-
warded to the receiver. When the data queue becomes congested,
the switch trims the payload from packets, modifies flags in the
remaining header, and enqueues the header-only (HO) packet into
another queue (a.k.a., control queue). To ensure lossless CP trans-
fer (§4.2) while avoiding starvation of DP delivery, the switch uses

a weighted round-robin (WRR) scheduler to prioritize the control
queue and ensure lossless delivery of HO packets1.

Leveraging the lossless CP transfer, DCP-RNIC employs a pre-
cise and fast HO-based retransmission (§4.3). Specifically, upon re-
ceiving an HO packet, the receiver swaps the source and destina-
tion fields in the HO packet and forwards it to the sender. The
sender then retransmits the lost packet precisely, based on the PSN
carried by the HO packet ( R3 ). This mechanism is unaffected by
OOO packets caused by packet-level LB ( R2 ). DCP-RNIC incorpo-
ratesmicroarchitecture innovations tominimize PCIe transactions,
enhancing retransmission efficiency. Furthermore, since HO pack-
ets are stateless, the retransmission rate is inherently tied to their
arrival rate. To address it, DCP-RNIC adds a retransmission queue
to enable a controllable retransmission rate.

DCP-RNIC supports order-tolerant packet reception at the receiver,
enabling compatibility with packet-level LB ( R2 ) (§4.4). This is
achieved through a thoughtfully designed RDMA header exten-
sion that allows each packet to specify its corresponding memory
address. Consequently, receiver-side RNIC can directly write any
packet, whether in-order or out-of-order, to its appropriate applica-
tion memory location, eliminating the need for reordering buffers.

Traditionally, RNICs maintain bitmaps to track which packets
have been received or lost. This bitmap-based approach introduces
trade-offs between RNIC memory overhead and packet processing
efficiency, which limits connection scalability [39, 53] and packet
rate (packet-per-second) [30, 42], respectively. DCP-RNIC lever-
ages the ”exactly once” feature of the lossless CP to eliminate the
need for packet-level bitmaps. Specifically, it employs a bitmap-
free packet tracking scheme (§4.5), using packet counting to track
aggregated message-level information, significantly reducing both
memory overhead and packet processing cycles ( R4 ). Furthermore,
DCP-RNIC incorporates a coarse-grained timeout mechanism as a
fallback to ensure reliability if the lossless control plane assump-
tion is violated (e.g., link/switch crashes).

We prototype DCP-Switch using P4 programmable switch [2]
and DCP-RNIC using FPGA [4] (§5).TheDCP-RNIC prototype con-
sumes only 1.7% and 1.1%more computation andmemory resources
compared to RNIC-GBN.We evaluateDCP through extensive testbed
experiments and simulations (§6). The testbed experiments show
that DCP maintains consistent throughput when combined with
AR2 and achieves 1.6×∼72× higher loss recovery efficiency and
42% lower completion time for AI workloads, compared to Mel-
lanox CX5 RNIC. Large-scale simulations demonstrate that DCP
achieves 2.1× and 1.6× improvements in realistic workloads, com-
pared to IRN [42] andMP-RDMA [38], respectively.Moreover, DCP
achieves greater improvement in cross-DC scenarios, and its loss-
less CP remains robust under severe incast congestion.

2 Background and Motivation
2.1 Lossless RDMA Network
RDMA was originally designed for lossless InfiniBand networks.
Thus, RNICs were initially equipped with a Go-Back-N retrans-
mission mechanism to simplify their processing logic. RDMA over
1More precisely, ”HO packet loss is very rare,” as there is no mechanism that can
prevent losses under heavy load.
2We implement an in-network adaptive routing mechanism in this work.



Revisiting RDMA Reliability for Lossy Fabrics SIGCOMM ’25, September 8–11, 2025, Coimbra, Portugal

ASIC Tomahawk 3 Tomahawk 5 Tofino 1 Tofino 2 Spectrum Spectrum-4

Capacity (ports × bandwidth per port) 32 × 400 Gbps 64 × 800 Gbps 32 × 100 Gbps 32 × 400 Gbps 32 × 100 Gbps 64 × 800 Gbps
Total buffer 64 MB 165 MB 20 MB 64 MB 16 MB 160 MB
Buffer per port per 100Gbps 0.5 MB 0.32 MB 0.62 MB 0.5 MB 0.5 MB 0.31 MB
Max. lossless length (1 queue) 4.1 km 2.62 km 5.08 km 4.1 km 4.1 km 2.56 km
Max. lossless length (8 queues) 512 m 327 m 634 m 512 m 512 m 320 m
Table 1: The maximum lossless communication distance with PFC enabled of various commodity switching ASICs.

Converged Ethernet version 2 (RoCEv2) encapsulates the Infini-
Band header within a UDP layer, enabling RDMA to operate over
Ethernet. Traditional RoCEv2 RNICs (i.e., RNIC-GBN) inherit the
Go-Back-N mechanism and depend on PFC [1] to transform Eth-
ernet into a lossless fabric [42, 53, 56]. Despite its utility, PFC is
a coarse-grained mechanism that introduces several challenges in
performance degradation, operational complexity, and scalability
limitations, inhibiting its broader deployment.

PFC operates as follows: when the ingress port/queue length
exceeds a specified threshold, a PAUSE signal is sent to all related
upstream egress ports/queues, instructing them to halt data trans-
mission until a RESUME signal is received. As a result, PFC causes
issues such as HoL blocking, PFC storms, and deadlocks, signifi-
cantly degrading overall network performance [23, 25, 29, 56].

Moreover, because PFC spreads hop-by-hop, a single failure can
have a cascading effect, potentially impacting the entire network.
To mitigate this, operators employ various monitoring schemes to
limit the scope of the failure. For example, a PFC watchdog detects
if a queue has remained in the paused state for an abnormally long
duration; if this occurs, the system disables PFC and drops all pack-
ets [16, 25]. However, this inevitably complicates network opera-
tions and cannot fully avoid all accidents.

Additionally, PFC requires switches to reserve sufficient buffer
space (i.e., headroom) for in-flight packets between hops, making
RoCEv2 suitable primarily for short-distance communication but
impractical for long-distance scenarios (e.g., cross-datacenter) [16,
52]. Meanwhile, switch buffers are scarce resources, further exac-
erbating this situation. We list the capacity and buffer information
of several commodity datacenter switching chips in Table 1. We
calculate the maximum lossless communication distance (𝐿) that
these switches can support with PFC enabled as follows:

𝐿 = buffer
bandwidth × one-hop-delay × 2 (1)

where for example the one-hop-delay of a 1 km fiber is approxi-
mately 5𝜇s3. The results show that commodity switches face chal-
lenges in scaling the distance to tens of kilometers. Some works
propose adopting off-chip DRAM to store in-flight packets, suc-
cessfully enabling adaptation to 100 km distances [16]. However,
this approach inevitably complicates network operations and de-
grades communication performance, as DRAM bandwidth is sig-
nificantly lower than on-chip switch SRAM.

2.2 Existing Solutions over Lossy Fabrics
Due to the inherent limitations of PFC, both industry and academia
have been exploring efficient RDMA communication over lossy

35𝜇s = 103𝑚
2×108𝑚/𝑠 , where 2 × 108 m/s is the transmission speed of light in fiber.

fabrics (without PFC enabled) to bypass its drawbacks [5, 11, 12,
40, 42, 49, 53]. On one hand, since traditional RNICs (i.e., RNIC-
GBN) suffer significant throughput degradation upon packet loss
due to their GBN retransmission logic, a class of works aims to
develop efficient congestion control (CC) schemes that minimize
overall switch queueing to reduce packet loss [12, 34, 37]. How-
ever, they do not address the root issue, as packet loss remains in-
evitable in lossy fabrics. On the other hand, many works focus on
software-based efficient loss recovery mechanisms, which unfor-
tunately cannot leverage RNIC offloading capabilities [18, 26, 47].

Therefore, one of the primary goals of lossy RDMA transport
should be achieving efficient loss recovery while preserving the of-
floading capabilities of RNICs. SOTA lossy RDMA solutions, such
as IRN [42] and new-generation ConnectX RNICs [8, 9] implement
a simplified selective repeat (SR) mechanism in RNICs (RNIC-SR)
to improve loss recovery efficiency. However, even with RNIC-SR,
performance issues persist in lossy fabrics (IRN as an example4).
Issue #1: Incompatibility with Packet-level LB. The loss re-
covery mechanism of IRN operates as follows: Upon every out-
of-order (OOO) packet arrival, the IRN receiver sends a selective
acknowledgment (SACK), which carries both the cumulative ac-
knowledgment (ePSN) and the PSN of the OOO packets. When a
SACK is received or when a timeout occurs, the IRN sender enters
loss recovery mode. It maintains a bitmap to track which packets
have been cumulatively and selectively acknowledged. When in
the loss recovery mode, the sender begins retransmitting lost pack-
ets as indicated by the bitmap. A packet is considered lost only if
another packet with a higher PSN has been SACKed.

Thismechanism functions correctly in single-path transmission,
thus often used with ECMP in the network. However, ECMP col-
lisions are unavoidable, and their impact on throughput degrada-
tion has become increasingly significant [38, 50]. Packet-level LB,
such as adaptive routing [3], is gaining increasing interest from
the community because it offers substantial advantages, such as
avoiding ECMP collisions, eliminating network hotspots, and dy-
namically adapting to path failures. These benefits are particularly
crucial in emerging scenarios such as LLM training and clouds [22,
27, 35, 49]. Although non-packet-level LBs, such as flowlet-based
LB [14, 32, 51] and congestion-aware path switching [31, 46, 55],
exist, they represent compromises that trade load balancing granu-
larity for lower OOO degrees. Consequently, these approaches are
generally less efficient than packet-level LB schemes.

IRN suffers from spurious retransmissions when combined with
packet-level LBs. The root cause is that packet-level LB inherently
causes OOO packet arrivals even in the absence of actual packet

4We adopt IRN as a representative example of RNIC-SR solutions and primarily ana-
lyze IRN in this paper.



SIGCOMM ’25, September 8–11, 2025, Coimbra, Portugal Wenxue Li et al.

IRN DCP

R
at

io
 o

f r
et

ra
ns

 p
ac

ke
ts

0

0.5

1.0

Flow size (byte)
0 107 2×107

(a) Retransmission ratio.

Small (0~50KB)
Medium (50KB~2MB)
Large (>2MB)

C
D

F

0

0.5

1.0

Ratio of retransmission packets
0 0.2 0.4 0.6 0.8 1.0

(b) CDF of IRN’s retrans ratio.
Figure 1: IRN generates significant spurious retransmis-
sions, whereas DCP avoids them.

loss.TheseOOOarrivals prompt the receiver to send SACKs, which
in turn trigger the sender to incorrectly enter loss recovery mode
and unnecessarily retransmit a large number of packets. Thus, in-
tegrating them leads to excessive spurious retransmissions.

We conducted an experiment using NS3 to validate this obser-
vation. The topology is a two-layer CLOS network with 256 end-
hosts and 32 switches. We used a WebSearch [15] workload with
an average load of 0.3. IRN and DCP are deployed at the endhosts,
while adaptive routing is applied in switches. During the experi-
ment, we monitored loss events and found no packet loss in either
setup. However, IRN generated a significant number of spurious re-
transmissions. Fig. 1a illustrates the ratio of retransmission packets
across various flow sizes. The results reveal that retransmissions
occur across all flow sizes, with a ratio up to 100%. We further cat-
egorized the flow size into three classes: small, medium, and large.
The cumulative distribution function (CDF) of their retransmission
ratios is shown in Fig. 1b. The results indicate that approximately
50%, 80%, and 90% of small, medium, and large flows, respectively,
experience spurious retransmissions. In contrast, all flows in DCP
avoid incorrect retransmissions entirely.
Issue #2: Excessive RTOs. Certain lost packets in IRN cannot be
recovered through fast retransmission and instead rely on retrans-
mission timeouts (RTOs). Specifically, the IRN sender requires a
SACK to trigger the loss recovery mode. Consequently, if the tail
packet of a flow is lost, no SACK is generated, preventing recov-
ery through fast retransmission and necessitating reliance on an
RTO. Additionally, to avoid retransmission ambiguities, the sender
enters the loss recovery mode only once and remains in this state
until it exits.The IRN sender exits loss recovery mode only when it
receives an ePSN greater than the largest PSN of outstanding pack-
ets prior to entering the loss recovery mode. As a result, if the re-
transmitted packets are dropped again, they can only be recovered
through an RTO. The increase in RTO events could significantly
degrade the performance of IRN.

The loss of tail and retransmitted packets is common in modern
datacenters [24, 28, 36].The reasons are two-fold. First, the average
flow size inmodern datacenters becomes increasingly ”shorter” [23,
33, 48], resulting in a higher frequency of tail packets. Second,
packet loss often exhibits locality, as the congestion tends to per-
sist for a period. During this interval, all passing packets, including
rapidly retransmitted ones, are likely to be dropped.

To validate this analysis, we conducted an experiment using
NS3 with a CLOS topology. The workload consists of a WebSearch
workload with an average load of 0.3 (as background traffic) com-
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Figure 2: IRN experiences excessive RTOs in both back-
ground and incast flows, whereas DCP avoids them.

bined with 128-to-1 incast traffic at an average load of 0.1. We eval-
uated IRN under both ECMP and adaptive routing (AR) and mea-
sured the number of timeouts.The results, illustrated in Fig. 2, indi-
cate that IRN experiences excessive timeouts in both background
and incast flows. Furthermore, IRN-AR encounters evenmore time-
outs due to the spurious retransmission traffic it generates, which
increases network load and exacerbates congestion. In contrast, all
flows in DCP experience no timeout.

3 Goals
Based on the above analysis, we aim to revisit RDMA reliability to
meet the following requirements.
R1 Independence from PFC. The proposed solution must elim-
inate the dependence on PFC to completely avoid its associated
drawbacks. This requires the ability to efficiently handle packet
loss in Ethernet-based datacenters.
R2 Compatibilitywith packet-level LBs. RNIC-SR suffers from
significant spurious retransmissions when combined with packet-
level LBs. The proposed solution must be inherently compatible
with packet-level LBs, which necessitates the accurate distinction
of real packet losses from OOO packet arrivals.
R3 Fast retransmission for lost packets. RNIC-SR often fails
to recover certain packet losses via fast retransmission, leading to
excessive RTOs. The proposed solution should enable prompt re-
transmission for any lost packets. This necessitates an explicit loss
notification scheme.
R4 Hardware-oriented design. While software solutions can
bypass hardware resource limitations due to the greater resource
availability in software, they cannot leverage RNIC offloading ca-
pabilities and face inherent performance limitations.Therefore, the
proposed solution should adopt a hardware-oriented design, ensur-
ing minimal memory and computational overhead simultaneously.
DCP vs. closely related works. We propose DCP, which sat-
isfies all the above requirements. DCP revisits RDMA reliability,
which maintains high goodput under significant packet loss ( R1 ),
avoids spurious retransmissions when combined with packet-level
LBs ( R2 ), and ensures fast recovery for any lost packets ( R3 ). DCP
is hardware-friendly; we implemented a fully functional DCP pro-
totype using FPGA and P4 switch, demonstrating its line-rate effi-
ciency and low memory/computational overhead ( R4 ).

Table 2 summarizes the differences between DCP and its closely
related works, including RNIC-GBN and RNIC-SR. Among these,
MP-RDMA [38] redesigns RNICs to support packet-level multipath
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Requirements R1 R2 R3 R4
RNIC-GBN [7] × × × 3

RNIC-SR [8, 9, 42, 53] 3 × × 3

MPTCP [47] 3 3 × ×
NDP [26] 3 3 3 ×
CP [18] 3 3 3 ×
MP-RDMA [38] × 3 × 3

DCP 3 3 3 3

Table 2: Comparison of DCP and closely related works.

transmission. However, MP-RDMA still uses GBN as its loss re-
covery scheme, which is inefficient in the presence of packet loss
and therefore still requires PFC to create a lossless environment.
MPTCP [47], NDP [26], and CP [18] are software solutions de-
signed primarily for TCP networks, not for RDMA networks.

Note that DCP focuses primarily on reliability, while specific LB
and congestion control (CC) designs are orthogonal to its design
goals. Regarding LB, DCP is compatible with any packet-level LB
schemes, as it supports order-tolerant packet reception and avoids
spurious retransmissions. For CC, although DCP currently inte-
grates DCQCN [56], it is microarchitecturally compatible with any
CC scheme [12, 34, 37], as DCP’s retransmission and CC modules
are designed to operate in a decoupled manner.

4 Design
4.1 DCP Overview
DCP co-designs the switch and RNICs to fully meet the design re-
quirements (§3). It consists of DCP-Switch and DCP-RNIC, with its
workflow illustrated in Fig. 3.

Upon receiving a DCP data packet, the switch5 determines the
egress port based on load balancing requirements. It then checks
whether the length of the egress data queue exceeds a specified
threshold. If so, the switch trims the payload from the packet, modi-
fies specific flags in the remaining header, and enqueues this header-
only (HO) packet into a separate egress queue, i.e., control queue.
The switch uses a weighted round-robin (WRR) scheduler to pri-
oritize the control queue over the data queue, ensuring a lossless
control plane (CP) (§4.2) while preventing starvation of the data
plane (DP) ( 1 ). Upon receiving the HO packet, the receiver swaps
its source and destination IP andQueue Pair Number (QPN) fields
and forwards it back to the sender ( 2 ).

Leveraging the lossless control plane, the sender employs anHO-
based retransmission (§4.3) triggered by the HO packets ( 3 ). Since
the HO packet explicitly carries the PSN of the lost packet, the
sender precisely retransmits the lost packets indicated by it. We
integrate RNIC micro-architecture innovations to further improve
the efficiency of the retransmission phase. Furthermore, based on
the ACK packet, the sender implements a coarse-grained timeout
mechanism as a fallback to ensure reliability if the lossless control
plane assumption is violated (e.g., link/switch crashes).

If the length of the egress data queue does not exceed the thresh-
old, the data packet is enqueued in the egress data queue. Upon
reaching the receiver, the data packet—whether in-order or out-of-
order—is directly written to the appropriate location in application

5In §4, ”switch” refers to DCP-Switch, and ”receiver” and ”sender” refer to the receiver-
and sender-side DCP-RNICs, respectively.
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Figure 3: DCP workflow.

memory ( 4 ), based on an extended RDMA header that supports
order-tolerant packet reception (§4.4). The receiver-side DCP-RNIC
maintains the metadata of data packets in a bitmap-free packet
tracking manner (§4.5) and sends acknowledgments (ACKs) to the
sender based on this metadata, if necessary ( 5 ).

4.2 Lossless Control Plane
As shown in Fig. 4, two bits in the Type of Service (ToS) field of the
IP header are reserved as the DCP tag to distinguish four types of
packets classified by DCP.
• Non-DCP packets (DCP tag = 00): They are dropped by the
switch when the buffer exceeds the defined threshold.

• DCP data packets (DCP tag = 10): This category includes both
normal and retransmitted data packets. These packets are pro-
cessed by the Packet Trimming module when the switch buffer
exceeds the defined threshold.

• HO packets (DCP tag = 11): A DCP data packet is converted
into an HO packet after its payload is trimmed by the Packet
Trimming module in the switch.

• DCP ACK packets (DCP tag = 01): These packets contain ac-
knowledgments and are used to expire sender messages.

Packet Trimming Module. Upon receiving a packet, the DCP-
Switch first determines its egress port based on specific load-balancing
schemes (e.g., AR or ECMP). If the packet is an HO packet, it is en-
queued directly into the control queue. Otherwise, it is enqueued
into the data queue when the data queue length is below a given
threshold. When the data queue length exceeds the threshold, the
switch handles the packet based on its type: if it is a non-DCP or
DCP ACK packet, the packet is dropped; if it is a DCP data packet,
the switch trims the payload from the packet, modifies the DCP
tag in the remaining header to 11, and enqueues the remaining
header into the control queue. As illustrated in Fig. 4(a), the remain-
ing header in our design is 57 bytes6.
WRR Scheduling. The DCP-Switch employs WRR scheduling to
manage the data and control queues, ensuring a lossless control
queue. The weight of WRR (𝑤 ) depends on the switch radix (𝑁 )
and the ratio between the HO and data packet sizes (1 ∶ 𝑟 ). As-
suming the worst-case scenario where there is an 𝑁 −1 to 1 incast
burst in a switch and all data packets are trimmed, this will gen-
erate 𝐵 × 𝑁−1

𝑟 traffic to the control queue, where 𝐵 represents the
port bandwidth. The draining rate of the control queue is 𝐵 × 𝑤

1+𝑤 .
To ensure a lossless control queue, the draining rate must be at
least equal to the input rate. Therefore, the weight 𝑤 can be set
657 bytes = 14 bytes MAC header + 20 bytes IP header + 8 bytes UDP header + 12
bytes BTH header + 3 bytes for the MSN field.
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Figure 4: DCP extends the traditional RDMA header with
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to 𝑁−1
𝑟−𝑁+1 (theoretical value), meaning that the ratio of scheduled

traffic volume between the control and data queues is 𝑁−1
𝑟−𝑁+1 ∶ 1.

Note that this equation is valid only in scenarios where 𝑟 >
(𝑁 − 1). In some cases where 𝑟 < (𝑁 − 1), we cannot theoretically
guarantee lossless HO packet transmission by simply configuring
the weight. However, we evaluated in §6.3 that a small 𝑤 can effec-
tively handle extreme incast scales. Note that when an HO packet
is accidentally lost, DCP relies on a timeout for loss recovery in-
stead of HO-based retransmission (detailed in §4.5).

4.3 Efficient HO-based Retransmission
We first describe the current packet-sending strategy of the trans-
mit (Tx) path in DCP-RNIC. Then we outline the challenges of im-
plementing an efficient retransmission mechanism based on HO
packets. Finally, we present our solution.
DCP-RNIC Tx Path. As shown in Fig. 5, during the Tx path of
DCP-RNIC, theQueue Pair (QP) Scheduler first determines which
QP will be chosen to send Work Request Elements (WQEs)7 in
the next round. Then, the DMA Engine fetches the data of the se-
lected QP and encapsulates the data into multiple packets. To re-
ducememory footprint, DCP-RNIC does not cacheWQEs for active
QPs that have unfinished WQEs in the Send Queue (SQ). Instead,
it adopts a fetch-and-drop strategy for scheduling QPs and WQEs,
which is commonly used in RNIC microarchitecture designs [53].

Specifically, the QP Scheduler first selects an active QP with an
available window (𝑎𝑤𝑖𝑛), which is determined by the CC module.
The DMA Engine then fetches up to 𝑛WQEs from its SQ.The RNIC
processes the fetched WQEs and fetches up to min(round_quota,
awin) bytes of data from application memory. If there are unused
WQEs left in the RNIC after a scheduling round8, these unused
WQEs are dropped rather than cached in the RNIC and will be
fetched again the next time this QP is scheduled. Adjusting the val-
ues of 𝑛 and round_quota affects the tradeoff between PCIe band-
width utilization and scheduling granularity. In our design, we set
𝑛 to 8 and round_quota to 16 KB (≈ the PCIe BDP), to balance per-
formance and scheduling granularity.
Challenges. Unlike transmitting normal data packets in the Tx
path, HO-based retransmission faces challenges in efficiency and
compatibility. This is because HO packets have a unique feature:

7In RNICs, QP and WQE are descriptors for connections and messages. Each QP typi-
cally consists of a Send Queue (SQ), a Receive Queue (RQ), and a Completion Queue
(CQ) on both sides.
8This occurs when the total message size associated with the 𝑛 WQEs exceeds the
min(round_quota, awin) bytes.
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Figure 5: Working steps of HO-based retransmission. The
gray modules are that DCP makes modifications.

they are independent and stateless.
• #1: Inefficient retransmission: Since HO packets are inde-
pendent, one way to apply the fetch-and-drop strategy during
loss recovery phase would be as follows: for each HO, the RNIC
first fetches its corresponding WQE, processes the WQE, and
fetches the associated data. This approach however results in
significantly low throughput because each HO packet requires
two PCIe transactions9.

• #2: Incompatible with CC module: Since HO packets are
stateless, the retransmission rate is tied to the receiving rate of
the HO packets. Consequently, CC cannot regulate the retrans-
mission rate, which may worsen congestion in certain scenar-
ios. For instance, if there exists severe congestion that causes
substantial packet loss, the generated HO packets may trigger
excessive retransmissions, further aggravating the congestion.

Solution:HO-basedRetransmission. Wepresent ourHO-based
retransmission design, with Fig. 5 illustrating its working steps.
As shown, the retransmission process is separated into the receive
(Rx) and Tx paths, adopting a batched-fetch strategy to reduce PCIe
transactions during retransmissions and incorporating a retrans-
mission queue (RetransQ) in host memory for each QP to enable
the CC module to regulate the retransmission rate.

In the Rx path, upon receiving an HO packet, the RNIC extracts
metadata from its header and packages it into a retransmission en-
try, which consists of (MSN, PSN). Then the DMA Engine writes
this retransmission entry into the corresponding QP’s RetransQ
located in the host memory. The RetransQ is allocated along with
the SQ, RQ, and CQ during QP creation. Once allocated, it is exclu-
sively managed by the RNIC without involving any software ma-
nipulation. Therefore, no additional CPU overhead is introduced.

In the Tx path, when a QP is scheduled, the RNIC first checks if
its RetransQ is empty by examining theQueue Pair Context (QPC)
status ( 1 ). If the RetransQ is not empty, the DMA Engine retrieves
the 𝑎𝑤𝑖𝑛 value from the CC module ( 2 ) and fetches min(16, len,
awin/MTU)10 retransmission entries from the RetransQ, where 𝑙𝑒𝑛
represents the length of the RetransQ, which is maintained in the

9Assuming the PCIe round-trip latency between the RNIC and host is 1 𝜇s, the
throughput during the loss recovery period is 1KB/2𝜇s = 4Gbps.
1016 × 1KB = 16KB, equals the previously configured round_quata.
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QPC. Simultaneously, the DMA Engine fetches up to 𝑛WQEs from
the SQ ( 3 ). We configure 𝑛 to 8, consistent with the previous set-
ting. For each retransmission entry, the RNIC calculates its virtual
address based on the fetched WQE information (which contains
the starting address) and translates it into a physical address using
the Memory Translation Table (MTT) ( 4 ). If the required WQE is
not present in the RNIC, it re-fetches the targeted WQE and re-
places a randomly selected existing WQE in the RNIC.

Subsequently, the DMA Engine fetches the payload from appli-
cation memory and encapsulates it into a packet ( 5 ). Once the
retransmitted packet is sent, the RNIC updates the length of the
RetransQ in the QPC and adjusts the 𝑎𝑤𝑖𝑛 in the CC module ( 6 ).
After processing all fetched retransmission entries, the RNIC be-
gins transmitting normal data packets if there is an available send-
ing quota. Note that throughout the entire process, the retransmis-
sion and CCmodules operate in a decoupled manner, making DCP
microarchitecturally compatible with any CC scheme.

4.4 Order-tolerant Packet Reception
Both packet loss and load balancing can lead to out-of-order (OOO)
packet arrivals.The standard RDMAheader is designed for in-order
packet arrivals and is not well-suited for handling OOO packet re-
ception. A feasible way to handle OOO packets with the standard
RDMA header is to allocate a large reorder buffer in the RNIC or
host, where OOO packets are temporarily stored. Once all pack-
ets are received, the RNIC or host reorders them before pushing
them into application memory [30, 39]. However, this approach
introduces significant memory and CPU overhead.

To address this issue, we extend the standard RDMA header, al-
lowing the RNIC to write all packets, whether in-order or OOO,
directly to the correct locations in application memory. This elim-
inates the need for a reorder buffer. Here, we focus on the widely-
used Send, Write, and Write-with-Immediate operations.
Write. In the standard specifications, the RDMA Extended Trans-
port Header (RETH), which contains the remote memory location,
is included only in the first packet of a Write message. As a re-
sult, during OOO arrivals, if the middle packets arrive first, they
cannot determine the remote memory location. To address this, as
shown in Fig. 4(a), DCP includes the RETH header in all packets
(including first, middle and last) of the Write message.
Send andWrite-with-Immediate. Two-sided operations require
each arriving packet to be matched with a corresponding Receive
WQE at the responder.Thismatching is implicit for in-order packet
arrivals but fails in the case of OOO arrivals. For example, if a
packet of a latter message arrives before the preceding message
completes, it cannot find a matching Receive WQE. Since Receive
WQEs must be consumed by Send and Write-with-Immediate re-
quests in the same order they are posted, we introduce a Send Se-
quence Number (SSN) for these operations, as shown in Fig. 4(a).
The SSN indicates the posting order and is included in all Send
packets and the last Write-with-Immediate packet. It is used to
identify the appropriate Receive WQE for processing. Without the
SSN, the RNICwould need to buffer packets from out-of-ordermes-
sages, which incurs significant memory overhead.
Other specific fields for DCP. Besides the above extensions,
DCP introduces additional fields to correlate metadata at RNICs, as
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shown in Fig. 4. The first is the Message Sequence Number (MSN),
which specifies the posting order of all requests in the SQ. Further-
more, DCP includes the sRetryNo in data packets and the eMSN in
ACK packets. The usage of these fields is detailed in §4.5.

4.5 Bitmap-free Packet Tracking
DCP-RNIC avoids the need for a reordering buffer via RDMAheader
extension (§4.4). However, traditionally, the RNIC still needs to
maintain bitmaps to track which packets have been received or
lost. The bitmap introduces undesired trade-offs between memory
overhead and processing efficiency.

One approach for maintaining bitmaps is to pre-allocate fixed-
length, typically BDP-sized ( 𝐵𝐷𝑃𝑀𝑇𝑈 bits), bitmaps for all activeQPs [42,
53], as shown in Fig. 6(a).Thismethod exhibits constant packet pro-
cessing latency, as accessing any slot in the bitmap requires con-
stant steps: 1) calculating the address by adding the bitmap head
and PSN offset, and 2) accessing the address. Although promising,
this approach leads to significant memory overhead. Table 3 illus-
trates the memory overhead of bitmaps in typical intra-DC sce-
narios (400Gbps bandwidth, 10𝜇s RTT). As the number of QPs in-
creases, the footprint of BDP-sized bitmaps can easily exceed the
typical RNIC SRAM capacity (usually ∼2MB).

Another common approach is to maintain a chunk pool [30,
39], e.g., each chunk with 128 bits. Each QP is pre-allocated with
only one chunk and is linked with additional chunks as needed
(Fig. 6(b)). This approach reduces bitmap memory overhead when
the degree of OOO packets is low (Table 3). However, as the OOO
degree increases, not only does the memory overhead eventually
reach that of the BDP-sized approach, but this method also in-
troduces another issue: high access latency. Accessing bits in the
𝑛𝑡ℎ chunk requires 𝑂(𝑛) steps: determining whether the PSN is
within the current chunk; if not, retrieving the next chunk’s ad-
dress and proceeding to the next chunk.The access latency impacts
the packet rate (pps)11. Fig. 7 illustrates the theoretical packet rate
under various OOO degrees for a clock frequency of 300MHz. As
shown, the packet rate of the linked chunk degrades as the OOO
degree increases.
Opportunities. DCP’s lossless control plane and HO-based re-
transmission ensure that only truly lost packets are retransmitted.
This guarantees that for any given packet, exactly one copy arrives
at the receiver. This ”exactly-once” property allows us to move
away from traditional packet-level tracking strategies. Instead, we
11Bandwidth = 𝑝𝑝𝑠 × 𝑀𝑇𝑈 . 50 Mpps amounts to 400 Gbps with a 1KB MTU.
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Schemes BDP-sized Linked chunk DCP
Per-QP, Intra-DC 320B 80B∼320B 32B
10k QPs, Intra-DC 3MB 0.76MB∼3MB 0.3MB
Table 3: Memory overhead for packet tracking.
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Figure 7:Theoretical packet rate, i.e., packet per second (pps),
under various out-of-order degrees.

can simply count the number of packet arrivals for each message
and compare this count to the message size to determine message
completion. By adopting this approach, we reduce the memory re-
quirement at the receiver from 𝑛 bits to log2(𝑛) bits where 𝑛 is the
number of in-flight packets. Note that the sender-side bitmap is
already eliminated in HO-based retransmission.
Solution: Bitmap-free Packet Tracking. Thereceiver-sideDCP-
RNIC employs packet counting to track the aggregated message-
level information, rather than tracking at the packet level. As shown
in Fig. 6(c), it maintains amulti-bit counter for eachmessage. Specif-
ically, upon the arrival of a packet, the corresponding message’s
counter is incremented by 1. When the packet counter equals the
message size, the receiver determines that the message is complete
and sets the message completion flag (𝑚𝑐𝑓 ) to 1. If the message
requires a CQ Element (CQE), the CQE flag (𝐶𝑓 ) is also set to 1.
For each QP, the receiver maintains an expected message sequence
number (eMSN) state. In cases where messages are completed out
of order, the receiver waits until the eMSN𝑡ℎ message finishes, then
updates the eMSN and generates one or multiple CQEs for the ap-
plication. This behavior aligns with the common assumption in
upper-level application programming thatmessages are completed
in order [38].When the eMSN is updated, the receiver generates an
ACK that carries the updated eMSN value (as shown in Fig. 4(b)).

The memory overhead of DCP-RNIC is determined by the out-
standing message size in upper-layer applications. For example, AI
applications typically use NCCL [44] as the communication back-
end, where the outstanding messages per QP is 8, and the typi-
cal message size is several MBs. Therefore, we allow each QP to
track 8 messages and set the counter to 14 bits, resulting in a track-
ing status of 2 bytes per message. Table 3 shows the associated
memory overhead. Furthermore, since the processing latency for
each packet in DCP is constant, merely increasing the correlated
counter by 1, the packet rate remains constant (Fig. 7).
Coarse-grained Timeout as a Fallback. The assumption of a
lossless control plane may be violated due to link/switch failures
or accidental HO packet losses. In these cases, HO-based retrans-
mission fails to recover the lost packets, so DCP-RNIC falls back
to using a coarse-grained timeout mechanism to ensure reliability.
Specifically, the sender maintains the smallest unacknowledged
MSN (unaMSN) for each QP and keeps a timer associated with it.
If the received ACK’s eMSN is greater than the unaMSN, the timer
is reset and the unaMSN is updated to the received ACK’s eMSN.

Schemes LUT Registers BRAM URAM
RNIC-GBN 66k (5.4%) 102k (3.5%) 408 (20%) 38 (3.9%)
DCP-RNIC 67k (5.5%) 103k (3.6%) 412 (20%) 37 (3.8%)

Table 4: Resource usage of our prototype.The number inside
the bracket is the ratio of total FPGA resources.

Otherwise, the timer continues. If the timer expires, the sender re-
transmits all packets of the unaMSN𝑡ℎ message.

However, this approach disrupts the ”exactly once” delivery guar-
antee, which affects the correctness of the receiver’s packet count-
ing. To address this, the sender maintains a value called sRetryNo
(initialized to 0) for each QP, which tracks the number of timeouts
for the unaMSN𝑡ℎ message. The data packet includes the sRetryNo
value in its header. On the receiver side, the receiver maintains
a rRetryNo value for the eMSN𝑡ℎ message. When a packet of the
eMSN𝑡ℎmessage is received, the receiver first checks if the sRetryNo
field in its header matches rRetryNo. If they are equal, the eMSN𝑡ℎ
message’s packet counter is incremented by 1. If sRetryNo is greater
than rRetryNo, the receiver resets the packet counter to 0, updates
the rRetryNo to this sRetryNo, and starts recounting for the newest
timeout round.
Orthogonality. This bitmap-free design is orthogonal to the rest
of DCP-RNIC’s architecture. If we choose to maintain traditional
packet-level bitmaps at the receiver, the remaining components
of DCP-RNIC, such as HO-based retransmission, still function cor-
rectly. We believe this bitmap-free approach is an innovative di-
rection that contributes to rethinking next-generation high-speed
RNIC design. At the same time,we acknowledge that it faces tremen-
dous challenges in real-world deployment.

5 Implementation
DCP-Switch. We implement the lossless control plane, including
packet trimming and WRR scheduling, using P4 switch [2]. When
the egress queue length exceeds a given threshold, DCP-Switch
generates a mirrored packet and sets its packet length to the length
of the header duringmirroring, while dropping the original packet;
this process utilizes the Mirror function. After the mirrored packet
is re-enqueued, we modify its DCP tag and the 𝑝𝑎𝑐𝑘𝑒𝑡_𝑙𝑒𝑛 in the
IP header, then push it to the control queue of the egress port. We
also implement adaptive routing in the switch, where the ingress
pipeline monitors the egress queue length and, based on this infor-
mation, selects the egress port with the lowest queue length. We
enable WRR scheduling in the egress pipeline and assign it an ap-
propriate weight according to §4.2. Discussions with multiple ven-
dors confirm that supporting the lossless control plane in switch
ASICs is feasible, as it is simple, stateless, and does not interfere
with any existing switch functionalities.
DCP-RNIC. We build a fully functional prototype of DCP-RNIC
using an FPGA board [4] with PCIe Gen3 x16 and 100 Gbps Ether-
net ports, running at a clock frequency of 300MHz. First, we imple-
ment an RNIC-GBN prototype as a baseline. We then implement
DCP-RNIC by modifying specific modules of the RNIC-GBN base-
line. Table 4 illustrates the resource consumption for the RNIC-
GBN and DCP-RNIC prototypes. As shown, DCP-RNIC consumes
only 5.5%, 3.6%, 20%, and 3.8% of the FPGA board’s total LUT, reg-
isters, BRAM, and URAM resources, respectively. Moreover, DCP-
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Figure 9: Testbed topology
used in this paper.

RNIC consumes only 1.7%, 0.4%, and 1.1%, more LUT, registers, and
BRAM, respectively, compared to RNIC-GBN.

We evaluate the basic performance of the DCP-RNIC prototype
by connecting twoDCP-RNICs directly and using the perftest bench-
mark to measure throughput and latency. DCP-RNIC is compared
with RNIC-GBN and TCP. For the throughput test, we launch a
long-running flow consisting of multiple 512 KB messages, and for
the latency test, we launch a 64 B message. The results in Fig. 8
demonstrate that DCP-RNIC successfully maintains hardware of-
floading capabilities, achieving throughput and latency compara-
ble to RNIC-GBN, both of which outperform TCP significantly.

6 Evaluation
We evaluate DCP through extensive testbed experiments and sim-
ulations, which reveal the following key results:
• DCP achieves a 1.6×-72× improvement in loss recovery efficiency
and a 42% reduction in completion time for AI workloads, com-
pared to Mellanox CX5. Moreover, DCP maintains consistent
throughput, whether with adaptive routing or over a 10 km
communication distance (§6.1).

• DCP achieves 16% and 10% lower tail FCT under general work-
loads, and 38% and 45% lower completion time under AI work-
loads, compared to MP-RDMA and IRN (i.e., SOTA lossless and
lossy solutions), respectively. Additionally, DCP achieves even
greater performance improvements in cross-datacenter (cross-
DC) scenarios (§6.2).

• DCP+CC outperforms all other comparisons under high-load
scenarios, and DCP’s lossless control plane remains robust un-
der severe incast congestion (§6.3).

6.1 Testbed Benchmarks
Setup. Fig. 9 illustrates the testbed topology, consisting of two P4
programmable switches (𝑆𝑤𝑖𝑡𝑐ℎ1 and 𝑆𝑤𝑖𝑡𝑐ℎ2), each connected to
8 FPGAs. All links operate at 100 Gbps. The two switches are con-
nected via 8 parallel cross-switch links. We compare DCP-RNIC
with Mellanox CX5 RNIC (i.e., RNIC-GBN).
Loss recovery efficiency. We select two RNICs as sender and
receiver, respectively, where the sender transmits a long-running
flow to the receiver. We manipulate the P4 programmable switch
to drop packets with a given loss rate. Upon packet loss, the P4
switch executes the packet trimming module for DCP traffic, while
it simply drops packets for CX5 traffic. We vary the loss rate from
0.01% to 5% andmeasure the goodput for both DCP and CX5 traffic.
Fig. 10 shows the results. As demonstrated, DCP achieves a 1.6×
to 72× improvement in loss recovery efficiency under loss rates
ranging from 0.01% to 5%, compared to CX5.
Compatibility with AR. We select two RNICs from 𝑆𝑤𝑖𝑡𝑐ℎ1 as
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Figure 12: DCP vs. CX5 under AI workloads.

senders and two RNICs from 𝑆𝑤𝑖𝑡𝑐ℎ2 as receivers. The senders
transmit two long-running cross-switch flows.We enable two cross-
switch paths and modify their port capacities, setting their capac-
ity ratios to 1:1, 1:4, and 1:10. We implement adaptive routing (AR)
on the switches, which forwards traffic according to the capacity
ratio of the links. We measure the average goodput of the two
flows. Fig. 11 illustrates the results. As shown, DCP maintains sta-
ble goodput under all capacity ratios, as it is natively compatible
with packet-level LBs. In contrast, the goodput of CX5 significantly
decreases under non-equal port capacities.
AI workload. We implement an AllReduce and AllToAll bench-
mark using the verbs API [6] and OpenMPI [10]. The 16 RNICs
in the testbed are arranged into four groups, each consisting of
4 RNICs. Each group executes an AllReduce/AllToAll operation,
with all groups starting execution simultaneously. DCP and CX5
are integrated with AR and ECMP in the network, respectively. We
measure the job completion time (JCT) for each group and present
the results of 4 groups in Fig. 12. As shown, DCP reduces the JCT
of AllReduce and AllToAll by up to 33% and 42%, respectively.
Long-haul communication. We replace one cross-switch link
with a 10 km optical link (one-hop delay is 50 µs) and use 100G-LR
transceivers at the endpoints. We select one RNIC from 𝑆𝑤𝑖𝑡𝑐ℎ1 as
the sender and one RNIC from 𝑆𝑤𝑖𝑡𝑐ℎ2 as the receiver. The sender
transmits a long-running flow to the receiver. We measure the
throughput of this flow and observe that DCP can stably operate at
around 85 Gbps. This experiment serves as a first-step validation
that DCP can adapt to long-haul communication scenarios.

6.2 Large-scale Simulations
Setup. Weuse NS3 for simulations.The topology consists of a two-
layer CLOS network with 16 spine switches, 16 leaf switches, and
256 servers (16 per rack). Each server has a single NIC connected
to a single leaf switch. All links operate at 100 Gbps. In all experi-
ments, except for cross-datacenter (DC) scenarios, the propagation
delay of all links is set to 1 µs. In cross-DC experiments, the prop-
agation delay of links between servers and leaf switches is 1 µs,
while the propagation delay between leaf and spine switches is set
to 500 µs and 5 ms. The switch buffer size is 32 MB, and the entire
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Figure 13: Comparision between DCP, PFC, IRN, and MP-RDMA under the WebSearch workload.
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Figure 14: Comparision between DCP, PFC, IRN, and MP-RDMA under the AllReduce and AllToAll workloads.
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Figure 15: Comparision between DCP, PFC, IRN, and MP-RDMA under the cross-DC (100 and 1000 km) scenarios.

network is a single RDMA domain.
We compare DCP with PFC, IRN [42], and MP-RDMA [38]. MP-

RDMA includes its own CC component, i.e., an adaptive conges-
tion window, while IRN only employs a BDP-based flow control.
By default, DCP, PFC, and IRN are combined with AR, ECMP, and
AR as the load balancing schemes in the network.We select IRN+AR
as the default configuration because we observe that IRN+AR out-
performs IRN+ECMP inmost of our experiments.We also compare
DCP, PFC, and IRN with CC integrated (we choose DCQCN [56]
as it is representative). The traffic loads used in the simulations
include general workloads and AI workloads.
General workload. We evaluate the WebSearch [15] workload,
which consists of 60% of flows below 200 KB, 37% of flows between
200 KB and 10 MB, and 3% of flows exceeding 10 MB. Fig. 13 il-
lustrates the results under the WebSearch workload with average
loads of 0.3 and 0.5. At each load, we measure the P50 and P95 (tail)
flow completion time (FCT).

As shown, fine-grained LB solutions, such as MP-RDMA and
AR, consistently outperform ECMP, as they can better balance traf-
fic. Among the fine-grained LB solutions, DCP achieves the best
performance, with an average of 5% and 16% lower tail FCT at
0.3 load, and 10% and 12% lower tail FCT at 0.5 load, compared
to IRN and MP-RDMA, respectively. The performance advantage
of DCP over IRN is due to IRN’s susceptibility to spurious retrans-

missions when combined with AR. Additionally, we observe that
MP-RDMA fails to effectively control the out-of-order degree be-
low its expected threshold, which leads to its inferior performance.
AI workload. We arrange 256 servers into 16 groups, with 16
servers per group. Each group executes an AllReduce or AllToAll
operation, starting execution at the same time. The total traffic for
one AllReduce/AllToAll operation is 300 MB. For AllReduce, the
total traffic is partitioned into 16 slices (i.e., flows), and then trans-
mitted following a RingAllReduce procedure. For AllToAll, the to-
tal traffic is partitioned into 16 slices, with one slice transmitted
to each group member. We measure the time of the last completed
flow within each group as the Job Completion Time (JCT) for that
group, and we also measure the CDF of individual flows’ FCT.

The results for AllReduce and AllToAll are shown in Fig. 14. As
shown, DCP achieves average 38%, 44% and 61% lower JCT under
the AllReduce workload (Fig. 14a), and average 5%, 45% and 46%
lower JCT under the AllToAll workload (Fig. 14c), compared to
MP-RDMA, IRN and PFC, respectively. As shown in Fig. 14b and
Fig. 14d, DCP achieves the best tail FCT for individual flows, which
explains why DCP achieves the best JCT. This is because AI work-
loads are synchronized, meaning that if just one flow is delayed, it
impacts the entire collective communication performance.
Cross-DC scenarios. Fig. 15a and Fig. 15b illustrate the P50 and
P95 (tail) FCT slowdown under the 100 km cross-DC scenario (i.e.,
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(d) With CC, P99.
Figure 16: FCT slowdown of DCP,MP-RDMA and IRN under
the incast workload w/ and w/o CC.

Settings N=22;
128 to 1

N=22;
255 to 1

N=16;
128 to 1

N=16;
255 to 1

Loss rate w/o CC 0 0 0 0.16%
Loss rate w/ CC 0 0 0 0

Table 5: Loss rate of HO packets under severe incast degree.

the propagation delay between leaf and spine switches is 500 us),
while Fig. 15c and Fig. 15d show the evaluation results under the
1000 km cross-DC scenario (i.e., 5 ms propagation delay).Thework-
load consists of WebSearch traffic with an average load of 0.5. For
PFC and MP-RDMA, we increase the switch buffer from 32 MB
to 600 MB and 6 GB for the 100 km and 1000 km distances, re-
spectively, ensuring the buffer is larger than the PFC headroom.
In contrast, for IRN and DCP, the switch buffer remains at 32 MB.

As shown, DCP achieves approximately 89%, 81%, and 46% lower
tail FCT under the 100 km distance, and 84%, 95%, and 51% lower
tail FCT under the 100 km distance, compared to PFC, MP-RDMA,
and IRN, respectively. Compared to intra-DC scenarios (Fig. 13),
DCP achieves a larger improvement in cross-DC scenarios. This is
because servers generate more traffic in cross-DC scenarios due to
the larger BDP capacity. As a result, congestion is more severe in
cross-DC scenarios than in intra-DC scenarios, making the perfor-
mance improvement of DCP more pronounced.

6.3 Deep Dive
DCP+CC achieves the best performance under high loads.
We observe that in highly congested situations, such as extreme
incast, DCP alone (i.e., without CC) struggles with tail FCT per-
formance. For example, we evaluate a workload comprising Web-
Search traffic at 50% average load and 128-to-1 incast traffic at 5%
average load. Fig. 16a and Fig. 16b illustrates the P50 FCT slow-
down of DCP, IRN, and MP-RDMA, with and without CC (specifi-
cally DCQCN) integration. As shown, DCP exhibits the lowest P50
FCT in both cases. However, Fig. 16c highlights the P99 FCT slow-
down when DCP and IRN are evaluated without any CC integra-
tion, indicating that DCP alone exhibits the worst P99 FCT.

DCP’s poor tail FCT performance occurs because large-scale in-
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Figure 17: Loss recovery efficiency of DCP, RACK-TLP, IRN,
and Timeout-based scheme under various loss rates.

cast induces severe congestion, leading to significant packet loss.
This triggers numerousHO packets arriving at the sender, which in
turn triggers a large number of retransmitted packets that further
exacerbate congestion and ultimately degrade overall performance.
In contrast, MP-RDMA includes a native adaptive congestion win-
dow, which reduces the traffic load when severe congestion occurs.
Similarly, in IRN, each packet loss prompts only one retransmis-
sion from the sender. If the retransmitted packet is dropped again,
the IRN sender will not retransmit it but wait for a timeout. During
this timeout period, no additional traffic is generated, which helps
reduce the average traffic load.

As noted, DCP focuses solely on the reliability aspect, leaving
rate control to the CC modules. Therefore, we integrate DCQCN
into DCP and IRN and evaluate their performance. Fig. 16d shows
the P99 FCT slowdown after CC integration. As demonstrated, DCP
achieves the best P99 FCT after CC integration, with a reduction of
about 31% and 29% compared to MP-RDMA and IRN, respectively.
Robustness of the lossless control plane. DCP controls the
maximumaffordable incast scale by adjusting the schedulingweight
( 𝑁−1
𝑟−𝑁+1 ∶ 1), as described in §4.2.𝑁−1 represents themaximum in-
cast scale that can be handled at local switches. Ideally, 𝑁 should
equal the switch radix, allowing DCP to handle any incast scale.
However, if the ratio 𝑟 is small, 𝑁 cannot be set to the switch radix.
We evaluate extreme incast scales of 128-to-1 and 255-to-1 with 𝑁
of 22 and 16 and measure the ratio of lost HO packets over all HO
packets.The background traffic isWebSearch with an average load
of 0.3.We evaluate DCP bothwith andwithout CC enabled. Table 5
shows the results. As shown, when CC is disabled, no HO packets
are lost with𝑁 = 22 at any incast scale, and only 0.16% of HO pack-
ets are lost under the extreme 255-to-1 incast scale with 𝑁 = 16.
When CC is enabled, there are no HO packet losses in any case.
This demonstrates that DCP’s lossless control plane maintains ro-
bustness even under severe incast scales.
Comparisonwith Timeout andRACK-TLP. TheNVIDIA Spec-
trum platform [13] supports adaptive routing (AR), where the Spec-
trum Switch dynamically changes packet paths, and the SuperNIC
relies on timeouts for loss recovery to avoid spurious retransmis-
sions. However, Spectrum AR only supports RDMA Write opera-
tions, and using timeouts results in significant performance degra-
dation upon packet loss. Falcon [5] introduces RACK-TLP [19] for
TCP networks to address packet reordering and retransmission/tail
loss issues. RACK-TLP maintains transmission timestamps for ev-
ery data packet (including retransmissions). If a packet remains
unacknowledged for an estimated RTT after being sent, it is con-
sidered lost. This mechanism tolerates a reordering window of one
RTT and helps avoid timeouts for retransmitted packet losses. How-
ever, it delays retransmissions by one RTT and incurs significant
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memory overhead due to the need to maintain per-packet times-
tamps, making it impractical for hardware offloading.

We conducted a simulation to evaluate the loss recovery effi-
ciency of DCP, IRN, RACK-TLP, and timeout-based mechanisms.
We measured the goodput of a long-running flow under ECMP
with various packet loss rates artificially enforced at switches. As
shown in Fig. 17, DCP achieves up to 22%, 98%, and 99% higher
goodput than RACK-TLP, IRN, and timeout, respectively. As packet
loss increases, the performance of the timeout-based scheme de-
grades sharply. IRN suffers due to increased timeouts caused by
the loss of retransmitted packets. RACK-TLP performs better than
IRN by avoiding such timeouts, but this comes at the cost of high
memory overhead frommaintaining timestamps. If timestamps are
removed, RACK-TLP would likely perform worse than IRN due to
delayed retransmissions. Note that our simulations do not emulate
the end-host overhead of retransmitting packets, so all schemes
appear more efficient than they would in testbed implementations.
However, the relative performance comparison remains consistent.

7 Discussion
Differences with NDP and CP. While the DCP-Switch shares
similaritieswith the switch-side logic of bothNDP [26] andCP [18],
the end-host design in DCP (i.e., DCP-RNIC) differs from both of
them. Specifically, NDP primarily focuses on leveraging packet
trimming to realize a receiver-driven CC mechanism. Its end-host
implementation is based onDPDK in software, while its Tofino and
FPGA implementations are limited to switch-side logic only. On
the other hand, CP places more emphasis on reliability for TCP. It
introduces PACK packets and relies on sender- and receiver-side
bitmaps to track losses and determine retransmissions. In contrast,
DCP-RNIC is specifically tailored for RDMA networks. Our DCP-
RNIC design is grounded in an in-depth analysis of existing RNIC
architectures, with design decisions made incrementally based on
the needs of RDMA.The key difference in DCP-RNIC, such as HO-
based retransmission, an extended packet header, and bitmap-free
packet tracking, are not present in either NDP or CP.
Distinction of SR- and HO-based retransmission. HO-based
retransmission cannot be handled in the same way as SR-based
retransmission. SR operates in a stateful manner: it uses a sender-
side bitmap to track lost packets, where gaps in the bitmap indicate
packet loss. Based on this information, SR can retrieve and retrans-
mit specific payloads at any later time. In contrast, DCP adopts
a stateless design without bitmaps, and loss events are indicated
through individual HO packets. As a result, DCP must maintain a
queue of these loss events to trigger further retransmissions. Since
the number of HO packets can be large, this queue must be imple-
mented in software rather than hardware.
Congestion Control for DCP. Theoretically, DCP is compatible
with any reactive [12, 37, 41, 56] and proactive [17, 20, 43, 45] CC
design. Currently, we adopt DCQCN at RNICs, which reduces the
sending rate upon receiving CNPs. The received CNPs of a flow
may result from multiple paths, but the sender does not currently
distinguish between them and simply reacts in the standard DC-
QCN manner. The question of what CC strategy should be used
when combined with in-network packet-level LBs is beyond the
scope of this paper. We plan to explore this in future work.

Onloading bitmaps to host memory? SRNIC [53] focuses on
single path transmission, so all OOO packets (i.e., those that trig-
ger bitmap access) are assumed to be caused by packet loss. Con-
sequently, the access frequency to the bitmap is low, making it ac-
ceptable for SRNIC to place the bitmap in host memory. In contrast,
DCP employs packet-level LB, which can cause OOO packets even
in the absence of packet loss. As a result, the frequency of bitmap
access is much higher than what SRNIC assumes. Therefore, plac-
ing the bitmap in host memory is not feasible in our case.
Back-to-sender for HO packets. Currently, header-only (HO)
packets must be sent to the destination before being sent back
to the sender. The reason is as follows. The RDMA RC mode re-
lies on QPs, which consist of a sender QP and a receiver QP. The
packet’s header includes only the destination QP number (QPN)
and does not carry the source QPN. Moreover, a packet is accepted
by the RNIC only if its header contains the correct destinationQPN.
Therefore, when a switch generates an HO packet and attempts to
send it back to the sender directly, it must set the destination QPN
to that of the sender QP. However, the switch does not know the
sender’s QPN; only the receiver’s QP context contains this infor-
mation. As a result, the HO packet must first be forwarded to the
receiver to obtain the correct destination QPN before it can be sent
back to the sender. In theory, if the switch maintained a mapping
table between sender and receiver QPNs, it could extract the data
packet’s destination QPN, find the corresponding sender QPN, and
modify the HO packet accordingly, allowing it to be returned di-
rectly to the sender. However, maintaining such a table would in-
troduce significant state overhead and computational complexity.

8 Related Work
Load balancing. Various congestion-aware rerouting solutions [31,
46] and flowlet-based LBs [14, 32, 51] require a sufficiently large
packet interval within flows to trigger path changes. However, such
intervals are rare in RDMA traffic [38]. Moreover, finer-grained
load balancing typically yields better performance in terms of path
utilization and latency. DCP is designed to support per-packet load
balancing to fully exploit this potential. ConWeave [50] reorders
packets in the network to deliver an in-order packet sequence to
RNICs, enabling packet-level load balancing aswell. However, Con-
Weave restricts a flow to at most two paths, limiting flexibility,
and imposes non-trivial queuing overhead on switches. In con-
trast, DCP’s packet trimming module is lightweight and stateless.
In summary, DCP is orthogonal to any specific LB approach; it fo-
cuses on reliability and is natively compatible with all LB schemes.
Multipath in lossless fabrics. To be compatible with Spectrum
AR [13], the NVIDIA SuperNIC supports OOO reception for RDMA
Write operations. It achieves this by converting all Write pack-
ets (e.g., Write First, Write Middle, Write Last) into Write-Only
packets, each of which contains a destination memory address and
can thus be directly written to application memory. However, this
mechanism applies only to RDMAWrite and does not generalize to
other RDMA operations. In contrast, our proposed OOO-tolerant
reception aims to provide a unified solution that supports both one-
sided and two-sided RDMA operations. Similarly, the recently pro-
posed LEFT [30] also targets compatibility with packet-level load
balancing by enabling the correct delivery of OOO payloads to
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application memory. However, both NVIDIA Spectrum and LEFT
work only in lossless fabrics, as they focus solely on data place-
ment and rely solely on timeouts for loss recovery, which leads to
significant performance degradation upon packet loss (§6.3).
Industrial lossy solutions. RACK-TLP [19] trades loss recov-
ery efficiency for packet reordering tolerance. Specifically, for each
ACK received, the sender calculates the latest RTT measurement
and checks whether there are any packets that are unacknowl-
edged for an estimated RTT (i.e., ”reordering window”). If this con-
dition is met, RACK marks the packet as lost and retransmits it.
This approach can avoid most spurious retransmissions, but the re-
transmission is delayed by a full RTT, resulting in inefficient loss
recovery. SRD [49] provides reliable datagram semantics but re-
quires applications to handle reordering themselves. Solar [40] im-
plements an ordering-resilient network stack, using a one-packet-
one-block approach, in FPGAs for specific storage applications. So-
lar maintains four paths in its control plane and relies on OOO
packet arrival to detect packet loss within each path. In contrast,
DCP achieves efficient loss recovery and reordering tolerance si-
multaneously, delivers reliable connection semantics without plac-
ing any additional burden on the application, and natively adapts
to packet-level LBs.

UEC [11] mentions the packet trimming technique as well but
does not discuss any RNIC solutions based on packet trimming. To
the best of our knowledge, DCP is the first work to propose a com-
prehensive RNIC design leveraging the packet trimming technique.
Note that if UEC is eventually supported by switch vendors, DCP
can directly leverage the UEC-defined trimming functionality and
eliminate the switch-side implementation overhead.

9 Conclusion
We present DCP, a transport architecture that rethinks RDMA re-
liability for lossy networks. By integrating a lightweight lossless
control plane in switches with a hardware-efficient RNIC design,
DCP eliminates dependence on PFC, supports packet-level load bal-
ancing, and avoids RTOs. Our prototype and evaluation show that
DCP significantly outperforms existing RDMA solutions, advanc-
ing the practicality of high-performance RDMA over lossy fabrics.
This work does not raise any ethical issues.
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A Additional Information
Appendices are supportingmaterial that has not been peer-reviewed.

A.1 More Explanations for Results in §6
Performance fluctuation of IRN w/ AR. In general, the per-
formance disadvantage of IRN w/ AR is less pronounced under
low-load or non-congested scenarios, where the degree of packet
reordering is minimal. However, under high-load or congested con-
ditions, IRN w/ AR suffers more significantly. This trend is consis-
tently observed across all our experiments. Specifically, in Fig. 13a
and Fig. 13b, the workload load is 0.3, a relatively light load. As a
result, the P50 and P95 latencies of IRN w/ AR are comparable to
DCP, showing no obvious disadvantage. In contrast, Fig. 13c and
Fig. 13d have a higher load of 0.5. The P50 latency typically reflects
performance under non-congested conditions, so IRN w/ AR and
DCP still show similar P50 latency. By contrast, the P95 latency
better captures performance under congestion, where IRN w/ AR
shows a noticeable performance gap compared to DCP.

For AI workloads, they inherently consist of coflows, and the re-
ported JCT reflects the tail latency among these coflows. Further-
more, AI workloads are often highly synchronized, which leads
to bursts of traffic and transient high load. Under these conditions,
the limitation of IRN w/ AR in handling reordering and congestion
are more pronounced, resulting in significantly worse JCT com-
pared to DCP under the AI workloads (as shown in Fig. 14).
PFC’s oscillating behavior in cross-DC experiments. In cross-
DC/long-distance scenarios (as shown in Fig. 15), all lossless schemes
exhibit obvious performance variability across flows. For example,
both PFC andMP-RDMA show oscillating behavior in Fig. 15b and
Fig. 15d, although the effect is less pronounced forMP-RDMA.This
variability is due to that we increase the switch buffer sizes for loss-
less schemes from 32 MB to 600 MB and 6 GB for 100 km and 1000
km distances, respectively. The large buffers can cause some large
flows to perform exceptionally well when PAUSE is not triggered
while others perform poorly.
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