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Abstract—In the foundational work of Dwork et al. [15]
on continual observation under differential privacy (DP), two
privacy models have been proposed: event-level DP and user-
level DP. The latter provides a much stronger notion of privacy,
as it allows a user to contribute an arbitrary number of items.
Under event-level DP, their mechanisms match the optimal utility
bounds in the static setting up to polylogarithmic factors for
all union-preserving functions. Unfortunately, in contrast to this
strong result for event-level DP, their user-level DP mechanisms
have weak utility guarantees and many restrictions on the data.
In this paper, we take an instance-specific approach, designing
continual observation mechanisms for a number of fundamental
functions under user-level DP. Qur mechanisms do not need
any a priori restrictions on the data, while providing utility
guarantees that degrade gracefully as the hardness of the data
increases. For the count and sum function, our mechanisms are
down-neighborhood optimal, matching the static setting up to
polylogarithmic factors. For other functions, they do not match
the static case, but we prove that this is inevitable, which is the
first separation result for continual observation under differential
privacy.

Index Terms—Differential privacy, Continual observation,
User-level differential privacy

I. INTRODUCTION

Data is seldom static. When private data evolves over time,
there is a need to continually release sanitized query results
about the data while preserving the privacy of the users
who contribute to the data. This is precisely the problem of
continual observation under differential privacy, introduced
in the pioneering work of Dwork et al. [15]. Here, time is
divided into discrete steps, and data is modeled as a (possibly
infinite) stream of items arriving over time, one per time step.
More formally, let D = (z1,z9,...) be the stream, where
item x; arrives at time 7. If no data arrives at time ¢, x; is set
to a dummy item L. Let D, = (x1,...,x¢) be the data set
received up until time ¢. With a slight abuse of notation, we
also use D; to denote the multiset of items contained in Dy,
not including the dummy items. For a given function F'(-), a
continual observation mechanism M must output an F(D;)
for every ¢t € N with the following three properties:

« Online: For each ¢ € N, it must output F(D;) before
Ty41 arrives.

o Differential privacy: The entire output 1is e-
indistinguishable over any two neighboring streams
D ~ D', ie., for any y1,¥s2,...,

PI‘[F(Dl) = yl,F(DQ) = 1Y2,.. }

<e® - Pr[F (D)) = y1, F(D%) = ya,...],

where ¢ is the privacy parameter.

« Utility: For any t € N, the error |[F(D;) — F(D,)|
is small with at least constant probability'l for some
appropriate norm || - ||.

To make this definition complete, we need to specify the
neighboring relationship D ~ D’. Dwork et al. [15] proposed
two natural definitions: In event-level differential privacy, or
simply event-DP, two streams D and D’ are neighbors if one
can be obtained from the other by removing one item (i.e.,
setting it to _L). In user-level differential privacy, or user-DP,
each item z; is associated with (the id of) a user u;, and D
and D’ are neighbors if one can be obtained from the other
by removing all or any subset of items associated with one
user. Clearly, event-DP is a special case of user-DP by setting
u; = ¢ for all 4, while the latter provides stronger privacy
protection in situations where a user may contribute multiple
items in the stream. The canonical example is a click stream
that consists of websites visited by users. In this case, user-
DP guarantees that, from the released results, the adversary
would not be able to decide if any particular user is present in
the stream with enough confidence (controlled by ¢), even if
the adversary is computationally unbounded and can observe
the data contributed by all other users. Below, we use ~g
and ~y to differentiate these two neighboring relationships,
and use ~ when this distinction is irrelevant. Furthermore, we
use dg(D, D’) and dy (D, D') to denote the shortest distance
between D and D’ where each step is ~g and ~; respectively.

A. Previous work on event-DP

The major result in [15] on event-DP is a black-box re-
duction to the static problem with only a poly log(T")-factor
increase in the error for any wunion-preserving function F,
where T is an upper bound on the stream length. Chan et al.
[8] extend this result to infinite streams, with the poly log(T")
factor replaced by poly log(t), where ¢ is the current length
of the stream. A union-preserving function F' is one such that
F(Dy W Dy) = F(D;) + F(Dy) for any D, Dy, where W
denotes multiset union. Most natural functions (e.g., count,
sum, histogram) are union-preserving or can be transformed
to such a function (e.g., distinct count, k-selection). The
exact polylog(t) factor depends on the function F' and the
black-box static mechanism being used. In particular, for the
count function Fene(D) = >, I(x; #L) with the Laplace
mechanism as the black box which has error O(1), the

'Most of the literature uses this definition of utility, which is also called a
one-shot guarantee. This can be extended to an all-time guarantee, i.e., a bound
on sup;ey || F(Dt) — F(Dz)||, with just a logarithmic-factor increase in the
error bound, even over an infinite stream; see the remark after Lemmam



continual observation mechanism of [[15 |8] achieves an error
of O(21og"®t) for Fupe(Dy).

After the ground-laying work [15) 8] that established the
theoretical equivalence of event-DP and the static problem (up
to polylogarithmic factors), a slew of works have made further
practical improvements. [[16] has optimized the sparse-stream
case where most items are L. [9] has proposed techniques
to smooth out the query results, which may reduce the error
during periods when the stream is stable. [[L1, [23} 22] use the
matrix mechanism to improve the constant factors in the error
of [13| [8], while relaxing the privacy definition to (e, d)-DP.
Since we use [8] as a black box, such techniques can also be
used in our mechanisms. Others have made improvements for
particular functions, such as sum [30, |38, 4], histogram [6} 7}
32], linear functions [10], and graph statistics [21} |33]. Event-
DP under the local model of differential privacy has been
studied in [25,138]]. Finally, w-event-DP [27,31}40L 39/ 137]] has
been proposed as an extension, where we protect the privacy
for any w consecutive events.

B. Previous work on user-DP

In contrast to the strong result on event-DP, the result on
user-DP from [[13]] is relatively weak and restrictive. It requires
the function F' to have a bounded global sensitivity GS and
be (a1, s)-unvarying, i.e., over any stream D and any «;
number of time instances, there must exist two consecutive
time instances between which the function value changes by
no more than as. For such an F', the user-DP mechanism of
[15] has erro O(GS - @1 + «2). For most natural functions,
the restriction of a bounded GS also imposes an upper bound
on the maximum user contribution: Taking the count function
as an example, this means that each user is only allowed to
contribute at most GS events. In fact, under such a restriction,
simply running their event-DP mechanism with a privacy
parameter of ¢/GS using the group privacy property of DP
(note that dg(D, D') < GS - dy(D, D")) can already achieve
an error of O(GS). On the other hand, a1, ay are unbounded
for an infinite stream; even for a finite stream of length T, we
need to set oy - «vg > T'. Thus, for the count function, the user-
DP mechanism of [[15] is actually no better than their event-DP
mechanism applied with group privacy. Unfortunately, [15] did
not give a concrete F' on which their user-DP mechanism is
better.

In seeing the difficulty of user-DP, subsequent works in-
troduced more assumptions on the data. For example, [19]]
assumes that data comes in batches and each user can only
contribute one item in any batch; they also assume that the
data in consecutive batches are correlated. [3] studies user-DP
in the local model, while making similar assumptions. While
these mechanisms satisfy privacy, they do not have theoretical
guarantees on the utility.

C. Recent work on static user-DP

Earlier efforts on user-DP failed to yield satisfactory re-
sults, mostly because they aimed at optimizing the worst-case

2The O notation suppresses dependencies on e and polylogarithmic factors.

error, i.e., a bound on maxp ||F(D;) — F(Dy)]||, which is
inevitably large unless strict restrictions are imposed on the
user contributions. Recent work on user-DP in the static setting
[2, 1121120} 24] has taken an instance-specific approach, namely,
the error depends on certain “hardness” parameter of D. Again
taking the count function as an example, the mechanism in
[24, [13]] achieves an error of O(x(D)) on any (static) data set
D, where k(D) is the maximum number of items contributed
by any user in D. Such an instance-specific approach has
several advantages:

1) It offers better utilities on most real data sets in which the
hardness parameter is small, which is more meaningful
than worst-case bounds for problems where the worst
case is atypical.

2) It works without making any assumptions on the data,
such as restricting user contributions. In some sense, these
restrictions become soft: if they are broken, the utility
degrades gracefully (privacy is always guaranteed).

3) Very often, down-neighborhood optimality (see Sec-
tion for the formal definition) can be achieved,
which is a natural relaxation of instance optimality and
much stronger than worst-case optimality. For the count
function, an error of O(r(D)) has been shown to be
down-neighborhood optimal. Intuitively, it means that any
DP mechanism has to incur an error of Q(x(D)) on either
D or the data set after removing the most contributing
user from D.

D. Our results

Inspired by the recent user-DP work in the static setting, in
this paper we also take an instance-specific approach towards
the dynamic problem. For a number of common functions F',
we have designed dynamic user-DP mechanisms that inherit
the first two advantages above from the static setting. Down-
neighborhood optimality is also maintained for some functions
like count and sum, but not for other functions like distinct
count, histogram, and k-selection. Although there are down-
neighborhood optimal mechanisms for these functions (in fact,
for all monotonic functions [20]) in the static setting, we show
that they do not exist in the dynamic setting. This is the first
separation result between the static and dynamic case under
differential privacy.

As representation, here we state our results on the count and
distinct count function; results on other functions can be found
in Section [Vl Our continual observation mechanism for the

count function Fg,, achieves an error of O Lf t) log'®t -

10g1+9(/<;(Dt))> for Feni (D) where 6 > 0 can be any small
constant. This matches the static error bound of [24, [13] up
to polylogarithmic factors, hence down-neighborhood optimal.
Furthermore, it incorporates event-DP as a special case: When
k(D¢) = 1, the bound precisely degeneratesﬂ into that of [15]
8ll. We would like to stress that this incorporation is automatic,
as our mechanism does not need to know the value of x(D;);

3We define log(z) = max{1,logy(z)}.



in fact, a main technical component in our mechanism is to
estimate x(D;) for all ¢ in a differentially private manner.

For distinct count, our mechanism also has an error of
O(k(Dy)). While this is still a nontrivial instance-specific
bound, it is not down-neighborhood optimal. For this function,
a down-neighborhood optimal mechanism should achieve an
error of O(DS) (D)) for some p = O(1), where DS (D)
is the downward sensitivity of D, at distance p (see Definition
[[L8). For the distinct count function, this is the size of the
largest set A of distinct items such that (1) there is one user
who contributes at least one copy of each item of A; and
(2) all copies of the items in A are contributed by at most
p + 1 users. Note that DS (D,) < k(D) by definition.
While a static mechanism can achieve error O(DS)(Dy))
for p = 0(1) [20], we show that this is impossible under the
dynamic setting.

In addition to the nice theoretical guarantees, our mech-
anisms are also simple and practical. To demonstrate their
empirical performance, we have conducted an extensive set
of experiments using both synthetic and real data. The exper-
imental results show that our algorithm largely outperforms
the baselines even with strong prior knowledge on D, i.e.,
knowing «(Dr).

II. PRELIMINARIES

A. Notation

Let U be the (possibly infinite) set of all users. Let [n] :=
{1,2,...,n}. The stream is an infinite sequence of item-user
(z1,u1), (T2, u2),. ..
from {_L}U[R] for some domain size R. Each item z; is con-
tributed by user u; € U. Let Dy := ((xl,ul), e (xt,ut))
For any t € Z™T, let k(D;) be the maximum number of items
contributed by any user in Dy, i.e.,

pairs D = ) where each x; is taken

Dy) = ‘iaiD5i:;iJ—‘~
#(Dr) I;lgg{({(x u;) € Dy s ug =,y AL}

Note that we do not assume any a priori upper bound on
K}(Dt).

For any z € N, let Bin;(z) € {0,1} be the (j + 1)-th least
significant bit in the binary representation of z.

B. Properties of differential privacy

Lemma II.1 (Post Processing [L8]). If M : X — Y satisfies
e-DP and M' : Y — Z is any randomized mechanism, then
M/ (M(D)) satisfies e-DP,

Lemma IL2 (Basic Composition [18]). If M; : X — Y
satisfies €1-DP and My : X X Y — Z satisfies €2-DP, then
My (D, M1(D)) satisfies (e1 + €2)-DP.

Lemma I1.3 (Parallel Composition [28]]). If M1, Mz sat-
isfy €1-DP and e2-DP, and X1, Xo C X are two disjoint
input domains, then (./\/ll(D Ny, Ma(DnN Xl)) satisfies
max(e1,€z2)-DP.

Lemma II.4 (Group Privacy [18])). If M is an €o-DP mech-

anism, then for any two datasets D, D’ with d(D,D") = k,
M satisfies (keg)-DP.

For any function F' : X — R? the global sensitivity is
GS = maxp~p’ ||Q(D) — Q(D’)Hl. A basic DP mechanism
is the Laplace mechanism:

Lemma IL5 (Laplace Mechanism). Given I : X — R? with
global sensitivity GS, the mechanism M(D) = F(D) + v
preserves e-DP, where vy is a d-dimensional vector where each

entry is independently drawn from the Laplace distribution
Lap(GSg/e).

The Laplace distribution enjoys a good concentration prop-
erty.

Lemma II.6 (Concentration Bound of Laplace Distribu-
tions [8]). Suppose ~vi,72,...,7r are independent random
variable, where each ~y; ~ Lap(b;), then for any 8 > 0,

zi:%- < /82;1)3‘1%(;) <.

C. Down-neighborhood optimality

Pr

The Laplace mechanism is worst-case optimal. However,
worst-case optimality is meaningless under user-DP, unless
there is a small pre-defined limit on the user contributions.
In the absence of such restrictions, down-neighborhood opti-
mality [12} 20, 24]] has been adopted as a more meaningful
notion of optimality under user-DP.

Definition IL.7 (Down-neighborhood Optimality [20]). Let M
be the class of all e-DP mechanisms. Given any function F,
the p-down neighborhood lower bound on dataset D is defined
as

L(D,p):= inf max
M'EM D':D'CD,dy (D,D’')<p

inf{g Pr[[|M(D) - F(D)| ¢ = g}

A mechanism M is (p, c)-down neighborhood optimal if for
any instance D,
Pr[HM(D) ~ F(D)| < c-[,(D7p)} > %

In plain language, a down-neighborhood optimal mecha-
nism is one that, for any D, achieves an error as small as (up
to a factor of c) the optimal mechanism tailor-made for D
and its down neighborhood within distance p. Clearly, small
p, ¢ correspond to stronger optimality, and ideally we would
want p,c = O(1). In the static setting, this is achievable for
all monotonic functions [20], i.e., any F such that F/(D’") <
F(D) for any D' C D.

Since comparing with £(D,p) directly is difficult, the
downward sensitivity has been shown to be a good proxy for
proving down-neighborhood optimality.

Definition II.8 (Downward Sensitivity). Given any function
F, for any dataset D, its downward sensitivity is

DS(D) =

_ /
= oo, D) = DY,



Algorithm 1: SVT.

Input: 7, €, Q1(D), Q2(D), ...
1 7+ n+ Lap(2/¢);
2 fori+1,2,... do
3 | Qi(D) < Qi(D) + Lap(4/e);
4 | if Q;(D) > 7 then
5 ‘ Break;
6 end
7 end
8 return ¢;

and its downward sensitivity at distance p is

DS (D) = DS(D").

max
D':D'CD,d(D,D")<p

In particular, DS”) (D) = DS(D).

Theorem IL.9 ([20]). Given any function F, € < In2, for any
D and any p, 3 -DSPY(D) < L(D,p) < p-DSPY(D).

Thus, a mechanism M is (p, ¢)-down neighborhood optimal
if its error is at most 2¢- DS~V (D) with probability at least
2/3 on any D. On the other hand, if there exists a D on
which its error is more than cp - DS~ (D), then it cannot
be (p, ¢)-down neighborhood optimal.

Overall, roughly speaking, down-neighborhood optimality
requires a mechanism to achieve an error level corresponding
to the maximum user contribution. It has been accepted as
a standard optimality notion to quantify the utility for DP
mechanisms under user-DP [12] 120, 24]].

D. The sparse vector technique

The sparse vector technique (SVT) [17] has as input a
(possibly infinite) sequence of queries, @1,Q2,..., where
each query has global sensitivity 1, and a threshold 7. It aims
at finding the first ¢ such that Q;(D) > n while satisfying
e-DP. The detailed algorithm is given in Algorithm [I] Due to
the privacy noises, it cannot return such an ¢ precisely, but
something close, as formalized in the following lemma:

Lemma IL.10 ([13]). If there exists a k such that Qi(D) >
n+ glog(2/6), then with probability at least 1 — 3, SVT
returns an 1 < k.

E. Continual counting under event-DP

We briefly review the continual observation mechanism [[15}
8l] under event-DP for the count function F.,;, which will also
be used in our user-DP mechanism. Consider the finite-stream
case first. A binary decomposition over all the T time steps is
built with log T levels of intervals, and the Laplace mechanism
is invoked on each interval to return a noisy count. Then any
F (D) can be obtained by adding up at most log T such noisy
counts, one from each level. To set the privacy budgets of
these intervals, it suffices to allocate £/log T" to each interval
by basic composition (across levels) and parallel composition
(within a level). Thus, the noise from each interval is O(log T'),

[2,3] [4,5] [6,7] [8,9] [10,11] [12,13]

£=0

@
1

Fig. 1: An illustration of F,,;EventDP. The counting result
for time interval [1, 13] can be obtained by adding the counters
corresponding to black nodes.

Algorithm 2: F (EventDP.

Input: D= ((xl,ul), (Z‘Q,UQ), . ..), €

1 Fopp <0
2 for £ <+ 0,1,... do

3 Oéj,dj<—0,j:0,1,...,€;
4 e «—¢e/(l+1);
5 | fork«1,2,...,2¢do
6 t— 20— 14k
7 Let 7 := min{j : Bin;(k) # 0};
8 ;=) a5+ I(x > 0);
9 a; = o + Lap(%);
10 for j <~ 0,1,...,i—1do «a; < 0;
11 Output
Fent(Dy) 4= Fent+3 e @5 1(Bing (k) = 1);
12 end
13 ﬁcnt <_ﬁcnt+dé;
14 end

which adds up to O(log"® T') by Lemma To extend to
an infinite stream, the idea is to divide the stream into disjoint
periods [2¢,2¢+1 —1] for £ = 0,1,2, ..., and invoke the finite-
stream mechanism over each period. Now, each D; spans log ¢
periods. For all but the last period, it only queries the top-
level interval; for the last period, it queries log ¢ intervals. The
detailed algorithm is shown in Algorithm [2] and Figure [T}

Lemma IL11 ([8]). Given any € > 0, for any D, any t € Z™,
and any 3 > 0, with probability at least 1 — 3, FensEventDP
returns an Fen(Dy) such that

’ﬁcnt (Dt) - Fcnt(Dt)’ S

Noiseg(t, e, 8) := g Tlog(t)]1"® - log(1/8).

Remark. Lemma provides a one-shot guarantee that
holds for any single Fini(D;). To extend it to an all-time
guarantee for all ¢ simultaneously, we can replace the failure
probability 8 in the lemma with t% Then, a union bound
over all ¢ yields a total failure probability at most >, t% =
O(B), while the log(1/3) factor in the error bound becomes

O(log(t/B)).



Notation Meaning
D Input stream
Dy Prefix stream at time ¢
D\, Sub-stream restricted to item r
(zi,us) Item-user pairs
[R] Item domain
u User domain
k(Dy) Maximum user contribution of Dy
F(Dy) Query result at time ¢
F(Dy) Query result at time ¢
Bin, (z) (j + 1)-th least significant binary bit of x
dg(D,D") Distance between D, D’ under tuple-DP
dy (D, D") Distance between D, D’ under user-DP
GS Global sensitivity
DS(D) Downward sensitivity of D
DS(P) (D) Downward sensitivity at distance p of D

€ Privacy budget

B High probablity parameter
FentEventDP Counting under tuple-DP
Noiseg Error of counting under event-DP
Fent Count query
Fsum Sum query
Fiy Histogram query
Flsel k-selection query
Fy Distinct count query
Frax-f Maximum frequency query

TABLE I: Notation used in the paper.

Algorithm 3: TruncateF,,;UserDP.

Input: D = ((:cl,ul), ([L‘Q,Ug),...), & T
1 D « Truncate(D,7);
2 Run F EventDP(D,e/7);

III. CONTINUAL COUNTING UNDER USER-DP

In the static setting, the count function F¢,; can be returned
with error O(k(D;)) [24, [13]]. This is (1, O(1))-down neigh-
borhood optimal since for Fi,¢, we have DS(D;) = x(D,).
This is also our target in the dynamic setting. However, under
user-DP, we cannot use parallel composition over disjoint time
intervals, since a user may own items in multiple time steps.
This renders the event-DP mechanism inapplicable.

A. Warm-up: two simple solutions

As warm-up, we first look at two simple solutions for the
continual count queries under user-DP.

Basic/advanced composition. While parallel composition
cannot be used under user-DP, we can still use basic compo-
sition. However, this would lose all utility. Just consider the
finite stream case. We can allocate a privacy budget of /7T to
each Dy, and invoke the static user-DP mechanism [24} [13]].
This results in an error of O(T'-r(D;)). Since F(D;) <t < T
for all ¢, this is even worse than the trivial solution that always
returns 0. If one is willing to relax the privacy guarantee to
(€,0)-DP, then advanced composition [[18] can be used to
reduce the error to O(v/T - k(Dy)). This is better than the
trivial solution, but the error is still very large. In Section
we will empirically compare with advanced composition.

Truncating user contributions. Another idea is to truncate
the user contributions: For some 7 € N, we only retain the first
T items from each user, while setting the remaining items to L.
Let Truncate(D, ) be the truncated stream. For any D ~
D', it is clear that dg(Truncate(D, 7), Truncate(D’, 7)) < 7.
Thus, by the group privacy property, we can run F,;EventDP
over Truncate(D,7) with privacy budget /7; see Algo-
rithm Let Count(Dy,7) denote the number of users
contributing more than 7 items in D;. Then the error of
TruncateF.,; UserDP can be bounded as follows.

Lemma IIL.1. Given € > 0 and 7 € Z, for any D, and any
t € Z*, with probability at least 1 — 3, TruncateFe,; UserDP
returns an Fen(Dy) such that

Fcnt(Dt) — Fcnt(Dt) € |: — NoiseE (t, ;, 6)

—max(k(Dy) — 7,0) - Count(D,, 7), Noiseg (t, E, ﬂ)]
pu

In the error bound above, the Noiseg (¢, 2,3) term
is the noise from Fi,iEventDP, while the negative bias
—max(x(Dy) — 7,0) - Count(D;,7) is due to the trunca-
tion, since each of the Count(Dy, ) users may have up to
max(k(D¢) —7,0) items truncated. We see that if 7 = x(Dy),
then the bias becomes 0 and Noiseg (¢, £, 8) = O(k(Dy)),
thus achieving the desired error bound. The challenge, there-
fore, is to track k(D;) continually and in a differentially
private manner. Below, we will show how this can be done
with only an O(1) loss in the utility.

B. Continually bounding user contributions

The first observation is that «(D;) monotonically increases
over time, and we just need a constant-factor approximation.
Thus, we can start with 7 = 2. Then, whenever some user
has contributed more than 7 items, we double 7. To detect
the time instance when this happens, we can run an SVT
over the queries Count(Dy, ) for each successive time step
t with threshold n = 0. Note that each such query has
global sensitivity 1. This SVT will not immediately respond
when x(D;) exceeds 7, but will not be too late, either. By
Lemrna when Count(Dy, 7) > ¢log(2/8), it must have
responded already. This means that we will miss at most O( 1)
users, each of which may have up to «(D;)—7 items truncated.
This will still lead to a bias, but it is at most O(x(D;)), which
is within our target error bound.

Another danger we need to guard against is that the SVT
may also stop too early. To see this, just imagine a long
period in which all items are dummy, hence 7 should not
increase. However, due to the Laplace noises in the SVT, it
will eventually stop with probability 1. To prevent this from
happening, the idea is to use a discounted version of the
Count(Dy, T) queries:

Count(Dy, T, 8)
=Count(Dy, 7) — glog(Q/B) - glog(t +1). (1)



Algorithm 4: EstimatingUserContribution.

Input: D = ((ml,ul), (xg,ug),...), g, 3,0
114+ 1;
2 &1+ ef/2'17;

3 B+ B/2%

4 T 2

5 7 < Lap(2/e1);

6 fort«+ 1,2,... do

7 Count(Dy, 74, ;) < Count(Dy, 7;, 8;) + Lap(4/e;);
while Count(Dy, 71, 3;) > 7j do

9 11+ 1;

10 g+ e0/(i+ 1)1+9;

11 Bi + B/(i+1)%

12 T+ 24

13 N < Lap(2/e;);

14 Count(Dy, 74, ;) < Count(Dy, 1;, 8;) + Lap(4/e;);

15 end

16 Ty 4 Ti;

17 Output 7¢;

18 end

// Initialize the parameters for the first SVT for 7=2

// Start the first SVT for 7=2

// Update the parameters for the new SVT

// Start a new SVT

Intuitively, the first discount term —&1log(2/3) cancels the
Laplace noise that the SVT adds to the threshold n = 0, while
the second discount term —g log(t + 1) negates the Laplace
noises the SVT adds to each query. These terms are chosen in
a way such that, when no users have contributions above 7,
the SVT will stop with probability at most only (3, even over
an infinite stream. On the other hand, these discount terms
may increase the number of users with > 7 contributions that
are missed by the SVT, but the this number is still bounded
by O(1).

Lastly, whenever an SVT instance stops, we double 7 and
start a new SVT instance. Under user-DP, these instances are
no longer disjoint (in the user space), so we must use basic
composition to split the privacy budget. To support an infinite
stream, the idea is allocate privacy using a telescoping series,
e.g, & = €0/(i + 1)'*? for the i-th SVT instance. This
ensures that the total privacy consumption is never more than
Y g =¢

The detailed algorithm for continually bounding user con-
tributions is shown in Algorithm [ Let 7; denote the value of
7 returned by the algorithm at time ¢. We formally prove its
utility guarantee in the following lemma.

Lemma II1.2. Given any ¢ > 0, 8 > 0, > 0, and any D,
with probability at least 1 — (3, we have Ty < 2 - k(Dy) and

Count(Dy, 7;) = O (%

for all t € Z simultaneously.

Jog'? (k(Dy)) - log(t/ﬂ)),

Finally, we combine EstimatingUserContribution and
TruncateF.n; UserDP. We run them in parallel, each with %
privacy. Whenever a new 7y is returned by the former, we start

Algorithm 5: F.;UserDP.

Input: D= ((xl,ul), (l‘g,Ug), .. .), g, B, 0

1 Start EstimatingUserContribution(D, §, g, 0);
2 141

370+ 1;

4 fort«+ 1,2,... do

5 Get 7 from EstimatingUserContribution;

6 if 7, # 7,1 then

7 g + e0/(2(i + 1)1+9);

8 Start a new TruncateF,,;UserDP (D, e;, 7);
9 11+ 1;

10 end

11 end

a new instance of the latter, also using a telescoping series to
allocate the privacy budget. Our final mechanism F¢,;UserDP
is shown in Algorithm [5]

Theorem II1.3. Given ¢ > 0, 8 > 0, and 0 > 0, for any D,
and any t €~Z+, with probability at least 1 — 3, F.,;UserDP
returns an Fen(Dy) such that

Fcnt(Dt)_Fcnt(Dt) €| — NOiseU(%ta t, g, 57 0)

- BiaSU (Da t7 g, 67 9)7 NOiSGU (%ta t7 g, 67 9):| )



where

NOiSeU(%ty ta g, B? 9)

=Noise €0 é
=Noiseg <t, 27 (log( )+ 2)1+9’ 2)
KD 0gh 2 (1) - 1og™ k(D)) - og(1/8) )

~0(*5
<K(Dt> log' ™ (k(Dy)) - 108;@/5))'

Biasy (D, t,¢,3,0) =

The proof directly follows from Lemma [[IL.1] and [[IT.2}

Remark. For conceptual simplicity, in Algorithm [ we
start each instance of TruncateF,,;UserDP(D,¢;,7;) from
scratch. In the actual implementation, there is no need to
rewind the stream (we are not allowed to change the released
query results in the past anyway). Recall that in the event-
DP counting algorithm, each interval has one counter, and the
results are computed through these counters. Under user-DP,
we need more effort to track the elements truncated in each
interval. Whenever 7 doubles, we first incrementally update
the counters associated with the intervals in F., EventDP
with the user contributions previously truncated (up to the new
T), regenerate the Laplace noises with the new ¢; and 7, and
then continue the execution of Fi,;EventDP. As argued in
[8], only O(logt) intervals need to be maintained at time t.
We also need to maintain a counter for each user recording the
number of items she has contributed so far, and if it is larger
than 7, the truncated items so that they can be added back
when 7 increases later. It can be shown that F.,;UserDP can
be implemented in 0(1) time amortized per item; we omit the
detailed runtime analysis as it is not the focus.

IV. OTHER FUNCTIONS UNDER USER-DP

Based on our continual counting mechanism, we can solve
many other problems. Recall that each item z; is taken from
{1} U[R] for some domain size R. For the count function,
the domain is irrelevant, but the functions considered in this
section may adopt a potentially large R. For simplicity, we
assume that R is a power of 2.

For any r € [R], let D|, be the sub-stream restricted to
item 7 with the contributing relationships kept, i.e., i-th item
still belongs to u; if it equals to r. More precisely, D|, :=

((9:1|r,u1|r), (2] usls), - ) where
(zg,u), if g =r;
Tt|r, Ut|r) = )
(@lr, i) {(J_J_), otherwise.

Similarly, for any [/,7], we define D|j;,) as the sub-stream
restricted to items in [, r].

A. Sum
We first consider the sum function Fyum(D:) =
2 (esunep, Ti- In the static setting, an error of O(¢(Dy))

can be achieved [24, [13]], where
Dy) =
p(Dy)i=max Y @

(xi,u;)ED us=u

This is (1, O(1))-down neighborhood optimal since DS(D;) =
@(Dy).

To achieve such an error in the dynamic setting, we can
reduce the sum problem to the count problem and then
apply FepsuserDP. We conceptually divide each time step
into R sub-steps. For an item z; arriving in this time step,
we fill in the first x; sub-steps with 1 while the remaining
with 1. Denote the new stream as D. It is obvious that,
D ~y D' iff D ~y D, and ¢(D;) = r(Dig) for
any t. Then privacy is preserved, and the error will be
O( #5210 *(LR) -10g"** ((Dy) - og(1/ )
In the actual implementation, the R sub-steps need not be
simulated one by one; they can be easily processed in a batch
in O(1) time.

) , as desired.

B. Histogram

The histogram function, also known as the frequency esti-
mation problem, simply returns the count of each item, i.e.,
Fui(Dy) = (Fent(DJ1), - -+, Fent (D|Rr))- The function value is
an R-dimensional vector, and the most commonly used utility
metric is the maximum error || Fie(Dy) — Fie(Dy)]]oo-

Under event-DP, the problem can be solved by simply
running FepEventDP over each D|,. for r € [R] with
parallel composition. This yields an estimate F,;(Dy|.) with
a (1 — p)-probability error bound of Noiseg(t,e,3) for
any one 7. To obtain a (1 — /3)-probability error bound on
| Fie(Dy) — Fay(Dy)]oo» one can replace 3 with /R and
apply a union bound.

Under user-DP, we cannot use parallel composition to
decompose the histogram problem into R instances of Fi¢, as
a user may contribute multiple different items. Nevertheless,
we can run one instance of Fi, UserDP except that, in
Algorithm @, we replace F. EventDP with the event-DP
histogram mechanism above. Privacy is still preserved, since
the privacy of our mechanism only relies on that of the SVT
and F.tEventDP. The utility guarantee can also be easily
established:

Theorem IV.1. Given € > 0, 8 > 0, and § > 0, for any D,
and any t € Z*, with probability at least 1 — 3, our user-
DP mechanism for the continual histogram problem returns
an Fiy (Dy) such that

|E4u(D1) = Fua(Do) oo = O (=52 - 10g" ((Dy) - log(t R/ B) ).

Remark 1. For a large R, returning all R frequency
estimates is both costly and unnecessary. A related problem,
known as the heavy hitters problem, aims at only returning the
items whose frequencies are above a threshold. A common
technique is to reduce the domain [R] to a smaller one
via hashing/sketching, and then return the histogram in the
reduced domain [14} 15, 34]. Our mechanism can also be used
to solve this problem by simply running it on the reduced
domain.

Remark 2. While our mechanism still achieves error
O(k(Dy)), this is not down-neighborhood optimal for the his-
togram problem. To see this, just consider a D; in which each



Algorithm 6: Fi _UserDP.

Input: D = ((ml,ul),(xg,ug),...), k,e, 3,0
1 e «¢/(log(R)+1);
B+ B/(log(R) + 1);

(5]

3 Start log(R) + 1 F,4UserDP with each having parameters ¢’, 5’, 0 to get all F.,(D|;) for
re{[(j-1)«2 4+ 1,521 i € flog(R) + 1], € [2 1]}

4 fort+1,2,... do

5 Get all 7}’s with i € [log(R) + 1] and all F.,(D;|;)’s from Fj,,UserDP’s;
2

6 A= \/Zie[log(R)Jrl] (NOiSQU (ﬁa t, 10g(16%)+1’ %v 9)) ;

7 r<+ R;

8 while » > 0 do

9 Coﬂrflpute Fent (Dt ) With Fene(Dtlr)’s;

10 if Fone(DI"")) > k + A then Break ;

11 r—nr—1;

12 end

13 Output o, j, < 7;

14 end

user contributes one copy of every item. Then x(D;) = R but
DS~V (D,) = 1 for any p > 1. Thus, as long as R = &(1), it
is not (O(1),O(1))-down neighborhood optimal by Theorem
In Section [V] we show that this is inevitable. In fact,
even for the maximum frequency problem Fiaxf(D:) =
| Fhe(D4) |00, which is a special case of the histogram problem,
we show that down-neighborhood optimality is unachievable
in the dynamic setting. On the other hand, since Fiax-f(D;) is
monotonic, (O(1),O(1))-down neighborhood optimality can
be achieved in the static setting [20].

C. k-selection

The k-selection function Fy se1(D;) returns the k-th largest
item in D;. Formally, let 0, 1,0;2,... be the items in Dy
in the descending order. Then Fi.ce1(D;) := 045. Important
special cases include the max function Fax(Dy) := 04,1, the
minimum, and the median. For simplicity, for this function
we assume that all items are distinct; if not, one may use a
tie-breaker like the timestamp.

For this problem, the most common utility metric is the rank
error, i.e., the difference between the rank of the estimate and
the required rank k. However, for small &, in particular Fy,,x,
the trivial solution that always returns R would have a rank
error of 0. Thus, a one-way rank error is used more often for
small k: Letting 0, be the estimate, its one-way rank error
is defined ad’t

00, if O¢ 5 > 0413

Dy, 0 = 5 wise
§(De t’k) {max{k/ —k:opp > 0t,k}7 otherwise.
)

This definition thus requires us to find an estimate close (in the
rank space) to oy but no greater. Symmetrically, for a large k

“Define oy,; = 0 for i > |Dy|.

close to |Dy|, in particular the minimum function, one would
flip the one-way rank error definition around. For values of
k close to neither end, like the median, a two-way rank error
error could also be used. But obviously, a one-way rank error
is only stronger.

The k-selection problem can be reduced to a counting
problem. The high-level idea is to find the largest » such that
[r, R] contains at least k elements. To find such an r, we build
log(R) histograms with bin sizes 1,2,4, ..., R/2. This allows
us to find the count of [r, R] for every r by decomposing it into
log(R) bins. More precisely, we construct log R+ 1 instances
of the histogram problem by building a binary decomposition
of the domain [R]. In the ¢-th instance, 7 € [log R+1], all items
in[(j—1)-2"71+1,;-2°"!] are mapped to one item, namely,
the i-th histogram instance has a domain size of R/2!~1.
We run our user-DP histogram mechanism for each instance
with privacy budget /(log R+ 1). These histograms allow us
to do a binary search in [R] to find the largest r such that
Fent(D¢|(r,g))) = k. Such an 7 can then be used as a good
estimate Qf Fise1(Dy). However, since the error in the count
estimate Feng (D¢l r))) can be either positive or negative, this
only yields a two-way rank error. To turn this into a one-way
rank error, instead of aiming at a target rank of %k, we aim at
k 4+ A, where

2.

i€[log(R)+1]

. i £ B ?

A= (NomeU(Tt,t, log(R)—i—l’R’e)) .
, 3)
Here, 7/ is the estimate for x(D;) outputted by the i-th

instance of our user-DP histogram mechanism Fi,; UserDP.
The detailed algorithm is shown in [6} Its privacy simply
follows from basic composition and the post-processing prop-
erties of DP. The following theorem analyzes its utility. For



the space limitation, we move its proof to Appendix

Theorem IV.2. Given ¢ > 0, § > 0, 0 > 0, and k > 1,
for any D, and any t € 7T, with probability at least 1 — 3,
Fy.se1UserDP returns an oy 1, with one-way rank error

O( "5 1og™ t 10 R-log! (D) - 08(1/5) )

Remark 1. Our mechanism above works for a publicly
given k. For problems like median, where k& = |Dy|/2 is
also a sensitive value, we can first obtain a privatized k£ by
estimating | D;| first. This is precisely the count problem. Our
mechanism for the count function can return such a k with
error O(r(D;)). Thus, it does not affect the rank error in
Theorem asymptotically.

Remark 2. Similar to the histogram problem, a one-
way rank error of %(D;) is not down-neighborhood opti-
mal for the k-selection problem. Just consider the special
case k = 1, i.e., the maximum function F,,., and D; =
{(99,u1), (98, u2), ..., (100—p,u,), (1,u1), (1,u1),... }. On
this instance, we have DS”~1) = p, s0 a p-down neighbor-
hood optimal mechanism should achieve a one-way rank error
of p, namely, return an estimate between 99 and 100 — p.
However, x(D;) in this case is the number of items contributed
by w1, which could be much larger. A one-way rank error
of O(l) is achievable in the static setting, since Fiy.x iS
monotonic [20]], but we will show in Section |V| that this is
not possible under the dynamic setting.

D. Distinct count

The last problem we consider is the distinct count function
Fo(Dy) = er[R] I(m € Dt). This problem has not been
explicitly studied under event-DP, but there is a simple,
perhaps folklore, solution: The idea is to reduce it to the count
problem, by converting the stream D into D = (Z1, T, ... ),

where
_ 1,
Ty =
t L,

It is obvious that Fy(D;) = Fopn(Dy) for all t € Z*. However,
acute readers may realize that the neighboring relationship is
not precisely preserved. For example, assume item x arrives
twice in D, at time ¢; and %o, respectively. Then in D, we
have Z;, = 1 and Z;, =L. Deleting the x at time ¢; in D will
change both Z;, and Z;,. Nevertheless, D ~p D’ guarantees
that dg(D,D’) < 2. Therefore, we just need to use group
privacy and invoke the event-DP counting mechanism with
privacy budget £ /2. This means that the distinct count problem
can still be solved with error O(1) under event-DP.
However, under user-DP, simply running F¢,;UserDP over
D does not work, because D ~p D’ does not yield any
upper bound on dy (D, E/): Just consider the stream D =
((Liug)y .oy (kyur), (1, ua), ..., (k,uks1)). We have D =
((Lur), ...y (kyur), (Lyug), ..., (L, ugs1)). Now, deleting
all items of u; from D would change D into ((L,uy),..., (L
ur), (Lug), ..., (kyuge)), ie., dy(D, D) = k+1, while k

if Tt #J_ and Tt ¢ thl;
otherwise.

can be made arbitrarily large. The same example also shows
that the sensitivity of Count(Dy,7) is unbounded, so we
cannot run EstimatingUserContribution on D, either.

To get around these difficulties, we first run
EstimatingUserContribution on the original stream D,
obtaining a 7 < 2 - k(D;) for every t. Then as for the basic
counting problem, we do a truncation on D with 7, obtaining
D. But when we call F.,iEventDP in TruncateF;,; UserDP,
we run it over the corresponding D with privacy budget
divided by 2. More precisely, in Truncatefen; UserDP,
we replace FentEventDP(D,e/7) in the second line with
FeniEventDP(D, e/(27)), where D is constructed from D.

For privacy, it suffices to show that given any truncation
threshold 7, the resulting D and D' differ by at most 27
events. This directly follows the fact that D and D’ differ
by 7 events and the factor-two observation above. The utility
guarantee is just a factor-two larger than that for the basic
counting problem:

Theorem IV.3. Given € > 0, 5 > 0, and 6 > 0, for any D,
and any t € 7+, with probability at least 1 — 3, our user-DP
distinct count mechanism returns an Fo(Dy) such that

||F0(Dt)7FO(Dt)” S NOiSGU(QH(Dt),t,S,ﬂ,Q)

+ Biasy (D, t,¢, 8,0) = O(r(Dy)).

V. THE DIFFICULTY OF CONTINUAL OBSERVATION UNDER
USER-DP

Our mechanisms in the previous sections have error
O(k(Dy)) or O(p(Dy)) for various functions. For count
and sum, this is (1,0(1))-down neighborhood optimal, since
DS(D;) = k(Dy) or ¢(D;) for these two functions, re-
spectively. However, it is not down neighborhood optimal
for maximum frequency estimation, k-selection, and distinct
count Fy. Although (O(1), O(1))-down neighborhood optimal
mechanisms exist for these functions in the static setting
[20], in this section, we show that in the dynamic setting,
no e-DP mechanisms can achieve (O(\/T/¢),c(T))-down
neighborhood optimality, where 7' is the length of the stream
and ¢(7T') is an arbitrary function of 7". In fact, for histogram
and k-selection, we prove this hardness result for their special
cases: the maximum frequency function F},,«.¢ and the max
function Fj.x.

To unify the proofs, we define a class of (m,n)-stable
functions, which include Fy, Finax-f, and Fi,ax, and our lower
bound will hold for any (m,n)-stable function.

Definition V.1. Let F be a function that has a multiset as input

and outputs an element in [R). It is (m,n)-stable if there exists

a multiset X whose items can be arranged in an m X n. matrix

such that:

(i) For any 1 < 41 < 9

F(X[1:42,1]);

(ii) For any i € [m), j € [n], and any X' C X[1:,1:n),
F(X[1:4,j]w X') = F(X[1:,1]).

Here, we use X [i1:ia, j1:j2] to denote the multiset of items in

rows i1 ~ to and columns ji ~ jo of this matrix.

< m, F(X[l:,1]) #



X

e 3N
rx|1,1\\ X[11]

x[L1]| [x[12]| x[13] X[1,n]
X[11] X[2,1] X[21]

X[21]| [x[22]| x[23] X[2,n]
X[2.1] X[3.1] X[31]

X[31]| [x(3.21| X[33] X[3,n]
Flxsu |#F F| x[41]

X[41]| [x[42]| X[43] X[4,n)
X[iy, 1] X[51]

X[51]| [x(5.2]| X[53] X[5,n]

X[iy, 1]

X[6,1]| |x(6.2]| X[63] X[6,n]
X[t 1] ) et
X[1:0y,1] X[1:0,1]

Xm, 1] [[m,2]| X[m,3] .. [m,n)

Property 1

X' € X[1:4,1:n] X for maximum frequency estimation
X[2% . X)) 1 2 3 "
X121 i 1 2 3 n
X[3.2] X[3,j] ! z 3 n
X[4,j]
X[5.2] X[5,j1
X for maximum and distinct count
1 1 1 1
X[2] ;. X[
2 2 2 2
X[1:4, ]
Property 2 m m m m m

Fig. 2: Stable functions.

The two properties are illustrated in Figure [2] Intuitively,
property (i) is just a non-triviality condition, requiring X
to take distinct values on the first column, while (ii) is the
stableness condition: For the first ¢ rows for any ¢, all columns
yield the same function value, even if “diluted” with other
items. We can easily see that Fiax_¢ is (m, n)-stable for any
m and any n < R, while Given ¢ > 0, 8 > 0, §# > 0, and
k > 1, for any D, and any ¢ € Z*, with probability at least
1 — B3, Fi-se1UserDP returns an 0, with one-way rank error

D 5

0 ("( 0t) log'®t -1og® R -log' ! (k(Dy)) - 1og(1/,3)).
€

Fy and Fi,ax are (m,n)-stable for any m < R and any n. The

corresponding X is shown in Figure [2} On the other hand,

count and sum are not (m,n)-stable for any m,n > 2.

Theorem V.2. Fix any ¢ > 0. For any m € 2" and n = 2,
let F be any (m,n)-stable function. For any e-DP mechanism
M, there exists a stream D of length T = 8mn = 8en? and
a time t € [T such that DS~ (D,) = 0 but Pr[M(D;) #

F(D))] >1/3.

Before proving Theorem let’s see why it leads to the
hardness result claimed earlier. By Theorem a (p,c)-
down neighborhood optimal mechanism cannot have error
> ¢p - DSP~Y(D,) on any D, with probability more than
1/3. Since the theorem shows that there exists a D; on
which DS"~Y(D,) < DS™V(D;) = 0 for any p < n =
O(y/T/¢e), M(Dy) # F(D,) implies that the error must be
larger than c¢p- DS~ (D,) for any c. The complete proof of
Theorem [V.2] can be found in Appendix [A-C|

VI. DEALING WITH DELETIONS

In this section, we briefly discuss the fully-dynamic setting
in which items can be both inserted and deleted. For this case,
we can simply separate the stream into two: an insertion stream
that consists of all insertions and a deletion stream that consists
of all deletions. We run a mechanism on each stream, each
with privacy budget /2, and take the difference. The error is
thus at most twice that of the insertion-only case, so the error
is still O(k(D;)) for count, histogram, and O(p(Dy)) for sum.

For k-selection, which can be reduced to log R + 1 instances
of the histogram problem, we apply this technique on each
of these instances. Then this also yields a one-way rank error
of O(k(Dy)) for the fully-dynamic case. Unfortunately, this
technique does not work for the distinct count problem, since
all copies of an item must be deleted for the distinct count
to decrease by one. It remains an open problem if O(x(D;))
error can be achieved for this problem in the fully-dynamic
case.

Note that in the fully-dynamic case, x(D;) is the maximum
number of events contributed by any user, which may be larger
than DS(D;). In the extreme case where all previously inserted
item are deleted, we have DS(D;) = 0 while x(D;) may be
arbitrarily large. Thus, the simple mechanism above is not
down-neighborhood optimal, as opposed to the insertion-only
case. In Appendix [B] we show that this is inevitable, even for
the count function F,;. More precisely, we show the following
lower bound:

Theorem VIL.1. For any e-DP mechanism M and any T
sufficiently large, there exists a fully-dynamic stream D of
length T and a time t € [T] such that DS(D;) = 1 but
Pr[|M(Dy) — Fene(D1)| = ¢] > 1/3, for ¢ = Q(T*/3/e2/3).

In addition, for count query under user-DP, for any k£ > 0
and any D, DS (D,) < DS(D,). Thus this lower bound
implies that it is not possible to achieve (k, O(T'/3 /(ke?/3)))-
down neighborhood optimality on F¢, in the fully-dynamic
case for any k£ > 0. This establishes a separation between
the insertion-only case and the fully-dynamic case, since our
mechanism is (1,0(1))-down neighborhood optimal in the
insertion-only case.

VII. EXPERIMENTS

In this section, we compare our algorithms with two base-
lines mentioned in Section [[II-A] over four continual queries:
count Fg,y, maximum frequency Fijax.¢, maximum function
Fihax, and distinct count Fj.

Composition: We use advanced composition [18]] to allo-

cate ¢/, where e = /2T In(1/8)e’ + T¢e'(ef — 1), to each D,

and repeat running state-of-the-art algorithms in static setting



atas ‘ Fmax-f ‘ Fimax ‘ Fo
Dataset ‘ T ‘ I ‘ #(Dr) | SelectedTtem [ R | Selected Item | R | Selected Item | R
AOL | 1.76 x 107 | 4.7 x 10° [ 1.51 x 10° | Rank in SERP | 500 Not selected

MLens 2.5 x 107 1.63 x 10° | 3.22 x 10% Rating score

10 Rating score ‘ 10 ‘ Date + Rating score ‘ 1.57 x 101!

Netf. 2.63 x 107 | 3.77 x 10° | 1.59 x 10%

Not selected

TLDR | 3.85 x 10% | 1.46 x 10% | 3.76 x 10°

Not selected | Time +ItemID [ 3.85 x 10™!

TABLE II: Real datasets used in the experiments.

Query type i Font i Finax-f i Finax 1T Fo

i d Dataset i Unif. [ Gaus. | Zipf. i Unif. [ Gaus. I Zipf. i Unif. [ Gaus. | Zipf. i Unif. [ Gaus. | Zipf.

90%-max RE(%) 0376 0365 0775 0.689 0.636 .07 1.05 131 477 154 179 .69

Our Mechanism | Median RE(%) 0.197 0.203 0.523 0.281 0316 0.676 0 0 1.10 1.10 117 2.89
RT(s) 7.13x107° | 4.77x107° | 6.84 x 10~° || 8.27 x 1073 | 8.02x 1073 8 x 1073 559 x 1074 | 6.04 x 10~* | 5.78 x 1074 6.9 x107° | 4.66 x 10~° | 6.73 x 10~

Advanced 90%-max RE(%) 979 978 979 978 9738 979 16.6 16.6 16.7 90.6 90.6 911

Composition Median RE(%) 96.2 96.2 96.5 96.0 96.1 96.5 2.17 217 218 89.9 89.8 90.6

RT(s) 1.98 x 1073 | 2.04 x 1073 | 1.83 x 1073 0.336 0.335 0.367 9.02x 1075 | 9.33 x 10~° | 9.02 x 10~ 0.486 0.489 0.545

Trancation 90%-max RE(%) n4 40.6 59 68.1 679 755 100 100 100 n3 36.1 13

(random 1) Median RE(%) 14.2 133 16.8 150 134 26 20 20.1 21 216 212 32.1
RT(s) 129 x 1075 | 1.28 x 107° | 1.26 x 1075 || 8.11x 1073 | 7.93x 1073 | 894 x 1073 || 507 x 10~4 | 4.96 x 10~* | 4.91 x 10~* 1.30 x 1075 | 1.30 x 10~° | 1.33 x 10~°

Truncation 90%-max RE(%) 1.09 0.935 0.997 1.65 1.69 175 44 44 445 239 2382 2.49

(r = 1024) Median RE(%) 0.235 024 0.254 0379 0357 0385 6.98 7.00 6.99 13 131 1.38
RT(s) 1.22x 1075 | 1.24 x107° | 1.22x 107° || 8.13x 1073 | 7.89 x 10~% | 8.08 x 103 || 4.87 x 10~* | 4.83 x 10~* | 4.82x 10~* 1.29 x 1075 | 1.32x10° | 1.26 x 10~°

TABLE III: Comparison among our mechanism, advanced composition, and truncation mechanism on simulated datasets

(¢ = 2). RE and RT denote relative error and running time.

under user-DP. For F.,; and F},.x, we use [20] and [24]. For
Fiax-f and Fy, we use the ideas in Section and
to extend Feng to support Fiax.p(Dy) and Fy(Dy) instead of
using the state-of-the-art polynomial algorithms proposed in
[20] since they suffer from high computational cost, where
each update requires more than 1 hour in our experiments,
and they do not achieve any optimal utility.

Truncation: The truncation mechanism has as input a
truncation threshold 7. Without prior knowledge, it is naturally
impossible to select a proper 7 before data comes. One idea is
to randomly pick a 7 from [GS], where GS is an upper bound
for k(D7) and is set 22° in our experiments. However, using
a random 7 from [GS] achieves the same error level as using
7 = GS. To achieve better error, we use 2,4,8,...,GS as
the candidates. We also discuss the error with 7 near (D7),
which achieves the optimal error at final time 7, but it remains
unknown how to obtain (D7) in advance even under non-
private setting.

A. Setup

Dataset We use both simulated data and real world data.
For the simulated ones, we set 7' = 5 x 107 and || = 105.
We use three distributions over [1024] to simulate the number
of items for each user: Zipf distribution f(x) o< (z 4 a)™°
with a = 10, k = 1; Gauss distribution with p = 50, o = 30;
and uniform distribution. Then, we use another independent
step to assign values to the items. Each item value is drawn
from some distribution dependent on the query function. For
Finax—s and Feyg, we use Zipf distribution with range [1000]
and parameters a = 0, k = 2. For Fj, we use uniform
distribution with range [107]. For F.y, we try a small R
to save running time thus use uniform distribution with range
[20] for Fihax. Besides, to avoid the maximum value reaching
20 at a very early time. We reorder the dataset by the values.

In addition, we use four real datasets: AOL-user-ct-
collection (AOL) [29], MovieLens (MLens) [35], Netflix-Prize
(Netf.) [1], and Webis-TLDR-Corpus-2017 (TLDR) [36]. AOL
is a collection of web queries with each record including the

rank of the item the user clicked in search engine results
page (SERP). MLens and Netf. are rating scores given by
users to movies provided by movie recommendation website
MovieLens and streaming-on-demand media provider Netflix.
TLDR contains millions of posts from users on the social
website Reddit. We test F.,; on all four datasets and test the
other queries on selected datasets. The details of datasets and
items selected for each query are shown in Table [[I} For Fi,,x,
we reorder the data in the same way as simulated data.
Experimental Parameters All experiments are conducted on
a Linux server with a 24-core 48-thread 2.2GHz Intel Xeon
CPU and 256GB memory. We report rank error for Fi,.x
and additive error for the others. Each experiment is repeated
30 time¢’| and we collect the error every 10° times for the
experiments over dataset TLDR and every 5x 10° times for the
others. For each selected timestamp, we remove 20% largest
errors and 20% smallest errors and report the average error
for the rest runs. For the privacy budget, we use ¢ = 1,2,4
and the default value is set to 2. In addition, we set the
failure probability S to 0.1 and use ¢ = 1. Furthermore, we
also do some practical optimizations for our mechanisms (see

Appendix [C-A).
B. Experimental Results for Simulated Data

Utility and efficiency The errors and running times of all
mechanisms over simulated data are shown in Table At
each selected timestamp, we collect the relative erroﬂ and
report their median and 90% maximum. For the truncation
mechanism, besides using a random 7, we report the error
with fixed 7 = 1024, which is used as the upper bound for
user contribution in the data simulating process and nearly
k(D) for all simulated datasets. The results indicate a clear
superiority of our mechanism over the advanced composition
and the truncation mechanism with a random 7 in terms of

SFor the truncation mechanism with a random 7, we repeat the experiments
20 x 30 times.

OFor Fimax, the relative error equals to the rank error divided by the full
rank.
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Fig. 3: Error levels/Values vs time of various mechanisms over Fi,i/F},.x on Unif. dataset with ¢ = 1,2, 4.

utility. What is more desirable is its robustness: Our median
relative error is below 3% in all cases and is below 1% in all
but four cases. In addition, we achieve slightly higher utility in
Feny compared with Fiyax. ¢, Finax, and Fp. This confirms our
theoretical analysis: We achieve down-neighborhood optimal
error at each time in Fi,;, which is unachievable in the other
three queries. Even though relaxing the privacy protection, the
advanced composition still loses its utility in all queries but
Fiax, where we also have higher utility and even achieve
zero rank error in more than half of the time in two cases.
For the truncation mechanism, using 7 = 1024 performs
much better than using a random 7 and achieves similar
performance to ours on Iy, Fax-f. The reason is, for
simulated data, x(D;) is relatively small and we start at
7 = 64 in the real implementation (see Appendix [C-B)), which
only differs a constant factor from 7 = 1024. In addition,
we need to separate the privacy budget to estimate x(D;)
and dynamically update 7. However, setting 7 1024 in
practice is unachievable without enough prior knowledge as
we mentioned before. Furthermore, in real data, our superiority
over the truncation mechanism with a good 7 is more clear
and we will show this later.

In terms of running time, our mechanism runs a bit slower
than the truncation mechanism but much faster than the ad-
vanced composition except Fi.,t and Fi,.x. The reason is, both
our mechanism and truncation mechanism only need O(1)
amortized updating time while we use more time to estimate
the user contributions. Meanwhile, the advanced composition
needs to re-execute the algorithm at each time. For Fi, and
Fiax, we observe some tricks in [24} 20] so they also do not
need to run the whole algorithm after each update.

Error with time We also conducted experiments to see how
the error changes with time for various mechanisms. We tested
Unif. dataset over all four queries with different ¢ = 1,2, 4.
We plot the results for Fi.,; and Fi,.x in Figure [3| and defer
the results for Fiax s and Fy to Appendix The message
from the plot is our mechanism has the error increasing with
time and always achieves the highest utility except at the final
stage, where the truncation mechanism with 7 = 1024 has a
similar error to ours. It matches our theoretical guarantee that
we achieve an error proportional to x(D;) at each time, which
is strictly smaller than x(Dr) and is close to x(Dr) at the
end. In contrast, the error level of the truncation mechanism
with 7 = k(Dr) always keeps at x(Dr).

C. Experimental Results for Real Data

Utility and efficiency The experimental results over real data
are shown in Table For the truncation mechanism, we
additionally report the result with 7 = H(DT)E] For real data,
all mechanisms have worse utilities since the data are more
skewed, which has already been revealed in Table [[Il But our
mechanism still has high utilities: the median relative error
is below 10% in six cases and is below 20% in all cases
except Fiax over MLens, where data are too skewed and
k(D) is large in most time ¢ thus using composition or a
small truncation threshold 7 can lead to a better result. Another
interesting observation is, in real data, the superiority of our
mechanism over the truncation mechanism with 7 = k(D7) is
more clear. Indeed, using 7 = k(Dr) does not always imply
a better performance than using a random 7, indicating the

71 = 2%, where s = [log(k(Dr))].



Query type i Count 1 Max Frequency i Max i Distinct Count
Real Dataset i AOL I MLens I Netf. I TLDR i AOL I MLens i MLens i MLens I TLDR
90%-max RE(%) 6.36 11.7 791 10.5 11 21.5 62.7 20.7 10.8
Our Mechanism Median RE(%) 4.55 8.58 5.37 3.21 7.75 15.6 35.8 15.1 4.84
RT(s) 6.82x107° | 6.94x 1075 | 8.55 x 107° | 6.25 x 1077 || 4.2x107% | 1.05x10~* || 313 x10~* || 6.79 x 10~° | 4.36 x 10~
Advanced 90%-max RE(%) 97.3 99.4 98.5 63.2 96.1 99.8 372 99.4 63.3
Composition Median RE(%) 95.9 ) 99.3 97.8 ) 61.5 ) 94.3 99.3 0 99.2 61.7
RT(s) 2.94x 1073 | 8.69x10~* | 1.71 x 1072 | 2.69 x 10~3 0.608 0.188 1.44 x 1074 0.335 0.484
Truncation 90%-1"[13)( RE(%) 73.8 79.7 66.6 48.2 88.2 94.7 100 94.6 48.2
(random T) Median RE(%) 39.2 a 50.9 . 40.6 . 20.0 h 59.5 719 a 10.8 70.8 . 29.5 _
RT(s) 1.23 x 10—° 1.23 x 10~° 1.21 x 10~ 1.2 x 107 4.99 x 1073 | 9.41 x 10~5 3.03 x 104 1.22 x 10™° 1.27 x 10—°
Truncation 90%frnax RE(%) 800 524 31.5 6300 7740 278 100 183 12900
(r = K(Dr)) Median RE(%) 162 3 14.0 _ 6.53 _ 1140 B 1470 49.6 100 30.1 _ 2280 _
RT(s) 1.26 x 107 1.28 x 107 1.17 x 10™° 1.23 x 107° 4.29 x 1073 9.68 x 1075 2.99 x 1074 1.22 x 107° 1.25 x 107°

TABLE IV: Comparison among our mechanism, advanced composition, and truncation mechanism on on real datasets (¢ = 2).
RE and RT denote relative error and running time.
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Fig. 4: Error levels vs time of various mechanisms over Fg,; on AOL and Netf. datasets with ¢ = 1,2, 4.

difficulty of selecting a good 7. Besides, the running times of to thank the anonymous reviewers who have made valuable
all mechanisms are quite similar to the simulated data, where suggestions on improving the presentation of the paper.
both our mechanism and truncation mechanism are with high
efficiency.
Error with time We also tested F.,; over AOL and Netf.
to show how the error changes with time in real data. The
results are plotted in Figure ] Compared with simulated data,
our superiority in terms of utility is larger. This is especially
obvious in AOL dataset, where all mechanisms lose utility but
we still have high utility. Using 7 = x(D7) in the truncation
mechanism does not always lead to a good performance. In
Netf., they still can achieve similar errors as ours in the final
steps while in AOL dataset, their error level is always above
the query result.
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APPENDIX A
PROOFS

A. Proof of Lemma

Lemma IIL.2. Given any ¢ >0, 8 >0, § > 0, and any D,
with probability at least 1 — 3, we have Ty < 2 - k(D;) and

Comnt(Dy, ) = O( =5 Tog™** (5(D1)) - os(t/5)).

for all t € ZF simultaneously.

Proof. For any 7 € N, let ¢; be the first time such that
12 16
Count(Dy,, 1;) > —log(2/8;) + — log(t; + 1), (4)
2 €i

where 7, = 2%, ¢; = .ﬁ, and S; = (H% By the tail
bound of Laplace distribution, we have with probability at least
1— Bi

2 b

2
7l < = log(2/ ). )

Let C/(—)vllm}(Dt7Ti7ﬁi) = Count(Dy, 74, B;) +Lap(4/¢), which

is used internally in the SVT. For any ¢ € Z%, with probability
at least 1 — -2 we have

2(t+1)2°
|C/(—)\_/11I1t(Dt7 Tis 57,) — COUHt(Dt, Tis 574)’

4 8
<z log(2/5:) + = log(t +1). (6)
Applying a union bound and combining @), (), and (6).
for any ¢, with probability at least 1 — 3;, the i-th SVT stops
at some ¢} such that

th <t

i~ Uiy

)

and

Count(Dy,, ;) > 0, )

By another union bound over all the SV'T’s, with probability
at least 1 — 3, and hold for all i. Furthermore, (8
implies, for all time t € ZT,

”TV't S 2- K/(Dt),

and its corresponding €; have

e > =0 9)

B (10g(/€(Dt)) + 1)1+9

Further combining (@), (§), and (9), we have

Count(Dy, 7;) = O(g% Jog' 0 (k(Dy)) - log(t/ﬁ)).



B. Proof of Theorem

Theorem IV.2. Given ¢ > 0, 8 > 0, 0 > 0, and k > 1,
for any D, and any t € 7™, with probability at least 1 — 3,
Fy.se1UserDP returns an oy 1, with one-way rank error

O(/ﬁ(gl;t) og! P ¢ 10827 R - 1og '+ (k(Dy)) - 1og(1/5)>.

Proof. Recall in each FpiEventDP, we first run
EstimatingUserContribution with half privacy budget to
find the estimation of x(D;). By LemmallIL.2} with probability

at least 1 — 5, for all ¢ € Z* and all i € [log(R) + 1], we
have

7t <2 k(Dy), (10)

and
Count(Dy, 7)) :0(519 1og ™ (k(Dy))
-log(R) - log (t : 1og(R)/6>>. (11)

Then, we do the truncation and run FysEventDP to get
Foni(Dylg) forall t € Z7,

e {1127 +1,j-27"i € log(R)+1],j € 2]},

(I0) and (TI) cause the noise and bias respectively.

Next, for any ¢ € Z* and r € [R], let’s analyze the error for
each Feni(D¢lir ). Since it is the combinations for at most
1og(R) Fent(D¢|1)’s thus inherits their biases and noises. For
the bias term, we just linearly sum the biases of the combined
Fent(D¢|1)’s, each of which is already bounded following .
For the noise term, recall the noise of each Fi,i(D¢|r) is
from multiple independent Laplace noises, thus we can use
Lemma to obtain a tighter bound than the linear sum.
More precisely, conditioned on and (TT)), with probability
at least 1 — 2, for any ¢t € Z* and all r € [R], we have

Fcnt(Dt|[r7R]) - Fcnt(Dt|[r7R]) €
1o ((Dy) - 1og” (R) - log (t - log(R)/8) ) |.

where A = (3).
Now, we begin to analyze the rank error for é; ;. With @
we have

#(Dy)
€0
(12)

[—A,A+O(

k < FCIlt(Dt|[6t,k7R])7

(Dt)

Font(Dilis, o—1.57) <k +2) + 0(
10g"* (k(Dy)) - 1og*(R) - log (¢ - og(R) /) )

which further implies the claim. O

C. Proof of Theorem |V.2)

Theorem V.2. Fix any € > 0. For any m € Z* and n = =,
let F' be any (m,n)-stable function. For any -DP mechanism
M, there exists a stream D of length T = 8mn = 8en? and
a time t € [T such that DS™™Y(D,) = 0 bur Pr]M(D;) #
F(Dy) > 1/3

Proof. We will construct a family D of streams, each of length
T, and argue that some D € D satisfies the claim in the
theorem.

Let X be the matrix that witnesses the (m, n)-stableness of
F'. There are n users uq, ..., U,, and the j-th column of items
of X are contributed by u;. We divide the time domain [1, 7]
into % = 8m buckets, each of length n. Each stream D € D
is constructed as follows. We choose m buckets, indexed by
(b1,b2, ..., by). For i € [n], we use the i-th row of X to fill
bucket b;. The remaining buckets are filled with dummy items.
Since there are

{)- ()

choices for the buckets, we have |D| > 8™ + 1.

It is easy to see that Dy, ,, i.e., the data set after the i-th
bucket has arrived, contains exactly the first ¢ rows of X. Then
by property (i) of a stable function, F'(Dy, n) # F(Dy,,n)
for any 1 < 47 < i3 < m. Recall that the j-th column
of X is contributed by user u;. Then by property (ii) of a
stable function, we have DS~V (D,,) = 0 for any ¢ € [Z].
Now that all D € D and all t = ¢n satisfy the condition
DS™Y(D,) = 0, it only remains to show that on at least
one of them, we have Pr[M(D;) # F(D;)] > 1/3.

We prove so by contradiction. Assume for any D € D and
t € [T], we have Pr[M(D;) # F(D:)] < 1/3. By running
O(log T') independent instances of M and taking the majority
answer for each ¢, we have that for each D € T,

Pr[M(D) # F(D)] < 1/3,

where F(D) = (F (D), F(Day),...,F(Dr) and M(D) =
(M(D,,), M(Day,), ..., M(Dr)) are respectively the vectors
of function values and the outputs of M after each bucket.
Because each D € D chooses a different set of buckets, F (D)
are different for all D € D.

Fix some D° € D. We have

(13)

% ~Pr {M(DO) + ]-'(DO)]

S

DeD,D#D°

D

DeD,D#D°

Pr [M(DO) = ]—‘(D)}

v

Pr [M(D) = M(D)} e
(D]~ 1) 5

—gem 2
3

2
>= 14
Z3 (14)

>8m . ¢



which is a contradiction. In the above, the second inequality
is because all F(D)’s are distinct. The third inequality is due
to group privacy and the fact that dy; (D, D°) < 2n as there

are only n users. O
APPENDIX B
THE CHALLENGE OF DATA DELETIONS (PROOF OF
THEOREM [V.2)

In the previous sections, we show even only with insertions,
continual observation can introduce new challenges to user-DP.
For queries like maximum frequency estimation, maximum
estimation, and distinct count, down-neighborhood optimal
error as the static setting is unachievable. But for count/sum
estimation, we still can achieve (O(1), O(1))-down neighbor-
hood optimal error. Now, we show considering deletion can
further enlarge this difficulty. Here, we only consider the count
problem since the sum is more general and thus also holds the
same lower bound.

Let’s first build a connection between count queires in fully-
dynamic setting under user-DP with high-dimensional bit-
sum estimation, a very fundamental problem that has been
researched largely. In that problem, the input A = {a;}ic[,) C
{0,1}? with each user u(?) having one d-dimensional data a;,
and we target to answer

=2

i€[n]

BitSum(A

There is one negative result.

Lemma B.1 (Derived from Lemma 6.2 [26]). For any € > 0,
d >0, and any n > Y2, if one mechanism M : {0,1}7xd —
[0,n]%, and for any lnput A€ {0,1}nxd

E[HM(A — BitSum(A)Hz] < a?

then, o > 725

Now, we construct D from A € {O,l}"x‘i. Here, time
interval [1,2nd] is divided into 2d buckets containing n time
units. In the ¢-th odd bucket, we insert the data of i-th
dimension in A while in i-th even bucket, we delete them.
More precisely, for each ¢ € [n], j € [d], let t; = 2dj — 2d+1,
to = 2dj — d+ i and we set (x4, Yy, ue,) = (@i, l,u("’))
and (24,, Yt Ut,) = (a; j, —1,u). With this setting, we see
(1) Modifying the a; in A will only modify the events of (%)
thus for A ~g A’, we have D ~y D’; (2) For each j € [d], let
t = 2jd — d, then Fon(Dy) = Zie[n] a; 4, and DS(Dy) < 1.
Therefore, we have

Lemma B.2. For any € >0, d > 0, and any n > ,lfone
mechanism M can answer count queries in the fully dynamic
setting under e-user DP and for any D, with % probability,
it answers Fepi(Dy) for all t € [dn] with error ¢ - DS(Dy,),
then, we can construct an M’ to answer d-dimensional bit

8For convenience, we allow © = 0 for u #_1 and we can just set u =1
in that case and this will not affect the result.

sum estimation and for any and for any input A € {0, 1}"*4,

with probability at least %
| M(4) - BitSum(a) ;] < d-¢*

Since the result has a bounded range, i.e., [0,n]9, by
Chernoff bound, we can run M’ O(log(nd)) times to achieve
bounded expected error. Therefore, with Lemma [B.1] we know
¢ should be at least Q(Elog( )) By further setting n = @,
we get Theorem

APPENDIX C
ADDITIONAL EXPERIMENTS

A. Practical Optimization for Our Mechanism

In EstimateUserContribution, we start at 7 = 64. Besides,
when assign ¢; in line 8, we change &; « ¢0/(i + 1)'*+¢
to g; « €63%/(i + 3)1T%. Both of them do not change DP
requirement and theoretical utility guarantee but leads to better
practical performance. Besides, recall in Fi s UserDP, to
guarantee one-way rank error, we increment k by A as (3). A
is from our theoretical analysis and is not tight. In experiments,
we show A/2 is enough to guarantee the one-way rank error.
Furthermore, as mentioned, to reduce the running time of
experiments, we use small R for F,x. To further reduce the
time, we only use one histogram to answer the count queries
used in Fy g UserDP.

B. Additional Experiments over Simulated Data

Besides of Fi,; and Fi.x, we also implement the experi-
ments on F,y y and Fy over Unif. dataset to show the change
of error with time. The results are plotted in Figure [
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Fig. 5: Reduce high-dimensional sum estimation to count queries in the fully-dynamic setting.
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