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From “Trust Me” to “Verify Me”

• We increasingly ask agentic AI systems to perform critical actions:
• Recommend content & decisions

• Decide high-stakes claims

• Communicate human interaction

• Act autonomous execution

• CAN THESE AGENTIC SYSTEM BE TRUSTABLE?
• “Trust should not be claimed. 

• It should be supported by evidence about behavior.”

• Behavior checking as a cornerstone of trustworthy AI: 
• Compliance according laws, regulation policies, production rules, etc.

• Making AI’s behaviors quantifiable, computable, and auditable
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"The law is nothing other than the ethical minimum." /
"The law is the minimum of morality."
      --Georg Jellinek, 1878  

• Compliance is a Floor, Not a Ceiling
• Compliant ≠ Fully Ethical

• Compliant ≠ Absolutely Safe

• Compliant ≠ Perfectly Trustworthy

• Compliance is a necessary but insufficient condition

• SHIFT FROM AMBIGUITY TO PREDICATES
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“Is this AI trustworthy?”
Does behavior B satisfy requirement R under context C?

A more structured approach to auditing and verifying the actions of AI agents



Emerging Regulations on Privacy and Safety
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• European Union (EU): an 'omnibus' approach that sets privacy 
guidelines within the EU

• General Data Protection Regulation (GDPR)

• The EU AI Act

• US: Sectorial Laws cover various specific sectors and regions for 
privacy specifications

• California: California Consumer Privacy Act (CCPA)

• Medical: Health Insurance Portability and Accountability 
Act (HIPAA)

• HIPAA enforcement on chatbot data leakage hit a record in Q1 2026

• China: 

• Basic Security Requirements for Generative Artificial 
Intelligence Service

• Data Security Law of the People's Republic of China

• Personal Information Protection Law of the People's 
Republic of China

https://www.pcpd.org.hk/english/data_privacy_law/ordinance_at_a_Glance/ordinance.html
http://politics.people.com.cn/n1/2022/0920/c1001-32529654.html
https://gdpr.eu/what-is-gdpr/
https://oag.ca.gov/privacy/ccpa
https://hipaacomplianthosting.com/blog/healthcare-data-breach-statistics
https://www.linkedin.com/pulse/hipaa-2026-compliance-floor-just-moved-ocr-already-xtzef/

“In 2024, U.S. federal agencies introduced 
59 AI-related regulations—more than 
double the number in 2023—and issued by 
twice as many agencies. Globally, legislative 
mentions of AI rose 21.3% across 75 
countries since 2023, marking a ninefold 
increase since 2016.”

https://hai.stanford.edu/ai-index/2025-ai-index-report

“Governments 
are stepping 
up on AI—with 
regulation and 
investment.”

https://www.pcpd.org.hk/english/data_privacy_law/ordinance_at_a_Glance/ordinance.html
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Scopes of Privacy Protection and Compliance

• Privacy protection
• Data privacy protection and PII (Personal 

Identifiable Information) information 
protection is often a subset of compliance

• Go further to address ethical use and what 
should be done, even if not explicitly 
forbidden by law
• “While they "clicked agree" to a long legal 

document because they had to in order to drive 
the car, they didn't give meaningful consent for 
their driving habits to be commoditized.”

• Compliance
• Adhere to legal and regulatory requirements
• Ensure that organizations follow rules
• Compliance can involve non-privacy-related 

requirements (e.g., financial transparency)
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Privacy Protection

Compliance

Primary Focus Adhering to laws/standards

Scope
Addresses what must be done to fulfill the exact 
legal text

Driver Legal and regulatory requirements

Example Activities Audits, reporting, certifications

Consequence
Financial penalties (fines), lawsuits, and operational 
shutdown

Primary Focus Protecting individual data rights

Scope
Addresses ethical use and what should be done, even 
if not explicitly forbidden by law.

Driver Ethical and legal responsibility

Example Activities Consent management, data encryption

Consequence
Loss of consumer trust, brand reputation damage, 
and user alienation



Jane, a 45-year-old woman, visited her 
primary care physician, Dr. Smith, for her 
annual checkup. During the appointment, 
Dr. Smith discovered abnormalities in her 
blood test results and sent the results to 
Dr. Adams for specialist diagnostic 
assessment and treatment planning.

Contextual Integrity (CI) Theory
“People act and transact in society not simply as individuals in an 
undifferentiated social world, but as individuals in certain roles in 
distinctive social contexts.” 

— Helen Nissenbaum

1. Protected Health Information (PHI)
• Name, address, age, gender etc.
• Medical records

2. Has the privacy been violated? Why?
     • Patient Consent?
     • Hospital Regulation?
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Compliance is Contextual -- A Running Example



Contextual Integrity (CI) Theory

Sender

Information Subject

Information Type

Recipient

Transmission Principle

Express as a norm: 
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Jane, a 45-year-old woman, visited her 
primary care physician, Dr. Smith, for her 
annual checkup. During the appointment, 
Dr. Smith discovered abnormalities in her 
blood test results and sent the results to 
Dr. Adams for specialist diagnostic 
assessment and treatment planning.

How does Contextual Integrity Help with the Case?

Ground

Sender

Information Subject

Information Type

Recipient

Transmission Principle
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Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yangqiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper.



Traditional Approach: Ontology
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https://github.com/SanondaDattaGupta/OPPO-Ontology
https://w3c.github.io/dpv/2.1/dpv/

• Traditional knowledge-
based approach

• Map entities and 
covered information 
into specific items
• Not complete

https://github.com/SanondaDattaGupta/OPPO-Ontology
https://github.com/SanondaDattaGupta/OPPO-Ontology
https://github.com/SanondaDattaGupta/OPPO-Ontology
https://w3c.github.io/dpv/2.1/dpv/


Outline

• Grounding with CI

• Methodologies

• CI for Agents
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Jane, a 45-year-old woman, visited her 
primary care physician, Dr. Smith, for her 
annual checkup. During the appointment, 
Dr. Smith discovered abnormalities in her 
blood test results and sent the results to 
Dr. Adams for specialist diagnostic 
assessment and treatment planning.

How to Ground LLMs to Law?

Problem 1: Does the law apply in this case?

Problem 2: Is this case permitted/prohibited under this law?
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Accuracy or F1 of 
Applicable/Not

Accuracy or F1 of 
Permitt/Prohibit

3-way classification: 
Permit/Prohibit/Not 

Applicable

Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yangqiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper.



OmniCompliance-100K: A Multi-Domain, Rule-
Grounded, Real-World Safety Compliance Dataset

• Previous synthesized data leads to a lack of diversity and poor generalization in real-world 
applications.

• We developed an agentic pipeline for case search: it summarizes both the case background 
and the corresponding compliance outcome.
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Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, and Yangqiu Song. 2025. Privaci-bench: Evaluating privacy with contextual integrity and legal compliance. Preprint, arXiv:2502.17041.
Yi Zeng, Yu Yang, Andy Zhou, Jeffrey Ziwei Tan, Yuheng Tu, Yifan Mai, Kevin Klyman, Minzhou Pan, Ruoxi Jia, Dawn Song, Percy Liang, and Bo Li. 2024. Air-bench 2024: A safety benchmark based on risk categories from regulations and policies. Preprint, arXiv:2407.17436.
Mintong Kang, Zhaorun Chen, Chejian Xu, Jiawei Zhang, Chengquan Guo, Minzhou Pan, Ivan Revilla, Yu Sun, and Bo Li. 2025. Guardset-x: Massive multi-domain safety policy-grounded guardrail dataset. Preprint, arXiv:2506.19054.
Wenbin Hu, Huihao JING, Haochen Shi, Changxuan Fan, Haoran Li, Yangqiu Song. OmniCompliance-100K: A Multi-Domain, Rule-Grounded, Real-World Safety Compliance Dataset, ACL 2026 Findings.



OmniCompliance-100K

• Our agent plans and generates multiple search queries 
based on a provided rule, retrieves results via calling 
search engine tools, and subsequently filters out 
irrelevant information.

• 74 regulations and policies related to safety across 9 
domains, ensuring them in tree structures.
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Outline

• Grounding with CI

• Methodologies
• Retrieval Augmented Generation (RAG)

• Reinforcement Learning

• CI for Agents
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How Legal Experts Decide Privacy Violations?
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• Identify the legal questions from the given context.

Issue

• Find relevant rules in deciding the issue stated.

Rule

• Analyze the case and apply the rules.

• Utilize all the rules including exceptions as is required by the analysis.

Application

• Restates the issue and provides the final answer.

Conclusion

Anonymized Sampled GDPR Case: An individual began receiving unsolicited advertising emails from Rossi 
Carta S.r.l. Despite the individual's attempts to stop these emails by exercising their data subject rights, the 
company failed to properly process these requests.

Legal experts apply legal analysis via reasoning based on the case and rules.

• IRAC analysis: Issue, Rule, Application, and Conclusion.



Compliance Checking as RAG Pipeline
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IRAC via Retrieval augmented 
generation (RAG):

• Issue: structuralization via 
contextual integrity theory

• Rule: Find applicable rules 
with implemented retrievers

• Application: Analyze the full 
content of retrieved rules 
including exceptions and apply 
the rules on the issue via LLM 
reasoning.

• Conclusion: Restates the issue 
and provides the final answer 
with explanations and cited 
rules.

Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, Yangqiu Song: PrivaCI-Bench: Evaluating Privacy with Contextual Integrity and Legal Compliance. ACL 2025 



• A CI-based example 
of privacy evaluation 
reasoning

• A checklist is used in 
the template to 
assign social roles, 
attributes, and 
information types, 
etc.

17Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yangqiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper.
Haoran Li, Wei Fan, Yulin Chen, Jiayang Cheng, Tianshu Chu, Xuebing Zhou, Peizhao Hu, Yangqiu Song. Privacy Checklist: Privacy Violation Detection Grounding on Contextual Integrity Theory. Arxiv 2024 



Results in 2025
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RAG and CoT can help models improve their performance. 
The collected EU AI Act and ACLU subsets are the most challenging subsets for legal compliance.
- EU AI Act entered into force in Aug 2024. There was no real case at that time.
- ACLU requires diverse background legal knowledge.

Objective: 
• 3-way classification for legal compliance: Permit/Prohibit/Not Applicable
• Context Understanding: Multiple-choice questions with 3 difficulty levels
DP: Direct prompt
CoT (Chain-of-thought): CoT prompt with automatic planning 
RAG: Retrieval augmented generation

Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, Yangqiu Song: PrivaCI-Bench: Evaluating Privacy with Contextual Integrity and Legal Compliance. ACL 2025 

Accuracy Evaluation results of the legal compliance task. All results are reported in %



Results in 2026

• Advanced models 
start to leverage 
existing data

• Performance on 
private platform 
policies, e.g., X, 
Reddit, and GitHub, 
is systematically 
lower than on 
formal Laws

19
OmniCompliance-100K: A Multi-Domain, Rule-Grounded, Real-World Safety Compliance Dataset Wenbin Hu, Huihao JING, Haochen Shi, Changxuan Fan, Haoran Li, Yangqiu Song. ACL 2026 Findings.



EU AI Act Results by Chapters
• “Chapter II: prohibited AI practices”, all models scored poorly, with 

even the best model falling below 80%.

20
OmniCompliance-100K: A Multi-Domain, Rule-Grounded, Real-World Safety Compliance Dataset Wenbin Hu, Huihao JING, Haochen Shi, Changxuan Fan, Haoran Li, Yangqiu Song. ACL 2026 Findings.

This triggers:

Haoran Li, Yulin 
Chen, Huihao Jing, 
Wenbin Hu, Tsz Ho 
Li, Chanhou Lou, 
Hong Ting Tsang, 
Sirui Han, Yangqiu 
Song: ContextLens: 
Modeling Imperfect 
Privacy and Safety 
Context for Legal 
Compliance. ACL (1) 
2026: 6503-6518



Cold-starting
• Reasoning 

trajectories from 
DeepSeek-R1.

• SFT training on them.

Reinforcement 
Learning
• Rule-based reward. 

𝑅 𝑠, 𝑎  = 𝟙ሺ
ሻ

𝑠, 𝑎  is 
compliant

• Contextualized 
compliance 
reasoning.

• Regulation 
alignment.

Reinforcement 
Learning

21



In-domain Evaluation

• On our 6K legal case dataset: 3-way classification

22Wenbin Hu, Haoran Li, Huihao Jing, Qi Hu, Ziqian Zeng, Sirui Han, Xu Heli, Tianshu Chu, Peizhao Hu, and Yangqiu Song. 2025. Context Reasoner: Incentivizing reasoning capability for 
contextualized privacy and safety compliance via reinforcement learning. EMNLP 2025



Outline

• Grounding with CI

• Methodologies

• CI for Agents
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Jane, a 45-year-old woman, visited her 
primary care physician, an LLM Agent A, 
for her annual checkup. During the 
appointment, the LLM Agent A 
discovered abnormalities in her blood 
test results and sent the results to 
another Agent B for specialist diagnostic 
assessment and treatment planning.

Recall This Example: 
What if Dr. Smith and Dr. Adam are Agents?

24

Agent A calls functions/tools to test 
Jane’s checkup items

Agent A calls functions to send  
Jane’s blood test results to Agent B

We can audit all agentic system based on the 
CI framework that have been developed
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From Models to Agents

Figure credit: Luo J, Zhang W, Yuan Y, et al. Large language model agent: A survey on methodology, applications and challenges[J]. arXiv preprint arXiv:2503.21460, 2025.

LLM is an 
Agent.

Agent can search, 
make notes, perform 
action interacting 
with tools.

Agent can 
further interact 
with each 
other and even 
effect the real 
world.
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Interfaces Converge to Unified Protocols

Protocol Initiator Key Contribution

MCP
(Model Context Protocol)

Anthropic
Proposed a JSON-RPC protocol for standardized context 
ingestion and tool invocation.

A2A
(Agent-to-Agent Protocol)

Google
Introduced peer discovery, capability exchange, and 
decentralized agent dialogues.

ACP
(Agent Communication 

Protocol)
IBM Research

Defined performative messaging primitives with formal 
types and security layers.

ANP
(Agent Network Protocol)

Open-source
Peer-to-peer protocol enabling cross-platform and cross-
organization agent communication over the open 
internet.

……

Most advanced agent interoperability protocols

Ehtesham A, Singh A, Gupta G K, et al. A survey of agent interoperability protocols: Model context protocol (mcp), agent communication protocol (acp), agent-to-agent protocol (a2a), 
and agent network protocol (anp)[J]. arXiv preprint arXiv:2505.02279, 2025.
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MCIP = MCP + CI

Safety aware model: 

I want calculate a tip. 

Function: 
transaction

audit

Function: 
calculator

Calculation
result

Result is …
Risk from…

Tracking tool: Consider each step into a CI 
tuple with 5 elements  

Sender
(User)

Information type
(Enquiry)

Recipient
(Agent)

Subject
(User)

Flow 1: User to Agent… 

Flow 2: Agent to Server… 

Flow 3: Server to Agent… 

Flow 4: Agent to User… 

A Single Dialogue

Function Calling

Under Transmission principle: Data minimization…

Huihao Jing, Haoran Li, Wenbin Hu, Qi Hu, Heli Xu, Tianshu Chu, Peizhao Hu, Yangqiu Song: MCIP: Protecting MCP Safety via Model Contextual Integrity Protocol. EMNLP 2025: 1177-1194



MCIP Parsed Trajectory as Logs
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CLIENT sends FUNCTION REQUEST (or 
FUNCTION PARAMETER) about 
SUBJECT to SERVER under 
TRANSMISSION PRINCIPLE. 

SERVER sends FUNCTION LIST (or 
FUNCTION RETURN) about SUBJECT 
to CLIENT under TRANSMISSION 
PRINCIPLE. 

USER sends QUERY about SUBJECT to CLIENT 
under TRANSMISSION PRINCIPLE. 

CLIENT sends RESPONSE about SUBJECT to 
USER under TRANSMISSION PRINCIPLE. 

Malicious agent Malicious server

Trajectory: a term used in CI



Example
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A typical dialogue of tool use Synthetically annotated log data

• We first sample 2,000 rows from each of glaiveai/glaive-function-calling-v2 (train and test) and toolace (test) as our gold data. 
• Using the DeepSeek-R1 model, we annotate each formal dialogue in a unified information flow format. 
• We construct a training dataset consisting of 13,830 instances, covering all 11 categories same to MCIP-bench. 
• On average, each training instance contains around 8 information transmission steps.
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Safety-Utility Trade-off

• General ability enhance safety, not 
function calling ability.

• There is a trade-off between utility 
and safety.

Huihao Jing, Haoran Li, Wenbin Hu, Qi Hu, Heli Xu, Tianshu Chu, Peizhao Hu, Yangqiu Song: MCIP: Protecting MCP Safety via Model Contextual Integrity Protocol. EMNLP 2025: 1177-1194



Linear Logs Hide the Chaotic Reality of Agentic Workflows

31



Graph Data Management for Workflow Logs

• Complete Context & Dependency 
Recovery: reconstruct full security 
architectures.

32
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yangqiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)

Case 1: Multi-hop security controls tracing: E-commerce customer support chatbot

1. The core security architecture, describing the overall security 
layering, PII protection, and payment compliance boundaries of 
the customer service robot;

2. Specialized response frameworks, differentiating between 
different scenarios such as payment disputes, refund 
complaints, angry users, and threat reports;

3. Critical security controls, covering execution-level constraints 
such as session timeouts, manual takeover, access restrictions, 
and audit logs;

4. Emergency protocols, used to handle brute-force threats, 
serious security risks, and security team escalations.



Graph Data Management for Workflow Logs

• Graph Scale Metric: Instantly 
quantifies agent execution effort 
into a clear audit metric (cnt = 5).

• State Realism: Demonstrates that 3 
out of 5 tool calls failed, triggering a 
graceful fallback to recommended 
manual commands.

33
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yangqiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)

Case 2: PCI-compliant payment auditing: tool invocation topology & aggregation



Graph Data Management for Workflow Logs

• Root Cause Pinpointing: Step 1 failed 
because the host environment was 
Linux, not Windows.

• Cascade Detection: The query reveals 
that downstream uptime calculation 
(2-hop), metrics collection (3-hop), 
and final report generation (4-hop) 
were all compromised.

34
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yangqiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)

Case 3: Sequential impact tracing for Windows performance report



Future Work

• Go beyond the legal rules to be compliant with social norms
• Commonsense reasoning

• What if a personal assistant received an email like the right figure?

• Social behavior modeling
• Can an agent contact a real person at night?

• Human value alignment
• How can we go beyond trustworthiness?

• Agentic system’s compliance auditing infrastructure
• Compliance infra is the essential step of enterprise agent use

• Level of management privilege/authority
• Risk alarm and reporting line

• Where should be the auditing system?
• Part of Harness?
• Middleware?
• Guardrail on cloud, in gateway, or desktop?

35

Beating Common Sense into 

Interactive Applications Henry 

Lieberman, Hugo Liu, Push Singh, 

Barbara Barry, Pages: 63-76 First 
Published: 01 December 2004



Thank you for your attention! ☺
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Wei Fan Haoran Li Huihao Jing Wenben Hu

Main contributors related to this talk:

And many thanks to all my students/collaborators/sponsors shown on our papers.
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  R  ( s , a )   = 𝟙  (  { s , a }  is compliant )

