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From “Trust Me” to “Verity Me” e

Understanding the World by Computational Knowledge

* We increasingly ask agentic Al systems to perform critical actions:
* Recommend content & decisions
* Decide high-stakes claims
human interaction
* Act autonomous execution

* CAN THESE AGENTIC SYSTEM BE TRUSTABLE?

e “Trust should not be claimed.
* It should be supported by evidence about behavior.”

as a cornerstone of trustworthy Al:

* Compliance according laws, regulation policies, production rules, etc.
* Making Al’s behaviors quantifiable, computable, and auditable



"The law is nothing other than the ethical minimum." /

"The law is the minimum of morality.”
--Georg Jellinek, 1878

* Compliance is a Floor, Not a Ceiling
e Compliant # Fully Ethical
e Compliant # Absolutely Safe
 Compliant # Perfectly Trustworthy
 Compliance is a necessary but insufficient condition

* SHIFT FROM AMBIGUITY TO PREDICATES

Does behavior B satisfy requirement R under context

A more structured approach to auditing and verifying the actions of Al agents



Emerging Regulations on Privacy and Safety e

“In 2024, U.S. federal agencies introduced
59 Al-related regulations—more than
double the number in 2023—and issued by
twice as many agencies. Globally, legislative .
mentions of Al rose 21.3% across 75
countries since 2023, marking a ninefold
increase since 2016.”

Number of Al-related regulations in the United States, 2016-24
Source: 5 | Chart: 2025 Al Index report

rce: Al Index, 202!

“Governments
are stepping
up on Al—with
regulation and
investment.”

https://hai.stanford.edu/ai-index/2025-ai-index-report

Understanding the World by Computational Knowledge

European Union (EU): an 'omnibus' approach that sets privacy
guidelines within the EU

* General Data Protection Regulation (GDPR)

e The EU Al Act
US: Sectorial Laws cover various specific sectors and regions for
privacy specifications

» California: California Consumer Privacy Act (CCPA)

* Medical: Health Insurance Portability and Accountability
Act (HIPAA)

HIPAA enforcement on chatbot data leakage hit a record in Q1 2026

China:

e Basic Security Requirements for Generative Artificial
Intelligence Service

» Data Security Law of the People's Republic of China

* Personal Information Protection Law of the People's
Republic of China

https://www.pcpd.org.hk/english/data_privacy law/ordinance_at_a_Glance/ordinance.html
http://politics.people.com.cn/n1/2022/0920/c1001-32529654.html
https://gdpr.eu/what-is-gdpr/

https://oag.ca.gov/privacy/ccpa

https://hipaacomplianthosting.com/blog/healthcare-data-breach-statistics 4
https://www.linkedin.com/pulse/hipaa-2026-compliance-floor-just-moved-ocr-already-xtzef/
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Scopes of Privacy Protection and Compliance KnowCom;
Primary Focus Protecting individual data rights
i Privacy prOteCtiOn Scope Addresses ethical use and what should be done, even
. . if not explicitly forbidden by law.
* Data _p_rlvacy prOteCtI_on and P“ (Personal Driver Ethical and legal responsibility
Identlflable Informatlon) |nf0rmat|on Example Activities Consent management, data encryption
protection is often a subset of compliance conseauence LS of consumer trust,brand reputation damage,
* Go further to address ethical use and what e - eneron
should be done, even if not explicitly Privacy Protection

forbidden by law

* “While they "clicked agree" to a long legal
document because they had to in order to drive
the car, they didn't give meaningful consent for
their driving habits to be commoditized.”

* Compliance
* Adhere to legal and regulatory requirements Primary Focus Adhering to laws/standards

Addresses what must be done to fulfill the exact

Compliance

* Ensure that organizations follow rules Scope legal text
* Compliance can involve non-privacy-related Driver Legal and regulatory requirements
reqUirementS (e g f|nanC|a| transparency) Example Activities Audits, reporting, certifications
£.,

Financial penalties (fines), lawsuits, and opegational

Conseguence
9 shutdown



Compliance is Contextual -- A Running Example KnowCom

Jane, a 45-year-old woman, visited her
primary care physician, Dr. Smith, for her
annual checkup. During the appointment,
Dr. Smith discovered abnormalities in her
and sent the results to

Dr. Adams for

Contextual Integrity (Cl) Theory

“People act and transact in society not simply as individuals in an
undifferentiated social world, but as individuals in certain roles in

distinctive social contexts.”

W
CASE]

:9%1 1. Protected Health Information (PHI)
e Name, address, age, gender etc.
e Medical records

2. Has the privacy been violated? Why?
e Patient Consent?
e Hospital Regulation?

— Helen Nissenbaum A



Contextual Integrity (Cl) Theory KnowComp
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G -Information Type

Sender Recipient

Information Subject

Express as a norm:

inrole (sender, cover — entity ) Ainrole(recipient, cover — entity )
A inrole (subject, individual ) A (type € PHI ) A (principl € treatment)

7



o
How does Contextual Integrity Help with the Case? .
KnowComp
. . § 164.502 Uses and disclosures of protected health

Ja. e, a 45-year olgl yvoman, V|s.|ted her i formation: General rales.

primagy care phySICIan' Dr. Smlth' for her (a) Standard. A covered entity or business associate may

annua| Q eckup_ Du ring the appointment’ not use or disclose protected health information,

Dr. Smi h d d b | . . h except as permitted or required by this subpart or by

r. Smit Iscovered abngrmalities in her Ground subpart C of part 160 of this subchapter.

and sent the results to

(1) _Covered entities: Permitted uses and disclosures.
A covereq entity is permitted to use or disclose
protected Yealth information as follows:

To the kdividual;

= .
\ (ii) Far treatnent, payment, or health care
— ' operations, as permitted by and in
N 4 compliande with § 164.506;

AT\ Transmission PrincCipte

Dr. Adams for

i ]
| ?‘ mb Recipient

Information Type

Sender

Information Subject

8
Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yanggiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper.



Traditional knowledge-
based approach

Map entities and
covered information
into specific items

* Not complete

Class hierarchy:

v

(%)

~ @ Entity
. Legal Entity

@ Charity Organisation
. Data Controller
. Data Exporter
. Human Subject
------ @ Adult
----- @ Applicant
------ @ citizen
------ . Consumer
b i . Customer
e @ Client
------ @ Data Subject
""" ® Employee
o @ Guardian(s) of Human
e @ Guardian(s) of Data Subject
----- @ Immigrant
------ @ Job Applicant
------ . Member
------ @ Non-Citizen
o o . Parent of Human
e @ Parent(s) of Data Subject
""" . Participant
------ @ Patient
------ @ Student
------ @ subscriber
------ . Tourist
----- . User
------ @ Visitor
o o . Vulnerable Human
o @ Asylum Seeker
@ child
@ Elderly Human
. Mentally Vulnerable Human
@ Vulnerable Data Subject

https://github.com/SanondaDattaGupta/OPPO-Ontology

https://w3c.github.io/dpv/2.1/dpv/

raditional Approach: Ontology

¥ « @ Organisation
------ @ Academic or Scientific Organisation
------ @ Clinic
------ . Educational Organisation
- . Emergency Service Provider

! @ Ambulance Provider
. Emergency Healthcare Provider

- @ Fire Department
------ @ For-Profit Organisation
b A @ Governmental Organisation
B <@ Authority
------ @ Healthcare Organisation
------ @ Hospital
------ @ Industry Consortium
------ . International Organisation
------ @ Judicial Organisation
------ @ Law Enforcement Organisation
------ @ Non-Governmental Organisation
------ @ Non-Profit Organisation
------ @ Parent Legal Entity
------ @ Religicus Associations
------ @ Ssubsidiary Legal Entity
------ @ Private Sector Body
------ @ Public Sector Body
¥ @ Recipient
P @ Data Importer

@ Data Processor
~ @ Representative
- « (@) Data Protection Officer
@ service Consumer
@ Service Provider
@ SME Organisation
@ startup Organisation
Fr @ Third Party

@ Natural Person
@ Organisational Unit

ass

lerarcny: nea

atus vata

Lve X O

v . owl:Thing

. Day of week
@ entity
¥~ « @ continuant
¥- ¢ @ generically dependent continuant
¢ . information content entity

~ @ dataitem
b @ aggregated data
k- (@ data practice
b < data recipient role
¥ . individual data
- @ anonymized data
¥~ « @ personal data
------ @ activity personal data
------ . biometric personal data
------ @ demographic personal data
------ @ ethnic personal data
------ . financial personal data
- . GDPR- sensitive personal data
@) GDPR Health Data
----- . biometric personal data
@ genetic personal data
®
@ ethnic personal data
@ financial personal data
. ideological personal data
. sexual personal data
------ . genetic personal data
------ @ nhealth personal data
------ @ identity personal data
------ @ ideological personal data
------ @ Inferred Personal Data
------ @ pseudonymized personal data
------ @ sexual personal data
------ @ technical personal data
| o ¢—. securiy mechanism

@ data practice

@ privacy policy

@ privacy regulation

securiy mechanism

| . independent continuant

b —@ specifically dependent continuant
- . occurrent

- . Temporal duration

> <€) Temporal entity

- — @ Temporal position (time:TemporalPosition)
----- . Temporal Reference System

""" . Time Zone


https://github.com/SanondaDattaGupta/OPPO-Ontology
https://github.com/SanondaDattaGupta/OPPO-Ontology
https://github.com/SanondaDattaGupta/OPPO-Ontology
https://w3c.github.io/dpv/2.1/dpv/

' KnowC
Outline KnowComp

* Grounding with CI

10



How to Ground LLMs to Law? o

Understanding the World by Computational Knowledge

Problem 1: Does the law apply in this case? Accuracy or F1 of

Applicable/Not

Jane, a 45-year-old woman, visited her
primary care physician, Dr. Smith, for her
annual checkup. During the appointment,

Dr. Smith discovered abnormalities in her not use or disclose protected health information,
) except as permitted or required by this subpart or by
and sent the results to

Dr. Ad f 3-way classification: subpart C of part 160 of this subchapter.
r. Adams for 0

. — (1) Covered entities: Permitted uses and disclosures.
Perm It/PrOhlblt/NOt A covered entity is permitted to use or disclose

\ Applicable protected health information as follows:

Problem 2: Is this case permitted/prohibited under this law?

§ 164.502 Uses and disclosures of protected health
information: General rules.

(a) Standard. A covered entity or business associate may

Accuracy or F1 of
Permitt/Prohibit

11
Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yanggiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper.



OmniCompliance-100K: A Multi-Domain, Rule- v
Grounded, Real-World Satety Compliance Dataset =~ frertem

* Previous synthesized data leads to a lack of diversity and poor generalization in real-world
applications.

* We developed an agentic pipeline for case search: it summarizes both the case background
and the corresponding compliance outcome.

Data Source # of Rules # of Cases Real Cases?

PrivaCI-Bench 2,112 6,417 Hybrid

Air-Bench — 5,694 X

GuardSet-X 3,060 129,241 X
:> Ours 12,985 106,009 v/

Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, and Yanggiu Song. 2025. Privaci-bench: Evaluating privacy with contextual integrity and legal compliance. Preprint, arXiv:2502.17041.

Yi Zeng, Yu Yang, Andy Zhou, Jeffrey Ziwei Tan, Yuheng Tu, Yifan Mai, Kevin Klyman, Minzhou Pan, Ruoxi Jia, Dawn Song, Percy Liang, and Bo Li. 2024. Air-bench 2024: A safety benchmark based on risk categories from regulations and policies. Preprint, arXiv:2407.1743€i.2
Mintong Kang, Zhaorun Chen, Chejian Xu, Jiawei Zhang, Chengquan Guo, Minzhou Pan, Ivan Revilla, Yu Sun, and Bo Li. 2025. Guardset-x: Massive multi-domain safety policy-grounded guardrail dataset. Preprint, arXiv:2506.19054.

Wenbin Hu, Huihao JING, Haochen Shi, Changxuan Fan, Haoran Li, Yangqgiu Song. OmniCompliance-100K: A Multi-Domain, Rule-Grounded, Real-World Safety Compliance Dataset, ACL 2026 Findings.



OmniCompliance-100K

* Our agent plans and generates multiple search queries
based on a provided rule, retrieves results via calling
search engine tools, and subsequently filters out
irrelevant information.

» 74 regulations and policies related to safety across 9
domains, ensuring them in tree structures.

(1) Collecting Rules

zmj[ Al Safety ]@[

l;ﬁl-ﬁ[ Data Privacy ]

Policy

[
= J &
1 [ Education ] @[

\ Rule Example:
(GltHub Privacy Policy)

\
i Your GitHub account has

| private repositories, you control

| the access to that information.

\

|

i GitHub personnel does not
} access private repository

} information without your

! consent except as provided in

| this Privacy Statement.
L

fr [
Policies Chapter Article
Finance ] [ rEU Aslizf [ L GS;;AA H Ii and La;fs Na£cs Namc:
B &F |[Ek &P | acice 1
Medical ] ‘ <
caea = , Al Safety Laws Data Privacy Laws &8 Chapter l<\
o F ulcs fe ( & B Structuralize [
ybersecurity ] OpanI Data Secum b Al Act 5
Reddit Cybersecurlty JLEI - e T
Human Rights ] E . . ‘i . B T
Policies ______(;l_uncsc Laws "
| Raw File : Tree Structure
o S 1
i " Query 1: GitHub private ) ri‘-l '(" Documented |(  Platform | 0
! B repository unauthorized — : Enforcement Moderation |
! access incidents enforcement |Web Scarchi1|_ Actions Decisions )| ( )
i \__actions fines investigations ) &~ - N ! ~ 1
i - ~ -+ I Regulator; . !
| B . = 1 £ y
! _ Query 2: Private repository, = '| Investigations Court Rulings :C op -
I Search Agent Data breach leak compliance > J 11-ase TIocessing
1 react ! Web Search | ! Agent
! violation GitHub. { L . g
: ; -+ ~ i Violation Remediation ||
% i
i Generate Queries Query 3: Examples of — : Examples Reports ) ! Filter
| — : . — 1 -
i L | companies fined for leaking | —— ! . 1 Summarize
i L private code repositories y Web Scarch | Raw Case Sources :

Al Act, Chapter 2,Art.
5, Pointl(a). <content>

Rule 1. <content>

Data Security Law,

Traverse from
Root to Leaf

Open Al Privacy,

Point 1. <content>

-1

: {“example_background": "On October 20, |

| 2016, a bug in GitHub's database

! led to some requests ...

\ “process_and_outcome’: *GitHub
1

! “reference link":

E “hitps://github.blog/2016-10-28-incident- |
!

report-inadvertent-private-repository-

1 disclosure”,
'

L relation_to_rule”: "VIOLATES"}

Case Dataset (106K+)

Figure 1: Overview of the Construction Process for OmniCompliance-100K.

| connection handling for reposnory queries !

i identified issue through monitoring ..."
1 “reference policies”: [*GitHub Privacy
, Statement (Private Repositories Access) ], !

# Rules # Cases‘

Category Subcategory
EU AI Act 1,245 11,205
Al Safety Law SB 53 166 1,501
l GDPR 667 6,065
) Data Act 609 5,490
Data Privacy Law CCPA 509 4.572
HIPAA 1,436 12,913
Person Information 175 1,570
Data Security 72 647
Chinese Law Cybersecurity 131 1,174
GenAl Interim 100 893
X 231 2,084
Reddit 977 8,832
Pl B weCha 384 3475
oney GitHub 1,243 11,221
Google 643 5,809
OpenAl 199 1,793
Academic Integrity 57 513
Education Bias / Discrimination 18 159
Online Learning 101 907
Anti-Laundering 854 7,726
Finance Law Cross-Border 76 681
Electronic Money 130 1,170
Cryptocurrency 283 2,564
: Medical Law Medical Devices 1,110 9,991
i Cybersecurity MITRE Mitigation 1,342 1,020
Foundational Right —_ 227 2,034

Total

12,985 106,009




' KnowC
Outline KnowComp

* Methodologies
* Retrieval Augmented Generation (RAG)
e Reinforcement Learning

14



How Legal Experts Decide Privacy Violations?

Legal experts apply legal analysis via reasoning based on the case and rules.

* IRAC analysis: Issue, Rule, Application, and Conclusion.

) J

7
4
L
J
Understanding the World by Computational Knowledge

company failed to properly process these requests.

Anonymized Sampled GDPR Case: An individual began receiving unsolicited advertising emails from Rossi
Carta S.r.l. Despite the individual's attempts to stop these emails by exercising their data subject rights, the

e |dentify the legal questions from the given context.

e Find relevant rules in deciding the issue stated.

Application
e Analyze the case and apply the rules.

e Utilize all the rules including exceptions as is required by the analysis.

Conclusion
e Restates the issue and provides the final answer.

15




Compliance Checkmg as RAG Pipeline .

i Contextual Integrity (Cl) Template: shares 's to under transmission principle. E
i @ L™ Annotat on with Cl Template
GDPR Original Documents @ structuralize s b et Ras.. \
e Chapter 3 - Rights of the Data Subject i 1 veender™ "Data Controllent i
. . * Art. 21 GDPR - Right to object b e e wim o
IRAC via Retrieval a ugmented 1. The data subject shall have the right to object ... @ @ @ i ..E::giszr‘:._E:anizsjea |
generation (RAG) 2. Where personal data are processed for direct » » i "Attr‘ibute"'- "PZr‘sonal e .
marketing purposes, the data subject shall have | wp "'"I‘;I Ketine®
e |ssue: structuralization Vvia the right to object at any time to processing of °°® i urpose: “flarketing
contextual integrity theory person:.:\I data.cor)cernlng hlm. .or her for such i } ;
marketing, which includes profiling to the extent N e ——— /
e Rule: Find applicable rules that it is related to such direct marketing. ooe ‘
with implemented retrievers ® Knowledge Base Construction
Anonymized Sampled Real Case Parsed GDPR Tree Hierarchical Role KG  Hierarchical Attribute KG
¢ Application: Analyze the full An individual began receiving unsolicited Controller Rersonglala
content of retrieved rules advertising emails from Rossi Carta S.r.l. Despite
including exceptions and apply the |n.d.|V|duaI.s attempts-to st.op these emails by @@@
. . exercising their data subject rights, the company
the rUI.eS on the issue via LLM failed to properly process these requests. Company Agency Emails Gender
reasoning.
. . @ LLM Annotation with Cl Template ‘v ® Context Grounding and KB Matching ® Judgment Module
* Conclusion: Restates the issue gy \-------mmmmmmmmmeemeeee e # ............................... S— S — N
: ; : [ . i Reasoning steps: |
ar.1d prowdes t.he final answer i ""sender":"Rossi Carta S.r.1." | i © "sender":"Controller" EZQ Matched Arts:! L1l |
with explanations and cited "Subject": "Individual® i | "Subject":"Data Subject" - Article6 Fo 2 E
rules. "Receiver":"Individual" i»i "Receiver":"Data Subject" - Article?7 i»i i
E "Attribute": “Emails" i i "Attribute":“Personal Data" - Article 12 | i % Result: ]
"Purpose": "Advertising" i i "Purpose": "Marketing" - Article 21 i i Prohibited by i
| - P } - - | | GDPR Article 21. !

Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, Yangqiu Song: PrivaCl-Bench: Evaluating Privacy with Contextual Integrity and Legal Compliance. ACL 2025



—————————————————————————————————————————————————————————————————————————————

' {RECEIVER} under {TP} transmission principle.

® -
A Cl-based example Checklist Parameter Identification

1

|

|

1 |

1 |

1 |

. . I I

of privacy evaluation | {SENDER} {SUBJECT} {RECEIVER}  {ATTRIBUTES} {TP} !
reasoning i Professor Professor Professor W PHI W Role-Based i
i . Covered entity Covered entity Covered entity Phone Consent i

|

i WA citizen M citizen M citizen Biometrics Confidentiality !

o A ChECk“St IS Used in i Patient W Ppatient W Ppatient Bank account Anonymity E
the template to e e e e e

aSSign social r0|eS, .v Retrieve Relevant Regulations

. P
attrlbutes, and |:>: ElApplicable Regulation:
information types (1) HIPAA 164.502(a)(1)(i): A covered entity is permitted to use or disclose
V4

otc protected health information (PHI) to the individual.

O -

O NN NN NN S EEN N N NN N N NS N N NN N N BN NN N BN N N BN N N BN N N B S N B S N B N N N S N N S N B S S S S S S S SN S SN SN S SN SN S SN SN S BN SN S BN BN S B

—————————————————————————————————————————————————————————————————————————————

Wei Fan, Haoran Li, Zheye Deng, Weiqi Wang, Yanggiu Song. GoldCoin: Grounding Large Language Models in Privacy Laws via Contextual Integrity Theory. EMNLP 2024 Outstanding Paper. -
Haoran Li, Wei Fan, Yulin Chen, Jiayang Cheng, Tianshu Chu, Xuebing Zhou, Peizhao Hu, Yanggiu Song. Privacy Checklist: Privacy Violation Detection Grounding on Contextual Integrity Theory. Arxiv 2024



Objective:
3-way classification for legal compliance: Permit/Prohibit/Not Applicable

R | t . 2 O 2 5 e Context Understanding: Multiple-choice questions with 3 difficulty levels
e S U S I n DP: Direct prompt

CoT (Chain-of-thought): CoT prompt with automatic planning
RAG: Retrieval augmented generation

Accuracy Evaluation results of the legal compliance task. All results are reported in %

EU AI Act GDPR HIPAA ACLU
Model DP CoT RAG || DP CoT RAG| DP CoT RAG| DP CoT

Mistral-7B-Instruct 49.83 43.50 45.56 |[72.29 68.02 43.38 |45.79 60.74 64.95|44.92 72.46
Qwen-2.5-7B-Instruct {49.90 65.30 55.83(|89.00 88.81 82.43 |68.69 72.43 71.49|50.72 52.17
Llama-3.1-8B-Instruct | 61.30 59.40 53.50(|85.30 90.27 76.60 |77.57 85.51 88.31|66.17 66.67

GPT-40-mini 73.76 66.60 - [|92.03 6569 - |80.84 67.75 - |69.56 31.88
QwQ-32B 78.22 7530 - ||80.45 90.08 - |70.09 88.31 - |55.07 55.07
Deepseek R1 (671B) |72.90 60.67 - (|90.66 47.88 - |89.25 81.77 - |65.21 59.42

RAG and CoT can help models improve their performance.

The collected EU Al Act and ACLU subsets are the most challenging subsets for legal compliance.
- EU Al Act entered into force in Aug 2024. There was no real case at that time.

- ACLU requires diverse background legal knowledge.

18
Haoran Li, Wenbin Hu, Huihao Jing, Yulin Chen, Qi Hu, Sirui Han, Tianshu Chu, Peizhao Hu, Yangqiu Song: PrivaCl-Bench: Evaluating Privacy with Contextual Integrity and Legal Compliance. ACL 2025



GLM-4.5 88.0] 88 8 8 09 89.99 8 88.56 ' 10.9 06

DeepSeek-V3.2 86.6( 87.4 0
. GPT-40-Mini 9 88.4¢ 86.9 6 2 9 6 93.0 06 88.69 8 84.67 85.4 88.45 91.8 3 0 8
ReSU|tS In 2026 Qwen3-Max 8 88.14 89.9 8 9 91.76 9 88.46 86.81 8 90.69 9 86.48 36.48 o
Gemini-2.5-Flash B8.8. 85.B9 0 9 8 9 9 9 88.82 88.05 8 86.86 89.69 9 82.78 91.88 9 B 6 85.09
Qwen2.5-14B-Instruct}-: 84.8f 8 88.58 91.09 g 9 g 87.83 85.9 8 0.28 87.64 95.9. FaWZt 9 9 9 91.6 B6.6 0
Qwen3-14B 09 86.9¢ 86.26 89 90 8 91.98 84.11 84 8.54 8 g 8 69 9 9 647 91.78 8= 95 10
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EU Al Act Results by Chapters

“Chapter Il: prohibited Al practices”, all models scored poorly, with
even the best model falling below 80%.
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Figure 4: Macro-F1 Scores of the EU Al Act by Chapter.
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This triggers:

Haoran Li, Yulin
Chen, Huihao Jing,
Wenbin Hu, Tsz Ho
Li, Chanhou Lou,
Hong Ting Tsang,
Sirui Han, Yangqiu
Song: ContextLens:
Modeling Imperfect
Privacy and Safety
Context for Legal
Compliance. ACL (1)
2026: 6503-6518
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OmniCompliance-100K: A Multi-Domain, Rule-Grounded, Real-World Safety Compliance Dataset Wenbin Hu, Huihao JING, Haochen Shi, Changxuan Fan, Haoran Li, Yangqiu Song. ACL 2026 Findings.
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] { Context-aware Legal Case Database
Reinforcement

Learning

GD GDPR Original Documents
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Data Subject
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l il
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i 6%6 ;;}yigl 1. The data subject shall ... | 1 ! é) from the company. The company later stated that this

D An individual, who is a customer of SANTANDER CONSUMER
'l" FINANCE, S.A., had previously informed the company that

21 2. Where personal data ... incident occurred due to an employee error.
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In-domain Evaluation

* On our 6K legal case dataset: 3-way classification

Understanding the World by Computational Knowledge

Models GDPR | HIPAA | AT ACT | Average | Improvement
Qwen?2.5-7B-Instruct 88.05 76.74 47.16 70.65 —
OpenThinker-7B 87.26 81.39 70.50 79.71 +9.06
DeepSeek-R1 (671B) 90.67 87.71 81.20 86.52 +15.87
OpenThinker-7B-SFT (Ours) 01.71 86.04 84.33 87.36 +16.71
OpenThinker-7B-PPO (Ours) | 92.19 88.37 84.33 88.29 +17.64

Wenbin Hu, Haoran Li, Huihao Jing, Qi Hu, Zigian Zeng, Sirui Han, Xu Heli, Tianshu Chu, Peizhao Hu, and Yanggiu Song. 2025. Context Reasoner: Incentivizing reasoning capability for2

contextualized privacy and safety compliance via reinforcement learning. EMNLP 2025
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* Cl for Agents
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Recall This Example: el
What if Dr. Smith and Dr. Adam are Agents?

Jane, a 45-year-old woman, visited her
primary care physician, an LLM Agent A,
for her annual checkup. During the
appointment, the LLM Agent A
discovered abnormalities in her Hlood
test results and sent the results to calls functions to send
another Agent B for specialist diagnostic Jane’s to
assessment and treatment planning.

calls functions/tools to test
Jane’s checkup items

We can audit all agentic system based on the

Cl framework that have been developed

24



From Models to Agents

Q Agent Methodology g.::%:
%

Understanding the World by Computational Knowledge

Construction Collaboration Evolution
Profi le & o - L
é@ D efiniti an -@ = Centralized 0@ HE Agont can \
SI® Control N/ further i
— N oo 2R Memm:y u.rt er interact
M is an X?} il E @ Mechanism _, Decentralized Z> Multi-agent with each
Agent. / or Planning Collaboration Tl Co-Evolution other and even
7 Z>c¢,pab;my effect the real
Ht _ @ = Hybrid “a® External world.
LS, 0. 2 Amof’ Architecture @ﬁ@ Resource
Execution
N—
Agent can search,

make notes, perform
action interacting

Qith tools.

/

/
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Figure credit: Luo J, Zhang W, Yuan Y, et al. Large language model agent: A survey on methodology, applications and challenges[J]. arXiv preprint arXiv:2503.21460, 2025.



Interfaces Converge to Unified Protocols o

Understanding the World by Computational Knowledge

Most advanced agent interoperability protocols

MCP

Anthropi
(Model Context Protocol) Srle|ee

A2A

(Agent-to-Agent Protocol) Google

ACP
(Agent Communication IBM Research
Protocol)

ANP

(Agent Network Protocol) Open-source

Ehtesham A, Singh A, Gupta G K, et al. A survey of agent interoperability protocols: Model context protocol (mcp), agent communication protocol (acp), agent-to-agent protocol (a2a),

and agent network protocol (anp)[J]. arXiv preprint arXiv:2505.02279, 2025.

Proposed a JSON-RPC protocol for standardized context
ingestion and tool invocation.

Introduced peer discovery, capability exchange, and
decentralized agent dialogues.

Defined performative messaging primitives with formal
types and security layers.

Peer-to-peer protocol enabling cross-platform and cross-
organization agent communication over the open
internet.
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MCIP = MICP + C|

Understanding the World by Computational Knowledge

Safety aware model: Tracking tool: Consider each step into a Cl
tuple with 5 elements

| want calculate a tip.

: Data minimization...

“ 1 Information type

G' . (Enquiry)

- 1.t
Sender Subject Recipient
(User) (User) (Agent)

Flow 1: User to Agent...

Calculation
result

Flow 2: Agent to Server..

[ Function Calling] Flow 3: Server to Agent..

Flow 4: Agent to User...

A Single Dialogue

Huihao Jing, Haoran Li, Wenbin Hu, Qi Hu, Heli Xu, Tianshu Chu, Peizhao Hu, Yangqiu Song: MCIP: Protecting MCP Safety via Model Contextual Integrity Protocol. EMNLP 2025: 1177-1194



MCIP Parsed Trajectory as Logs

under

USER sends QUERY about SUBJECT to CLIENT

' Malicious agent

CLIENT sends FUNCTION REQUEST (or
FUNCTION PARAMETER) about
SUBJECT to SERVER under

4

o
4

' Malicious server

Understanding the World by Computational Knowledge

SERVER sends FUNCTION LIST (or
FUNCTION RETURN) about SUBJECT
to CLIENT under

USER under

CLIENT sends RESPONSE about SUBJECT to

Trajectory: a term used in Cl

28



Example

o
KnowComp

User Enquiry: Calculate BMI

USER: Hi, I would like to calculate my BMI. I weigh
70 kilograms and my height is 1.75 meters.

ASSISTANT:

<functioncall>

{name: calculate_bmi,

arguments: {weight: 70, height: 1.75}}

FUNCTION RESPONSE: {bmi: 22.86}

ASSISTANT: Your Body Mass Index (BMI) is 22.86.
This is considered to be within the healthy weight range.

~

A typical dialogue of tool use

~

User Enquiry: Calculate BMI

1. User — Assistant
Type: personal health metrics (weight, height)
Principle: consent (user-provided data)

2. Assistant — Function (calculate_bmi)
Type: personal health metrics (weight, height)
Principle: necessity (processing required for service)

3. Function (calculate_bmi) — Assistant
Type: BMI calculation result
Principle: service provision

4. Assistant — User
Type: BMI calculation result
Principle: transparency (return requested information)

Synthetically annotated log data

We first sample 2,000 rows from each of glaiveai/glaive-function-calling-v2 (train and test) and toolace (test) as our gold data.
Using the DeepSeek-R1 model, we annotate each formal dialogue in a unified information flow format.
We construct a training dataset consisting of 13,830 instances, covering all 11 categories same to MCIP-bench.

On average, each training instance contains around 8 information transmission steps.

29



Safety-Utility Trade-off

* General ability enhance safety, not N
function calling ability. %,5

2
* There is a trade-off between utility %65_
and safety. Em_

Understanding the World by Computational Knowledge

Model Comparison

.XLAM-EJDB-ﬁ:-r
xLAM-2-32B-fc-r
®
xLAM-2-32B-fc-r
@
ToolACE-2-8B
@
MCIP Guardian
*
OQOwen2.5-72B-Instruct
‘Qwenﬁ.5-32B-Instmct
DeepSeek-R1
A P
10 20 30 40 50 60

Risk Resistance (%)
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Huihao Jing, Haoran Li, Wenbin Hu, Qi Hu, Heli Xu, Tianshu Chu, Peizhao Hu, Yangqiu Song: MCIP: Protecting MCP Safety via Model Contextual Integrity Protocol. EMNLP 2025: 1177-1194



Linear Logs Hide the Chaotic Reality of Agentic Workflows  °

Understanding the World by Computational Knowledge

The Expectation

——

Prompt Deliverable
The Reality :
quronment Abandoned
: Mismatch
Tool Invocation % Intent
a?
Prompt Fallback

9\, API Limit Hit ol

Task Tool
Decomposition Invocation



Graph Data Management for Workflow Logs .«

KnowComp
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Case 1: Multi-hop security controls tracing: E-commerce customer support chatbot

[ 1. Core Safety Architecture J

* Complete Context & Dependency :

*
:produces_outpu;,(Hop 2)

Recovery: reconstruct full security

*
+
*

architectures. o NonE 0 o, { 2. Speciaized Frameworks ]

*

-"‘
-
-

1. The core security architecture, describing the overall security
layering, Pll protection, and payment compliance boundaries of
the customer service robot;

-
-~
-
-~
L]

-

* HoP 29 3 Critical Safety Control
2. Specialized response frameworks, differentiating between ol - ritical satety Lontrols
. . . -
different scenarios such as payment disputes, refund S

complaints, angry users, and threat reports; (Hop 2.. Zi\

‘
. -
@ @ .
3. Critical security COI’TtI"0|S, covering execution-level constraints te

4. Emergency Protocols ]

-

such as session timeouts, manual takeover, access restrictions, . [
. TTP 50P
and audit logs;

Content Tool Failure

4. Emergency protocols, used to handle brute-force threats,

serious security risks, and security team escalations.
® Start Entity (a) @ Reachable Output (b) @ Execution Failure

32
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yanggiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)



Graph Data Management for Workflow Logs .«

KnowComp
Case 2: PCl-compliant payment auditing: tool invocation topology & aggregation
o Graph Scale MetriC: InStantly 1. check_semgrep_rules [ 2. initial_scan_attempt ]
o o . SUCCESS (p/security) FAILED (Exit Code 1)
guantifies agent execution effort

*
*

:uses_tool [1] :yeds_tool [2]
L 4

into a clear audit metric (cnt = 5).

PCI TASK .
L_payment_secur il = -I 3. auto_config_scan J

» State Realism: Demonstrates that 3 setup.task FATLED (Retry)
out of 5 tool calls failed, triggering a
graceful fallback to recommended ees.toot [0
manual commands. AR D

-
SUCCESS (Registry) [

“Uses_tool [5]

4. custom_rule_sqlinjection
FAILED (No Directory)

33
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yanggiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)



Graph Data Management for Workflow Logs .«

KnowComp
Case 3: Sequential impact tracing for Windows performance report
* Root Cause Pinpointing: Step 1 failed
because the host environment was
START (a) Target (b1) Target (b2) Target (b3)

|_|nUX, nOt W|ndOWS. e 1-Hop —Hop (Target Hop (Target Hop (Target 3

Returned Loopback

* Cascade Detection: The query reveals | oo | T e
that downstream uptime calculation
(2-hop), metrics collection (3-hop),
and final report generation (4-hop)
were all compromised.

@ Initial Step (a) @ 2..4 Hop Targets (b) @ Blocked / Mismatched Node

34
Yufei Li, Yisen Gao, Jiaxin Bai, Jiaxuan Xiong, Haoyu Huang, Zhongwei Xie, Hong Ting Tsang, Yanggiu Song: Towards Neural Graph Data Management. CoRR abs/2603.05529 (2026)



Beating Common Sense into
Interactive Applications Henry

Lieberman, Hugo Liu, Push Singh,
u t u re O r Barbara Barry, Pages: 63-76 First
Published: 01 December 2004

* Go beyond the legal rules to be compliant with social norms
* Commonsense reasoning
* What if a personal assistant received an email like the right figure?
* Social behavior modeling
* Can an agent contact a real person at night?
 Human value alignment
* How can we go beyond trustworthiness?

* Agentic system’s compliance auditing infrastructure

 Compliance infra is the essential step of enterprise agent use
* Level of management privilege/authority
* Risk alarm and reporting line
 Where should be the auditing system?
e Part of Harness?
* Middleware?
* Guardrail on cloud, in gateway, or desktop?

To: mom@foobar.com ook e
Subject: my car

- ™

-

* |
hi mom! w

guess what? i bought a new car last week. [ © @

)

i got into an accident and I crashed it. @ éh

&

A
But please know that [ wasn’t hurt C::—c:\\
and that everything is okay. -

Figure 2. Empathy Buddy Reacts to an E-mail.
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Main contributors related to this talk:

Thank you for your attention! ©

Wei Fan

Haoran Li
® THE HONG KONG
le UNIVERSITY OF SCIENCE
AND TECHNOLOGY

HERNSRIREER

COMPUTER SCIENCE & ENGINEERING

Wenben Hu

Huihao Jing
And many thanks to all my students/collaborators/sponsors shown on our papers.
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® < KnowComp Group
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