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1. INTRODUCTION

With the popularity of broadband Internet access, there has been increasing interest in media stream-
ing. Recently, peer-to-peer (P2P) streaming has emerged to overcome limitations in traditional server-
based streaming. In P2P streaming, cooperative peers self-organize themselves into overlay networks
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via unicast tunnels. They cache and relay data for each other, thereby eliminating the need for powerful
servers from the system. Current P2P streaming systems have been shown to be able to support up to
thousands of peers with acceptable quality of service [Zhang et al. 2005; Hei et al. 2007; Tang et al.
2007].

Many P2P streaming systems focus on improving streaming quality and assume that all nodes in the
system cooperate as desired. However, this may not be true in the open environment of the Internet.
Some nodes in the system may be selfish and unwilling to upload data to others. Some may have
abnormal actions such as frequent rebooting, which adversely affect their neighbors. More terribly,
some nodes may cheat their neighbors, launch attacks, or distribute viruses to disrupt the service.
Following the notations in Jin et al. [2006a], we call this uncooperative, abnormal, or attacking behavior
malicious actions and the corresponding nodes malicious nodes.

In this article, we study how to detect malicious nodes in a P2P streaming system. We focus on
malicious nodes that degrade the streaming quality of their neighbors. If each node is monitored by its
neighbors and the monitoring messages are collected to compute node reputation, nodes with malicious
actions can be detected. We explore two important issues in this design.

—How do we compute node reputation based on monitoring messages? A node may lie about the per-
formance of its neighbors in monitoring messages. Such a node can manipulate node evaluation as it
desires, for example, increasing the reputation of malicious peers or decreasing the reputation of good
peers. These lying nodes may not be easily detected, especially when they cache and relay streaming
data as normal peers and are trusted by others.

To detect lying in monitoring messages, we employ a traditional approach for monitoring suspicious
messages [Mekouar et al. 2006]. Each node is assigned a credit value based on the number of suspicious
messages it generates, which indicates to what extend a later monitoring message from the node can
be trusted. We then integrate node credit into reputation computing to address the node lying problem.

As each node periodically generates monitoring messages, the monitoring overhead is considerably
high. We propose using linear prediction (LP) sampling [Hernandez et al. 2001] to adaptively adjust
the frequency of generating monitoring messages. That is, if the neighbor of a peer is always well-
behaved, the peer can reduce the frequency of generating monitoring messages about the neighbor.
In this way, the monitoring overhead for well-behaved nodes can be reduced.

—Where should the monitoring messages be stored and the reputation values be computed? The storage
of monitoring messages and the retrieval of reputation values are not trivial. If messages are stored
at some normal nodes, these nodes may modify or forge data in messages. Similarly, if a reputation
value is computed by a normal node, we are not aware whether the value has been manipulated or
not. A straightforward solution is to use a dedicated server to collect monitoring messages and to
compute node reputation. However, given thousands of nodes in the system (which is often the case
in current P2P streaming systems), a single server may be easily overloaded and form a single point
of failure.

In our approach, we use a monitoring overlay formed by a set of trustworthy nodes to manage mon-
itoring messages. We assume that these trustworthy nodes have been certificated and will not modify
or forge monitoring messages or reputation values. For example, they could be a set of predeployed
proxies. Monitoring messages are stored at these trustworthy nodes and reputation is also computed
by these trustworthy nodes. In the following, we call a trustworthy node in the monitoring overlay
a monitoring node, and a normal node in the streaming overlay a streaming node. We study how
to organize monitoring nodes to ensure that an update or query to node reputation can be quickly
accomplished. We also study how to allocate monitoring loads on monitoring nodes to achieve load
balancing among them.
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We have conducted simulations to evaluate our scheme. The results show that it can detect malicious
nodes with low false positive and false negative rates. And LP sampling can significantly reduce mon-
itoring overhead, especially when the portion of malicious nodes is small. Furthermore, the loads on
monitoring nodes can be efficiently balanced by our dynamic redistribution method.

In the following, we assume that most streaming nodes in the system are well-behaved, and that
node behavior is consistent for a considerably long time. The rest of the article is organized as follows.
In Section 2 we discuss related work. In Section 3 we describe reputation computing based on moni-
toring messages. In Section 4 we discuss the structure of monitoring nodes and the load redistribution
mechanism. In Section 5 we present illustrative simulation results. Finally, we conclude in Section 6.

2. RELATED WORK

In this section, we briefly review previous work on P2P streaming and P2P reputation.

2.1 Peer-to-Peer Streaming

Multimedia applications (e.g., on-demand video streaming and IPTV) often involve media streaming
from a source to a large population of users. A traditional delivery technique for these applications is
IP multicast. In IP multicast, routers are interior nodes in a multicast tree and are responsible for
forwarding data down the tree, while all end hosts are leaves in the multicast tree [Deering 1988]. An
advantage of IP multicast is that a single channel can be shared by infinitely many users. It hence makes
efficient use of network bandwidth. However, IP multicast requires multicast-capable routers, which are
not widely available in the current Internet infrastructure. Furthermore, IP multicast lacks large-scale
commercial management functions such as multicast address allocation and reliable transmission.
Therefore, although IP multicast has been proposed for over ten years, it has not yet been widely
deployed. Another delivery technique is the client/server transmission mode, which allocates network
resources for each specific client request. However, due to heavy load and limited network bandwidth
at the server side, this approach does not scale well.

Recently, P2P streaming has been proposed and developed to overcome limitations in IP multicast
and server-based streaming. In P2P streaming, cooperative peers self-organize into an overlay network
via unicast tunnels. They cache and relay data for each other, thereby eliminating the need for powerful
servers from the system. Clearly, P2P streaming uses only unicast and does not need multicast-capable
routers.

Currently, there are two types of overlays for P2P streaming: tree structure and gossip mesh. The
first builds one or multiple overlay trees to distribute data among peers. Examples include application-
layer multicast protocols (e.g., Narada [Chu et al. 2002] and NICE [Banerjee et al. 2002]) and some
P2P video-on-demand systems (e.g., P2Cast [Guo et al. 2003] and P2VoD [Do et al. 2004]). The second
builds a mesh among peers using gossip algorithms, with peers exchanging data with their neighbors
in the mesh [Zhang et al. 2005; Tang et al. 2007]. In spite of their high control overhead, mesh overlays
are resilient in the face of changing network and group dynamics. On the other hand, trees introduce
lower end-to-end delay and are easier to maintain. But in tree-based approaches, failure or packet loss
at a peer may affect all its descendants. A tree is hence not resilient in the face of peer and network
errors.

Our scheme in this article does not impose any restrictions on streaming overlays, and can be applied
to any streaming overlays.

2.2 Peer-to-Peer Reputation

Due to their self-organizing nature, most P2P networks lack strict control for joining nodes. Malicious
nodes can easily join and reside in P2P networks. To detect these malicious nodes and reduce their
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impacts on the system, a reputation system for nodes is often used. In this section, we briefly review
reputation computing and storage issues in P2P networks.

2.2.1 Reputation Computing. Many reputation systems compute reputation as in a social network.
All feedbacks available in the network are aggregated for reputation computing. This can be classified
into two categories: separated reputation model and correlated reputation model. In a separated repu-
tation model, only the direct transaction partners (e.g., resource providers/ downloaders or streaming
neighbors) of a peer can express their opinion on the reputation of the peer [Cornelli et al. 2002; Dami-
ani et al. 2002; Dragovic et al. 2003; Singh and Liu 2003; Jun et al. 2005; Mekouar et al. 2006; Jin et al.
2006a]. Our reputation model in this article also belongs to this category.

A practical example of a separated reputation model is the eBay reputation system (although eBay
is not a P2P network).! After each transaction at eBay, the buyer and the seller rate each other with
positive, negative, or neutral feedback. The reputation is calculated at a central server by assigning
1 point for each positive feedback, 0 point for each neutral feedback and —1 point for each negative
feedback. The reputation of a participant is computed as the sum of its points over a certain period.
Considering that peers may not be truthful in their feedback, Mekouar et al. [2006] propose moni-
toring suspicious feedback. The more suspicious feedback a peer generates, the smaller its weight in
computing reputation. We adopt a similar approach in this article. Xiong and Liu [2004] develop a gen-
eral reputation model, which considers, for example, feedback from other peers, credibility factor for
the feedback sources, and transaction context factor for discriminating the importance of transactions.
Almost all the separated reputation models can be expressed by this generalized model.

In a correlated reputation model, the reputation of a peer is computed based on the opinions of its
direct transaction partners as well as some third-party peers [Kamvar et al. 2003; Sherwood et al. 2006].
In this model, a peer A, who wishes to know the reputation of another peer B, can ask some peers (e.g.,
its neighbors) to provide their opinion of B (although some of the peers may not have conducted any
transactions with B). A then combines the opinions from the peers to calculate B’s reputation. This
model is more like our real social networks, where third-party peers other than transaction partners
can express their opinions on a peer. But it costs more to collect and aggregate third-party opinions.

2.2.2 Reputation Storage and Retrieval. A basic principle in reputation storage is that the repu-
tation of a peer cannot be locally stored at the peer. Because this will not afford protection against
dishonest peers. A dishonest peer may misreport its reputation value in order to gain rewards or avoid
punishment.

The simplest solution is to use a powerful server to keep the reputations of all peers. For example, eBay
uses a central server to collect and keep all users’ reputations. Feedback from users is sent to and stored
atthe server. A query of a user’s reputation is also sent to and answered by the server. Similar approaches
have been used in Dragovic et al. [2003]; Jun et al. [2005]; and Jin et al. [2006a]. This approach is easy to
implement and deploy. Centralization makes reputation management independent of peers joining and
leaving, which greatly simplifies reputation retrieval. However, a centralized approach is not scalable to
large P2P networks. In addition, the server forms a single point of failure, making the system vulnerable.

To address the limitations of the centralized approach, a partially centralized approach that uses a
set of servers instead of a single server has been proposed. Mekouar et al. [2006] propose a malicious
detector algorithm (MDA) to detect malicious peers in KaZaa-like systems. KaZaa? is a partially cen-
tralized P2P search system with a set of supernodes. MDA assumes that supernodes are all trustworthy
and maintain reputation information for ordinary peers. Each peer is attached to a unique supernode.

Thttp://www.ebay.com
2http://www.kazaa.com
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All evaluation results about a peer are maintained at its attached supernode. Supernodes can then
enforce differentiated services to peers according to their reputations.

Our scheme also adopts the partially centralized structure. We use a set of trustworthy nodes (e.g.,
proxies). Each streaming node is attached to a unique trustworthy node. A streaming node periodi-
cally sends monitoring reports about its streaming neighbors to trustworthy nodes. A query about a
streaming node’s reputation is forwarded to and answered by the node’s attached trustworthy node.

Two important issues in the partially centralized approaches are efficient search and load balancing
among multiple supernodes/proxies. First, we need to attach each peer to a unique supernode (or
proxy). In MDA, this is done by a KaZaa built-in mechanism. In a more general P2P network without
supernodes, this is not easy. Suppose each proxy is responsible for a certain range of peers. Given any
peer in the system, we need to quickly identify the proxy responsible for it (e.g., for reputation update
or query). If the number of proxies is small, simple flooding can be used for search. Otherwise, a more
complicated overlay structure should be built among proxies. In our scheme, proxies maintain disjoint
IP ranges and organize themselves into a binary search tree according to their IP ranges. Based on
the tree, our approach can achieve high search efficiency. Second, the loads for reputation management
should be evenly distributed among supernodes/proxies. Otherwise, some supernodes may be quickly
overloaded. MDA does not consider the load balancing issue as it uses the KaZaa built-in mechanism to
attach peers to supernodes. On the contrary, our scheme employs a dynamic load redistribution method
to balance the loads among proxies. Our simulation results have shown that this method can effectively
balance the proxy loads.

There are also some distributed approaches for reputation storage in P2P systems. For example, some
use distributed hash table (DHT) systems to store and search node reputation [Aberer and Despotovic
2001; Kamvar et al. 2003; Xiong and Liu 2004]. Others use unstructured overlays to track and share
information about the reputation of nodes and resources [Cornelli et al. 2002; Damiani et al. 2002].
Although these approaches are fully distributed and scalable, they have some security limitations. First,
during the search or delivery of peer reputation, an uncooperative or malicious peer in the delivery path
may modify, intercept, or discard the message. Second, a feedback provider may misbehave by providing
false data or random data when responding to a query. As a comparison, our scheme uses trustworthy
nodes to manage reputation. We organize trustworthy nodes into a binary search tree so that the search
and storage operations can be quickly accomplished.

The preliminary version of this work has appeared in Jin et al. [2006b], where we study how to com-
pute peer reputation and how to manage reputation for efficient storage and search. In this article, we
extend it by adding LP sampling to reduce monitoring overhead and using an AVL-tree structure [Knuth
1998] to improve search efficiency.

3. DETECTING MALICIOUS ACTIONS
3.1 Malicious Actions in P2P Streaming

We are interested in malicious actions that can be detected through the monitoring of nodes’ past
performance. The following are a few examples of such actions.

—Attacking actions. Some nodes intend to degrade system performance and disrupt service. Their
attacking actions include:

(1) Eclipse attack. In an overlay network, if an attacker controls a fraction of the neighbors of a legit-
imate node, it can eclipse the legitimate node by dropping or rerouting messages, thus adversely
affecting proper overlay operations [Singh et al. 2004]. As indicated in Singh et al. [2004], such
an attacker usually has much larger indegree and outdegree than normal peers. We can hence
require a node to report its connections with its parents. For a certain node, if all its children
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report a connection with it, we can accordingly compute the outdegree of the node. Similarly, we
can compute node indegree.

(2) Denial of service (DoS). DoS attacks involve the adversary bringing to bear large amounts of
resources in order to completely disrupt service usage [Marti and Garcia-Molina 2006]. A node
may unfairly increase its access to shared resources, for example, requesting as much data as
possible from as many peers as possible [Nielson et al. 2005]. To detect this, a node may report the
amount of resources it provides to each of its neighbors, for example, the amount of downloading
data, the duration or bandwidth of the downloading connection. The total amount of resources
that a node is consuming can then be analyzed given all its neighbors’ reports.

(3) Distributing corrupt data. A node may distribute corrupt data that do not conform to the stream
format [Jun et al. 2005]. To detect it, a node may report the amount of corrupt data its parent
sends with respect to the total amount of data the parent sends.

—Abnormal behavior. Some nodes do not intend to attack the system, but their actions adversely affect
other peers and degrade the service. These abnormal actions include:

(1) Frequent joining/leaving. P2P systems are highly dynamic due to their self-organizing nature.
It has been observed that most users in a P2P file sharing system spend only minutes per day
browsing the network while a handful of other peers exhibit server-like behavior and keep their
computers logged in for weeks at a time [Lai et al. 2003]. In a streaming system, if a node
unexpectedly leaves the system, its children have to search for new parents. These nodes will
experience service outage before receiving data from new parents. To detect abnormal joining or
leaving of a node, we require the neighbors of the node to report the joining and leaving times of
the node. The average online time of the node can then be computed.

(2) Freeriding. Anode may only download data but not share them with others [Adar and Huberman
2000]. These nodes are usually called selfish nodes. They use system services while contributing
minimal or no resources themselves. This can be detected by a node reporting the amounts of
download and upload data of a neighbor.

Note that a reputation system has limitations. For example, peers may purposefully leave and rejoin
the system with a new identity in an attempt to shed any bad reputation they have accumulated
under their previous identity. These peers are called whitewashers [Lai et al. 2003]. Multiple malicious
peers may also collude to increase their own reputation [Marti and Garcia-Molina 2006]. Detecting
and defending against these specific attacks to reputation systems are independent research topics.
Interested readers can refer to Marti and Garcia-Molina [2006] for an overview.

3.2 Reputation Computing

We define a submission period as a certain time duration. Each node needs to generate monitoring
messages to report the performance of its neighbors in each submission period. We now study how
to compute the reputation of a streaming node A, REP(A), from monitoring messages. For ease of
illustration, we take one of the malicious actions, distributing corrupt data, as an example. That is, a
node may send corrupt data that do not conform to the stream format.

Note that a dishonest streaming node may submit forged monitoring messages to affect reputation
computing. To address this problem, we monitor suspicious messages as in Mekouar et al. [2006]. When
a data receiver submits a monitoring message, the corresponding data sender also submits its own
version of the message to describe the data delivery. If there is an obvious gap between these two
messages, both messages are regarded as suspicious. Note that the gap depends on the reputation
model. For example, if we are detecting the distributing of corrupt data, we can compare the amounts
of corrupt data reported in the two messages. If the two reported amounts differ by a certain threshold
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(which may be set according to real measurement data), we regard the messages as suspicious. If we
are detecting an eclipse attack, we need nodes to report their connections with parents. If one message
reports a connection between the nodes while the other one claims no connections between them, the
two messages are both suspicious.

Define N (A) and N,(A) as the number of suspicious messages and non-suspicious messages gener-
ated by A. As in Mekouar et al. [2006], the credibility level of A, Credit(A), is given by N,(A)/(Ns(A) +
N,(A)). It indicates to what extend we should believe the messages generated by A. Since dishonest
nodes often have low credit values, their opinion on the evaluation of others should be accordingly
reduced. We hence compute RE P(A) as:

Corrupt(A, X, t)
Total(A, X, t)

where Corrupt(A, X, t) and Total(A, X, t) are the amounts of corrupt data and total data received by
X from A in period ¢ as reported by X, respectively. The valid periods exclude outdated messages. The
Average function computes the average value over all available X .

For each of the malicious actions in Section 3.1, we can independently define node reputation. We
show another example of how to detect an eclipse attack. As discussed, the indegree of an attacker is
always higher than the average node indegree. Therefore, legitimate nodes can choose their neighbors
from the overlay nodes whose indegree is lower than a certain threshold. In addition, attacking nodes
may consume the indegree of legitimate nodes and prevent other legitimate nodes from pointing to
them. Thus, it is also necessary to bound node outdegree. In summary, the indegree and outdegree of
nodes should be smaller than certain thresholds. Nodes violating this constraint will be regarded as
attacking nodes. In order to detect an eclipse attack, we require each node to periodically report its
connection to the parent. In other words, we can compute node reputation as follows:

REP;ydegree(A,t) = Sum{Credit(X) x F'(A, X, 1)},

REP(A) =Average{Credit(X ) x (1 — ) ,Vt € valid periods; },

1 if X reports A as the child during period ¢;
0 Otherwise.

REP ,1degree(A, t) = Sum{Credit(X) x F'(A, X, 1)},

where F(A, X,t) = {

1 if X reports A as the parent during period #;

where F'(A, X ,t) = {0 Otherwise.

If a node’s REP;,degree is higher than a certain threshold, or its REP,,tdegree is higher than another
threshold, we classify the node as an attacking node.

3.3 Reputation-Based Peer Selection

Reputation values are used to guide peer selection during streaming. A higher reputation value indi-
cates that the node is more trustworthy in terms of the collective evaluation by peers that have had
data exchange with it. There are various ways to use reputation values. For example, a peer that issues
downloading requests may receive several responses. It can compare the reputation of the responding
peers and choose the one with the highest reputation to download data. This reduces the risk of re-
ceiving abnormal service from malicious nodes. XREP has adopted this approach [Damiani et al. 2002;
Cornelli et al. 2002]. In another example, if node A wants to set up a connection with node B, A first
queries B’s reputation. If B has low reputation (i.e., a potential malicious node), A blacklists B and
does not connect to it for a while. This is similar to the eBay reputation system. In another case, if
some node is considered as malicious, say because its reputation is lower than a certain threshold,
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Fig. 1. Linear prediction sampling.

its attached monitoring node can broadcast this information to other peers so that they may block
it.

We can also develop incentive mechanisms based on node reputation. Many P2P streaming systems
have employed differentiated service to motivate node sharing. For example, in Habib and Chuang
[2006], peers are evaluated based on their contribution to others. A peer with high contribution will
obtain a relatively high rank, and each peer is allowed to select peers with equal or lower rank as
streaming parents. A peer with a higher rank hence has more parent candidates and is likely to achieve
better streaming quality. In another example, peers earn points by forwarding data to others, and bid
for good parents using their points [Tan and Jarvis 2006].

3.4 Reducing Monitoring Overhead

In this design, a node needs to periodically generate and send monitoring messages about its neighbors.
Since every node is monitored, the total monitoring overhead is high, especially in a large-scale system.
To reduce it, we use linear prediction (LP) sampling [Hernandez et al. 2001] to adaptively adjust the
frequency of generating monitoring messages.

We illustrate the idea of LP sampling in Figure 1. Vector x holds the values of the previous M samples,
where x[M] is the latest sample and x[1] is the oldest. In our case, a sample is the ratio of the amount
of corrupt data to the amount of total data in a certain submission period. Vector ¢ records the time
that each sample in x is taken (in the unit of submission period in our example). AT, rens 1s the time
gap between ¢[M — 1] and ¢[M]. Variables x, and S represent the predicted and actual values of the
sample taken at time ¢[M] 4+ ATtyrrent, respectively, where x, is computed as follows:

1 M= a4+ 10 — x[i)
xp :x[M]+ATcurrentM_]_ ; (t[l+1] _t[i] )

A set of rules is applied to adjust the current sampling interval, AT, rens, to a new value, ATy,
which is used to schedule the next sampling. Define m = (x, — x[M])/(S — x[M]). The new sampling
interval is computed as:

|_m X ATcurrentJ Lfm < Mipin;
ATeurrent Z'flnmm = m < Mpax;
ATcurrem‘ + 1 lfm > Mmax;
2 % ATeurrent lfS =x[M].

A Tnext =

Based on the results of the simulations described later, it is good to set m,,;, and m,,, to 0.7 and
1.2, respectively. An additional bound of [1, 10] is used to limit the range of AT}..;. The lower bound of
1 indicates the minimum time interval to schedule the next sampling (one submission period), while
the upper bound ensures that there is a certain minimum set of samples on which to base future
predictions. Note that given a certain i, there are no samples in the periods between ¢[i] and ¢[i + 1]

ACM Transactions on Multimedia Computing, Communications and Applications, Vol. 6, No. 2, Article 9, Publication date: March 2010.



Detecting Malicious Nodes in Peer-to-Peer Streaming by Peer-Based Monitoring . 9:9

(suppose t[i + 1] > ¢[i] + 1). It is inherently assumed that the values in these periods are equal to
x[i].

In our scheme, LP sampling works as follows. Suppose that node A is monitoring node B. A determines
the frequency of generating monitoring messages according to B’s performance. Each time it sends a
monitoring message, it notifies B to accordingly generate a monitoring message. These messages are
then compared at monitoring nodes to detect lying.

4. REPUTATION STORAGE AND RETRIEVAL

In this section, we discuss reputation storage and retrieval at monitoring nodes.

4.1 Design Overview

We consider a set of trustworthy nodes (called monitoring nodes) in the system. A trustworthy node
always behaves as desired never modifies or forges data. Trustworthy nodes form a monitoring over-
lay to store and maintain monitoring messages from streaming nodes. Each trustworthy node holds
a certificate issued by a trusted certification authority. With the certificates, two trustworthy nodes
can authenticate each other and set up a secure connection as in secure socket layer (SSL) [SSL]. A
trustworthy node can be a predeployed proxy or an authenticated end host. Selection of trustworthy
nodes is beyond the scope of this article. Interested readers can refer to Chen and Yeager [2001].

In our scheme, each streaming node, P, is attached to a monitoring node, M p. All messages about
the performance of P are forwarded to Mp. The reputation and credit of P are then computed and
maintained by M p. A streaming node can send two types of messages to the monitoring overlay

—UPDATE message. A streaming node keeps checking the data it receives and sends an UPDATE
message to report the performance of its neighbor when necessary. An UPDATE message contains
the data sender’s IP address, the data receiver’s IP address, information about the data sender’s
performance (e.g., the amount of corrupt data detected) and a timestamp. Here we assume that a
streaming node can be uniquely represented by its IP address.

As mentioned in Section 3.2, both a data sender and a data receiver need to send monitoring
messages in order to detect suspicious messages. Consider a sender S and a receiver R. Suppose that
they are attached to monitoring nodes Mg and Mg, respectively. Both S and R will keep sending
UPDATE messages (which describe the performance of S) to the monitoring node Mg. After Mg
analyzes all the monitoring messages about S, Mg can accordingly compute the reputation and
credit of S. Note that since R has sent monitoring messages about S, Mg also needs R’s credit
value when evaluating S, which is maintained by M r. Therefore, M g needs to search for Mz in the
monitoring overlay (using the search method introduced in Section 4.3) before evaluating S.

—QUERY message. A streaming node can send a QUERY message to query the reputation of any other
streaming node.

On the other hand, a monitoring node, A, is responsible for a certain IP range [A;, A,). A streaming
node with IP address within this range will be attached to A. Clearly, IP ranges maintained by monitor-
ing nodes should not overlap. We further define L(A) as the load on a monitoring node A: the number
of IP addresses that have been attached to A.

4.2 Construction of the Monitoring Overlay

To efficiently process messages from streaming nodes, we organize monitoring nodes into a threaded
binary tree. A threaded binary tree is a binary search tree in which each node maintains a Pred link
pointing to the node’s in-order predecessor and a Succ link pointing to its in-order successor [Cormen
et al. 2001]. Each node should also maintain two links pointing to its left child and right child. Figure 2
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Table I. Fields at Each Node in the AVL

Tree
Field Meaning
Parent Parent in the tree
Grandparent | Parent’s parent in the tree
LeftChild Left child in the tree

RightChild Right child in the tree
LeftHeight Height of the left subtree
RightHeight Height of the right subtree
Pred In-order predecessor

Succ In-order successor

shows an example of a threaded binary tree. Each quadrangle in the figure is a monitoring node, and the
numbers in a quadrangle indicate the IP range maintained by the node. Here we use numerical values
to represent IP addresses. Suppose that a node K is responsible for the IP addresses in the half-open
interval [K;, K,). The ranges maintained by nodes in the left subtree of K are all smaller than K;, and
the ranges maintained by nodes in the right subtree of K are larger than or equal to K,. The directed
dash lines in the figure indicate the in-order successors of nodes. Starting from the leftmost leaf node
of the tree (the node responsible for [0, 10) in the figure) and following the dashed lines, all the nodes
can be traversed in an ascending order according to their ranges. The Pred links are not shown in the
figure, since they can be tracked through the reverse of the Succ links. That is, if node A is node B’s
successor, B is A’s predecessor.

The height of a binary tree can be as large as the number of nodes in the tree. To improve search
efficiency, we maintain an AVL search tree. An AVL tree is a binary search tree with the following
property: for any node in the tree, the heights of its left and right subtrees can differ by at most 1 [Knuth
1998]. It is known that, for an AVL tree with N nodes, its height H satisfies H < 1.441log(N +2)—0.328.
Hence, the cost of locating a certain monitoring node is O(log N) in a tree of N monitoring nodes. We
list in Table I, the information kept at each monitoring node in the AVL tree.

4.2.1 Node Joining. A new monitoring node maintains an empty IP range. It is inserted into the
tree as follows. The new node first contacts the tree root. If the LeftHeight of the root is larger than the
RightHeight of the root, the root redirects the new node to its right child in the tree. Otherwise, the root
redirects the new node to its left child. This process is repeated until the corresponding child is empty.
The new node is then inserted to this position as a leaf node.

If the new node is inserted as the left child of its parent, it will become the predecessor of its parent.
Meanwhile, the old predecessor of the parent becomes the predecessor of the new node. Similarly, if the
new node is inserted as the right child of its parent, it becomes the successor of its parent, and its own
successor is the old successor of the parent.
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The new node then sets its height to 0, and sends a HeightReport message to its parent in the tree.
Upon receiving the message, the parent updates its LeftHeight or RightHeight, depending on which
branch the report comes from, and then calculates its own height as max(LeftHeight, RightHeight) + 1.
If the height value changes, the node continues reporting its height to its own parent until the tree root
is reached.

Following this joining mechanism, tree balance will not be violated, and no subtree rotation is needed.
Since the height of an AVL tree is O(log IV), the cost of a joining operation is bounded by O(log V).

Note that all node joining starts from the tree root, which is similar to many existing overlay tree
protocols (e.g., Overcast [Jannotti et al. 2000], NICE [Banerjee et al. 2002], HMTP [Zhang et al. 2002]
and Zigzag [Tran et al. 2004]). The root should then have enough computational and communica-
tion resources. To alleviate root load and prevent possible root failure, we can use backup roots as in
Overcast.

4.2.2 Node Leaving. Nodes in the tree periodically exchange KeepAlive messages with their parents
and children. Failure or leaving of a node can be detected because its KeepAlive messages will be missing.
The recovery operations after failure or leaving of a node are much more complicated than node joining,
mainly due to subtree rotation for tree balancing. In Liu and Zhou [2006], a distributed approach has
been proposed to recover node failure in an AVL tree. This approach can be directly applied to our
scheme. We hence omit the details of node leaving here. Interested readers can refer to Liu and Zhou
[2006].

4.3 Access and Maintenance of Reputation

A message is processed in the monitoring overlay, as Figure 3 shows. Suppose that streaming node B is
streaming node A’s child in the streaming overlay, and B prepares to submit an UPDATE message to
report A’s performance. If B has never sent an UPDATE message about A before, B first sends A’s IP
address to a random monitoring node, which is R in the example. R then searches in the threaded tree
to identify the monitoring node whose range covers A’s IP address (node T in this case). T' then sends a
response message to B along with its certificate of trustworthiness. After B verifies the trustworthiness
of T', it sends its UPDATE message about A to T'. In the following periods, B will directly send the
UPDATE messages about A to T'.

The IP ranges maintained by monitoring nodes should be carefully allocated so that their loads are
balanced. Initially, the root of the tree maintains the whole IP range while all the others maintain an
empty range. A monitoring node, A, periodically compares its own load with the loads of its predecessor
A_ and successor A, (if any). If the gap between L(A) and L(A_) or the gap between L(A) and L(A, ) is
larger than a certain threshold §, the three nodes redistribute their loads and IP ranges to equally share
the loads. If a monitoring node leaves the tree, its load is distributed to its predecessor and successor
before it leaves. Note that with unexpected node leaving or failure, the data maintained at the node
are no longer available. This is a common issue in distributed storage systems [Rowstron and Druschel
2001; Stoica et al. 2001]. Traditional solutions include erasure coding and replication [Rodrigues and
Liskov 2005]. For example, in a typical peer-to-peer storage system, PAST, each data file has five replicas
in the system [Rowstron and Druschel 2001]. In our system, we may similarly require each node to send
a copy of its data to its predecessor and successor and periodically update them.

Figure 4 shows an example of load redistribution among nodes. Initially, all the IP addresses are
maintained by the root R, and all other nodes have empty ranges. With the insertion of new IPs, when
R finds that its load L(R) is larger than its successor R, ’s load, L(R) (or its predecessor R_’s load
L(R_)), by 8§, R moves one-third of its load to R_ and another one third to R, . R further redistributes
the ranges among the three nodes as Figure 4(b) shows.
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Step (1) B sends A’s IP address to R. Suppose that A’s IP address is represented by a numerical value 88. Step (2) R searches
in the threaded binary tree to identify the monitoring node that manages 88 (node 7' in this case). Step (3) T' responds to B with
its certificate. Step (4) After verifying the trustworthiness of 7', B sends its UPDATE message about A to T'.
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Fig. 4. Load and range redistribution among monitoring nodes. (a) Initially, root R maintains the whole IP range. (b) R redis-
tributes its load and range to the predecessor R_ and the successor R ;.

With the redistribution of loads on monitoring nodes, streaming nodes should also be notified of the
change in some way. Suppose a streaming node A is previously attached to a monitoring node M 41, and
now attached to M 49 after load redistribution. If a monitoring message about A from another streaming
node, say B, has been generated, the message will be sent to M 47 as usual. Since M 4; knows that it
is not responsible for A any more, it searches for the node responsible for A in the monitoring overlay,
which should be M 9. M 41 then forwards the monitoring message to M 4o and notifies B that M 4o is
now responsible for A. Meanwhile, M 45 will contact B and set up connections with B as in Steps 3 and
4 in Figure 3.

5. ILLUSTRATIVE NUMERICAL RESULTS

In this section we present simulation results on Internet-like topologies.
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Fig. 5. Performance with different lie ratios (with group size 5000). (a) FPR. (b) FNR.
5.1 Simulation Setup

We randomly put a group of (1000—9000) streaming nodes into the network. Nodes form a streaming
overlay as follows. Each node randomly selects multiple nodes as its parents, and a node can have at
most 10 children. A node may also dynamically change some of its parents. The average duration of a
streaming connection is 25 submission periods.

We simulate the example of distributing corrupt data. A non-malicious streaming node distributes
a negligible amount of corrupt data, while a malicious streaming node distributes corrupt data with a
probability uniformly distributed between [0.4, 1]. We define malice ratio («) as the number of malicious
streaming nodes divided by the total number of streaming nodes. Furthermore, a node may lie in
its UPDATE messages. We evaluate three types of lies in our simulations. (I) The node monitored
is not malicious, but its dishonest neighbor reports its action as malicious. (II) The node monitored is
malicious, but its dishonest neighbor reports its action as nonmalicious (collusion). (ITIT) A dishonest
and malicious node reports its own action as nonmalicious. In the system, a streaming node is either
honest or dishonest. An honest node never lies in its messages. For dishonest nodes, the type-I and
type-III lies occur with a probability uniformly distributed in [0.4, 1], and the type-II lies occur with
probability 0.05. We define lie ratio (8) as the number of dishonest streaming nodes divided by the total
number of streaming nodes. Note that the behaviors of malice and lying are independent.

A node is evaluated as malicious if its reputation is smaller than the average reputation value of all
the non-leaf nodes and a given threshold 0.85.

5.2 Results

We define false positive rate (FPR) as the number of non-malicious nodes evaluated as malicious di-
vided by the total number of non-malicious nodes, and define false negative rate (FNR) as the number
of malicious nodes evaluated as non-malicious divided by the total number of malicious nodes. Figure 5
shows FPR and FNR values versus monitoring time (in the unit of submission period) given different
lie ratios, where the group size (the number of streaming nodes) is set to 5000. In the first several dozen
periods, both FPR and FNR are large. They quickly decrease with the monitoring time. It shows that in
the starting stage the credit and reputation values are skewed. The monitoring duration does not need
to be long (about 30 periods) to achieve good enough accuracy. The larger lie ratio, the larger FPR and
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FNR. In Figure 5(a), FPR is kept below 2.5% in the steady stage, even with 50% dishonest nodes. In the
best case of B = 0, FPR is always 0. On the other hand, we suffer much larger FNR values, as shown in
Figure 5(b). This is partially due to the low evaluation threshold we set. If we increase the threshold,
FPR will increase and FNR will decrease. As it is more important to protect nonmalicious nodes than
to detect malicious ones, we set a low threshold to achieve low FPR, but relatively high FNR.

Figure 6 shows FPR and FNR values with different malice ratios. Similarly, they are large in the
starting stage and become much smaller in the steady stage. We note in Figure 6(a) that the scheme
achieves higher FPR when the malice ratio is low. When « = 0, the FPR value is almost the largest.
This is because our judgment is based on the average reputation value. With a small malice ratio, a
large portion of nodes are non-malicious and have similar reputation values, which are also close to
the average. In this case, a small perturbation to the evaluation may lead to an incorrect judgment.
While in the case of large malice ratios, the gap between the average reputation and the reputation of
a nonmalicious node is large, therefore nonmalicious nodes are unlikely to be evaluated as malicious.

Figure 7 shows the FPR and FNR values after 30 submission periods with different lie ratios
and malice ratios. In general, when lie ratio g is large, FPR becomes large, especially when malice
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Fig.9. Control overhead in the system. (a) Overhead for reputation update. (b) Overhead for maintaining the monitoring overlay.

ratio « is small. But for FNR, the worst performance is achieved when both « and g are the
largest.

Figure 8 shows the FPR and FNR values with different group sizes. The FPR and FNR values are
almost independent of the group size. This is because a node’s reputation is determined by its neighbors,
and the selection of neighbors in our simulations does not depend on group size. In Figure 8(a), the
FPR value is large when the malice ratio is small. The reason has been explained before. Similar to
Figure 7, the scheme reaches a much larger FNR than FPR (as shown in Figure 8(b)).

We calculate the size of an UPDATE message as follows. An UPDATE message has to allocate 20
bytes for the IP header, 1 byte for type information, 15 bytes for the IP of the node monitored, 15 bytes
for the IP of the message generator, 8 bytes for the Corrupt value, and 8 bytes for the Total value, and
8 bytes for the timestamp. In total, an UPDATE message is 75 bytes long. Figure 9(a) shows the control
overhead versus the malice ratio, where § = 25% and group size is 5000. Without linear prediction
sampling, each node needs to send out around 17K bytes of data in each submission period, regardless
of the malice ratio. This overhead can be significantly reduced by linear prediction sampling. When
a is smaller than 10%, the control overhead is cut to less than half. With larger « values, the control
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Fig. 10. Performance of dynamic load redistribution among monitoring nodes. (a) Tuning of §. (b) Load distribution when § = 8.

overhead keeps increasing. This is because a malicious node sends out corrupt data with a certain
probability, and such dynamics lead to more samples taken by their children.

Figure 9(b) shows the overhead for node joining/leaving in an AVL tree. We use the number of mes-
sages exchanged between nodes in an operation as the evaluation metric. We evaluate the performance
of an AVL tree and a normal binary search tree by varying the number of monitoring nodes (the size
of the tree). For both trees, the joining overhead monotonically increases with the tree size. Usually,
the larger a tree is, the more deeply a new node will be inserted into the tree. Although an AVL tree
requires more subtree adjustment when a node joins, its amortized joining overhead is lower than that
in a binary search tree. This is because an AVL tree has a bounded tree height, which further bounds
the worst joining overhead. The general trends for node-leaving are similar to node joining. An AVL
tree can achieve slightly better performance than a binary search tree. In summary, an AVL tree can
achieve low control overhead for node-joining and leaving as compared to a normal binary search tree.
Also note that the balance property of an AVL tree can significantly reduce the cost of the much more
frequent query and update operations. It is hence more efficient than a normal binary search tree.

Figure 10 shows the performance of the load redistribution mechanism. We set the number of stream-
ing nodes and the number of monitoring nodes to 9000 and 50, respectively. The IP addresses of stream-
ing nodes are uniformly distributed within a given range. Figure 10(a) shows the performance with
different redistribution thresholds §. We define redistribution load of a monitoring node as the num-
ber of IPs moved to the node from its neighbors or moved to its neighbors from the node. As shown
in Figure 10(a), the average redistribution load per node decreases with §. Clearly, when § becomes
larger, nodes will redistribute their loads less frequently. The redistribution load is hence lower, and
the load distribution among nodes becomes more uneven. Therefore, the standard deviation of loads on
the monitoring nodes increases with 4.

Figure 10(b) shows the load distribution on the monitoring nodes when § = 8. We sort the monitoring
nodes in ascending order according to their ranges. They are assigned node IDs in that order. As shown
in the figure, the maximum load is 26.5% larger than the minimum load. The loads are well balanced
among monitoring nodes. Note that the node load first increases and then decreases with the increase
of node IDs. This is because the load redistribution is propagated along the tree in a top-down manner.
Hence, the root and its close neighbors (with IDs from 20 to 35) have the heaviest loads. After the ranges
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have been fully redistributed among all nodes, we believe the load distribution is more related to the
IP distribution instead of the distance to the root.

6. CONCLUSION

Many P2P streaming systems assume that nodes cooperate to cache and relay data. However, this
may not be true in the open Internet. In this article, we study how to detect malicious nodes in a
P2P streaming system. We require each node to keep monitoring its neighbors and to periodically
generate monitoring messages. The messages are collected and analyzed at some trustworthy nodes
in a monitoring overlay. We study several key components in this framework, including reputation
computing in the presence of node lying, reducing monitoring overhead with LP sampling, efficient
structure of the monitoring overlay, and load balancing among trustworthy nodes. Our simulation
results show that this scheme can efficiently detect malicious nodes with low error, and that our load
redistribution method can achieve good load-balancing among trustworthy nodes.
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