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Abstract

Al training workloads exhibit unique traffic patterns that mismatch
the ECMP load balancing of RDMA networks, leading to severe
throughput degradation. While packet-level load balancing (e.g.,
random packet spraying, adaptive routing, etc.) offers a promising
alternative to ECMP by providing fine-grained traffic distribution,
it introduces out-of-order (OOO) packet arrivals. Although current
commodity RNICs support OOO reception, their reliable transport
mechanisms misinterpret these arrivals as packet loss, causing
spurious retransmissions and unnecessary slow starts.

We propose Themis, a lightweight middleware deployed on
programmable switches, enabling packet spraying for commod-
ity RNICs without requiring any modifications to them. Themis
applies a PSN-based packet spraying at the source ToR switch,
providing an opportunity to infer whether the OOO packet and
expected packet traverse the same path based on their packet se-
quence numbers (PSNs). Building on this opportunity, Themis at
the destination ToR analyzes NACKs triggered by OOO arrivals
to determine whether they result from actual packet loss. It then
blocks invalid NACKs while allowing valid ones to pass through.
Experiments demonstrate that Themis reduces the communica-
tion completion time of Allreduce and Alltoall by 15.6%~75.3% and
11.5%~40.7%, respectively, compared to the direct combination of
commodity RNICs and adaptive routing.
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1 Introduction

With the rapid advancement of Artificial Intelligence (AI) [12, 30],
Al training jobs have become a significant workload in modern
datacenters [11, 15, 19, 21, 31]. To meet the rigorous communica-
tion demands of these Al jobs, inter-machine scale-out networks
leverage the high-bandwidth and low-latency RDMA technologies.
Al workloads exhibit traffic patterns that differ significantly from
traditional datacenter workloads [15, 26, 31]. They are mainly com-
posed of a small number of elephant flows with synchronization
characteristics, resulting in a low entropy in the traffic pattern [15].
The de-facto RDMA network employs Equal-Cost Multiple-Path
(ECMP) [18] for flow-level load balancing. However, this approach
severely mismatches the low-entropy traffic patterns of Al work-
loads: ECMP fails to evenly distribute the small number of elephant
flows across all equivalent paths [31]. Consequently, ECMP hash
collisions severely degrade the throughput of Al jobs [15, 21, 31].
Packet-level load balancing (e.g., random packet spraying, adap-
tive routing, etc.) offers a promising alternative to ECMP by avoid-
ing collisions and achieving fine-grained traffic distribution across
the network core. However, it introduces out-of-order packet ar-
rivals [13, 20, 35], which are incompatible with the reliable transport
of commodity RDMA NICs (RNICs). Previous-generation RNICs
(e.g., Mellanox CX-4 and CX-5 [4, 5]) rely on a Go-Back-N (GBN)
retransmission mechanism [16], where out-of-order packets are
dropped by the receiver, leading to excessive packet loss and per-

formance degradation when packet spraying is employed [35].
Current-generation comodity RNICs (e.g., Mellanox CX-6 [6]

and CX-7 [1]) and SmartNICs (e.g., Mellanox BF3 [3]) mitigate this
limitation by supporting out-of-order packet reception and using
Selective Repeat (i.e., NIC-SR) as the retransmission mechanism [7].
However, NIC-SR is primarily designed for single-path transmission
and assumes that all out-of-order arrivals are caused by packet loss.
As a result, when packet spraying is used, the receiver blindly gen-
erates NACKs for out-of-order packets even when no actual losses
occur and out-of-order arrivals are soley due to packet spraying.
This behavior introduces two major issues, resulting in bandwidth
waste and significant performance degradation:

o Excessive spurious retransmissions: Upon receiving a NACK,
the sender retransmits the packet indicated by the expected se-
quence number (ePSN) carried by the NACK, leading to excessive
spurious retransmissions.

e Unnecessary slow starts: Receiving a NACK also triggers the
sender’s slow start mechanism [35], reducing its transmission
rate unnecessarily.

Previous studies have failed to enable commodity RNICs for
packet-level load balancing. Conweave [35] applies flow re-routing
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and ensures in-order packet arrival at RNICs by in-network reorder-
ing at Top-of-Rack (ToR) switches. However, it does not support
packet-level load balancing. Flowlet-based approaches [10, 23, 36],
which trade off load balancing granularity to preserve packet
order, are poorly suited to RNICs’ hardware-based rate pacing.
MPRDMA [28] proposes a new transport design for packet-level
load balancing, but no off-the-shelf RNICs currently support it.

Motivated by the issues caused by out-of-order packet arrivals
and the limitations of previous works, we pose the following ques-
tion: Can we design a fine-grained load balancing solution for Al
Jjobs using off-the-shelf, current-generation commodity RNICs and
programmable switches that satisfies the following requirements?

o Packet-level load balancing: Achieve the finest (i.e., packet
level) granularity of load balancing by fully utilizing all available
network paths.

e Compatibility with commodity RNICs: Ensure that the so-
lution is directly applicable to current-generation commodity
RNICs, requiring no modifications.

e Minimal deployment overhead: Minimize the scope of de-
ployment for programmable switches and reduce the state over-
head of each switch as much as possible.

We propose Themis, a lightweight middleware deployed only
on ToR switches to enable packet-level load balancing for current-
generation commodity RNICs!. We classify NACKs triggered by
OO0O arrivals into two categories: valid NACKSs, caused by actual
packet loss, and invalid NACKs, caused by multi-path delay varia-
tion. By enabling destination-side ToR to identify and block invalid
NACKs, Themis bridges the gap between packet-level load balanc-
ing and NIC-SR.

The core of Themis is a PSN-based packet spraying policy, which
distributes packets across all available paths by deterministically as-
signing each packet to a path based on its packet sequence number
(PSN) modulo the number of available paths. The unique opportu-
nity offered by this policy is that it enables inference of whether
two packets traverse the same path using only their PSNs. Build-
ing on this opportunity, Themis consists of two core components:
Themis-Source (Themis-S) and Themis-Destination (Themis-D),
both deployed on ToR switches. Themis-S enforces the PSN-based
packet spraying by modifying packet headers at source-side ToRs.
Themis-D, at the destination-side ToRs, identifies whether a NACK
is valid by analyzing the PSN of OOO packets (tPSN, for short)
that triggered the NACK and the ePSN. To achieve this, Themis-D
caches each flow’s in-flight PSNs at the last hop in a PSN queue,
and identifies the tPSN for each NACK by scanning the queue.

Our preliminary NS-3 simulation results show that by blocking
invalid NACKs, Themis effectively reduces spurious retransmis-
sions and avoids unnecessary slow starts. Under various DCQCN
configurations, Themis reduces the communication completion
time by 15.6%~75.3% for Allreduce and 11.5%~40.7% for Alltoall,
compared to the direct combination of adaptive routing with com-
modity RNICs.

!Hereafter, "commodity RNIC" and "RNIC" in this paper refer to current-generation
RNICs that optionally support out-of-order packet reception and utilize NIC-SR as
their reliable transport protocol [1, 3, 6].

X.et al.

2 Background and Motivation
2.1 ECMP’s Dilemma in AI Workloads

Datacenters often utilize Clos networks [9, 34] as their underly-
ing fabric, which provides multiple equal-cost paths between any
source and destination. To distribute traffic across these paths,
Equal-Cost Multi-Path (ECMP) [18] is the most widely used load
balancing (LB) mechanism [16], which determines the path of a flow
by hashing the 5-tuple in the packet header. ECMP works well for
traditional workloads, where there are millions of flows that ensure
a relatively even distribution of traffic. However, unlike traditional
datacenter workloads, Al training workloads exhibit traffic patterns
that are fundamentally mismatched with ECMP’s design: (1) Small
number of flows: In Al training job, each node establishes very few
connections, as communication is only required with a limited set
of peers. (2) Large flow sizes: The flow sizes typically range from
several MBs to hundreds of MBs. (3) Bursty traffic: Al training is
an inherently synchronized process, where most nodes enter the
communication phase almost simultaneously. This synchronization
results in a bursty traffic pattern, with large volumes of data being
exchanged in a short period of time.

These flow characteristics (i.e., few in number, large in size) result
in a high ECMP collision rate, as the small number of flows can-
not be evenly distributed across available paths, leading to severe
performance degradation in Al training workloads [15, 21, 31].

2.2 Incompatibility between Packet-Level LB
and Commodity RNICs

Out-of-Order Arrival. Packet-level load balancing (LB) (e.g., ran-
dom packet spraying [13], adaptive routing, etc.) is a promising
solution to address the limitations of ECMP. Packet-level routing
evenly distributes traffic across multiple paths, even with few flows.
However, it causes out-of-order (OOO) packet arrivals [13, 20], mak-
ing it incompatible with reliable transport on commodity RNICs
and challenging to deploy in datacenters.

RNICs’ Reliable Transmission Mechanism. The latest genera-
tion of commodity RNICs [1, 3, 6] supports Selective Repeat (i.e.,
NIC-SR) as their built-in reliable transmission mechanism [7]. While
some SmartNICs [3] enable programmability of congestion control
(CC) logic [2], their reliable transports remain fixed and cannot
be programmed. These NICs also support optionally leverage NIC-
SR for handling out-of-order packet reception. NIC-SR handles
out-of-order (OOO) data packets and retransmissions as follows:

e The RNIC maintains an expected packet sequence number
(ePSN), which indicates the PSN of the next expected packet in
sequence. All packets with PSNs smaller than the ePSN have
been successfully received. For OOO packets with PSNs larger
than the ePSN, the RNIC maintains a bitmap to track their PSNs.

e Upon receiving a packet, the RNIC checks whether its PSN
matches the ePSN. If so, the ePSN is updated based on the bitmap:
it advances to the smallest PSN for which the corresponding
packet has not yet been received.

e If a packet’s PSN is larger than the ePSN (i.e., an OOO packet),
the RNIC assumes that the packet with the ePSN was lost and
generates a Negative Acknowledgment (NACK) to request re-
transmission of the lost packet. Notably, each ePSN triggers at
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Figure 1: Performance impact of directly combining packet spraying and commodity RNICs.

most one NACK, even if multiple OOO packets arrive.

o The triggered NACK only carry the ePSN of the receiver, rather
than including the PSN of the OOO packet. This design choice
does not introduce new packet types, thus maintaining consis-
tency with the Go-Back-N protocol and reduceing hardware
implementation complexity.

NIC-SR performs well in ECMP routing scenarios, where OOO
arrivals are caused by packet loss. However, it struggles to handle
packet-level LB scenarios effectively. Specifically, when the RNIC
receives a packet with PSN > ePSN, it cannot determine whether
the packet indicated by the ePSN is actually lost. However, the com-
modity RNIC blindly assumes the packet is lost and accordingly
generates a NACK. Therefore, many of these NACKs are unneces-
sary and should not reach the sender, as they can cause spurious
retransmissions and unnecessary slow starts.

To validate this, we conduct an experiment using NS3 with a
typical leaf-spine topology, where all links have a bandwidth of
100Gbps. The topology consists of eight nodes, as shown in Fig-
ure la. Nodes {0, 2,4, 6} form one group, and nodes {1, 3, 5, 7} form
another group. Each node sends 100MB of data to the next node
within the same group. This creates a ring traffic pattern for each
group, which is common in collective communications. Random
packet spraying is used as the load-balancing method.

Excessive Spurious Retransmissions. When the sender RNIC
receives a NACK, it retransmits only the packet indicated by the
ePSN. However, in scenarios where OOO arrivals are caused by
multi-path delay variations rather than packet loss, these retrans-
missions are unnecessary and spurious, wasting network resources.
In our experiment, we observe that no packet loss occurs. However,
as shown in Figure 1b, the retransmission ratio of a chosen flow
(from node 0 to 2) remains high throughout the transmission. By
the end, the average spurious retransmissions ratio is 16% for all
flows, meaning only 84% of the traffic are useful.

Unnecessary Slow Starts. In addition to triggering retransmis-
sions, NACKs also cause the sender to reduce its transmission
rate [35], as they are treated as signals of congestion. However, this
assumption is incorrect in the context of packet-level LB, where
00O arrivals can occur without any congestion. This unnecessary
rate reduction further degrades performance. In our experiment, no
congestion occurs. However, the RNIC’s congestion control mod-
ule (DCQCN [41]) reacts to NACKs by reducing the sending rate,
causing unnecessary slow starts. Figure 1c illustrates this behavior
by showing the sending rate of a chosen flow, where all rate drops
are triggered by NACKs. As a result, the average sending rate is
reduced to 86% of the line rate.

Figure 1d shows the end-to-end impact: the average through-
put of all flows is only 71% of the ideal case (with no spurious
retransmissions or slow starts). This degradation results from the
combined effects of an 86% average sending rate and an 84% useful
transmission ratio (71% = 86% X 84%).

2.3 Limitations of Existing Solutions

In-network reordering. Conweave [35] allows packets from a
single flow to traverse up to two distinct paths simultaneously
during rerouting phase and relies on the ToR switch to perform
in-network reordering of packets from these paths. However, the
in-network reordering approach cannot support packet-level LB,
as reordering packets from multiple paths exceeds the resource
capacity of ToR switches.

Flowlet-based LB. Flowlet-based LB [10, 23, 36] preserves packet
order by trading off the granularity of load balancing. It relies on
hosts creating time gaps within flows to form flowlets. However,
RNICs, which use hardware-based rate pacing, cannot produce
sufficiently large time gaps, rendering flowlet-based approaches
incompatible with RNICs.

Multi-path RDMA Transport. Other works [25, 28, 29, 33] pro-
pose new transport protocols to enable packet-level LB. However,
while cloud providers can develop custom ASICs incorporating
these protocols, such specialized hardware is predominantly de-
ployed for internal infrastructure rather than offered as general-
purpose commodities. Although FPGA-based SmartNICs have seen
adoption in some cloud environments [14], integrating and val-
idating new transport protocols on these devices requires hard-
ware developers with domain expertise. Most Al training clusters
continue to utilize commodity RNICs [15, 19, 21, 31, 39] due to
their proven performance stability and commercial availability. Yet,
these widely deployed commodity RNICs and SmartNICs lack the
full transport-layer programmability to implement these protocols
without hardware modifications (e.g., NVIDIA BF3 only allows pro-
gramming of the CC portion of RDMA transport [2]), making these
transport protocols difficult to integrate into existing clusters.

3 Design

3.1 Key Idea and Design Overview

When using packet-level LB with commodity RNICs, as mentioned
in Section 2.2, some NACKs are unnecessary and should not reach
the sender. This raises the question: how to determine whether a
NACK is "necessary"?

We classify NACKSs into two categories based on the OOO packet
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Figure 2: Overview of Themis.

that triggers NACKs and the expected packet:

e Valid NACKSs: If the OOO packet travels along the same path
as the expected packet, it confirms that the expected packet
is indeed lost. Therefore, the NACK triggered by it should be
forwarded to the sender to trigger the retransmission of the
ePSN packet. for example, if the receiver’s ePSN in Figure 2 is 0,
and the packet with PSN = 2 arrives, the NACK triggered by this
packet is valid because the packet with PSN = 2 travels along
the same path as the expected packet with PSN = 0.

e Invalid NACKs: If the OOO packet travels along a different
path than the expected packet, it cannot confirm the loss of the
expected packet. Thus, the corresponding NACK is invalid and
should not reach the sender. For example, if the receiver’s ePSN
in Figure 2 is 0, and the packet with PSN = 1 arrives, the NACK
it triggers is invalid because the packet with PSN = 1 travels
along a different path than the expected packet with PSN = 0.

Key Idea. Our key idea is to use a deterministic packet spraying
policy for each flow. This policy allows the receiver-side ToR switch
to determine whether the OOO packet and the expected packet
travel along the same path. Based on this information, the ToR
switch can classify NACKs as valid or invalid and block invalid
NACKs accordingly.

Design Overview. Based on this key idea, we propose an
in-network middleware, Themis, which consists of Themis-Src
(Themis-S) and Themis-Dst (Themis-D). Figure 2 illustrates its
overview, with both components deployed on the ToR switch and
work together to identify and block invalid NACKs.

We adopt a PSN-based packet spraying policy (Section 3.2). The
Themis-S on the sender-side ToR modifies the packet header to
apply this policy. This spraying policy enables the Themis-D on
the receiver-side ToR to determine whether a NACK, based on the
tPSN (PSN of the OOO packet that triggered the NACK) and ePSN
(expected PSN when the NACK is generated), should be blocked.

One challenge is that NACKs generated by commodity RNICs
only contain the ePSN and do not include the tPSN to maintain
protocol compatibility (Section 2.2). To address this limitation, we
design a ring-based PSN queue structure deployed on the receiver-
side ToR switch. The Themis-D leverages this queue to cache the
PSNs of all in-flight packets on the ToR-to-NIC hop and identifies
the tPSN for each NACK by scanning the queue (Section 3.3).

Another challenge arises when an invalid NACK is blocked for
an ePSN while subsequent packets confirm that the ePSN packet
is indeed lost. In this case, a valid NACK needs to be triggered
and forwarded to the sender. However, as the RNIC can generate

X.et al.
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Figure 3: Illustration of PSN-based packet spraying.

only one NACK for an ePSN, it cannot generate this valid NACK
(Section 2.2). To address this, we design a NACK compensation
mechanism (Section 3.4) that allows the Themis-D to generate and
send the necessary NACK on behalf of the RNIC when the RNIC is
unable to do so.

3.2 PSN-based Packet Spraying

To achieve packet-level LB and enable NACK validation, we propose
a PSN-based packet spraying policy. Specifically, assume there are
N equal-cost paths between a source (src) and a destination (dst),
indexed as 0,1, ..., N—1. For a given flow, ECMP hashing algorithm
determines its base path index Pp,ge € {0,1,..., N — 1} . Under our
policy, any packet; of this flow with PSN = PSN; is deterministically
assigned to the path:

Path; = (PSN; mod N + Pp,e.) mod N (1)

This policy ensures deterministic and uniform distribution of pack-

ets across all N paths. Based on it, we can determine the traveled

path of the OOO packet that triggers the NACK (with tPSN) and
the expected packet (with ePSN) below:

Pathooo = (tPSN mod N + Pp,.) mod N,

Patheypectea = (€PSN mod N + Ppyee) mod N

The NACK is valid if Pathooo = Pathexpecteq- This condition sim-
plifies to:

@)

tPSN mod N = ePSN mod N (3)

Thus, for any NACK, if Eq. 3 holds, the NACK is valid; otherwise,
it is invalid.

Implementation limited to the ToR switch. To minimize the de-
ployment scope of programmable switches, we limit the necessary
modifications to the Top-of-Rack (ToR) switch.

In a 2-tier Clos network, where path selection is entirely de-
termined by the ToR (leaf) switch, this mechanism can be fully
implemented by allowing the ToR switch to select the egress port
for each packet based on its PSN, without involving spine switches.

In 3-tier or multi-tier Clos networks, the method proposed in
prior work [37], which has already been deployed in production Al
training clusters [31], can be applied. This method leverages the lin-
earity of ECMP hashing to construct a deterministic PathMap offline.
As illustrated in Figure 3, when a packet arrives at the ToR switch,
the ToR calculates its relative path change by PSN mod N (D).
The ToR then uses the PathMap to determine the corresponding
header modification ((2)) and applies the modification accordingly
(®). This method requires programmability only at the ToR switch.

3.3 Identifying tPSN for NACK Validation

To enable the ToR switch to identify valid NACKs using Eq. 3, it must
determine the PSN of OOO packet that triggered the NACK, referred
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to as tPSN. However, NACKs generated by commodity RNICs do not
include the tPSN (Section 2.2). To address this limitation without
modifying the RNIC, we leverage two key observations:

e The time between when an OOO packet leaves the ToR switch
and when the corresponding NACK arrives back at the ToR
switch can be roughly bounded by the RT Tjagt-hop-

o The tPSN of a NACK is the first PSN larger than the ePSN that
arrived at the RNIC. This results from the fact that the RNIC
generates at most one NACK per ePSN (Section 2.2).

Based on first observation, we propose a per-QP ring-based PSN
queue at the ToR to store the PSNs of recently sent packets for
tPSN identification. Each queue entry corresponds to a PSN. Dur-
ing connection setup, the ToR intercepts RNIC handshakes and
prepares a ring-based PSN queue for each QP, which operated in
FIFO manner, ToR stores relevant context (queue index, head/tail
pointers) in the Flow Table, as illustrated in Figure 4a. Queue capac-
ity, determined by the bandwidth-delay product (BDP) of the last
hop and the network’s MTU, is configured to be slightly larger than
BDPjyst-hop/MTU to accommodate fluctuations in RT Tjas¢-pop-

Based on the second observation, when a NACK arrives at the
ToR switch, the switch dequeues entries from the PSN queue until it
finds the first PSN larger than the ePSN. This PSN is identified as the
tPSN, as the dequeuing order of the PSN queue matches the arrival
order of the packets. The ToR switch then validates the NACK using
Eq. 3 and either forwards or blocks the NACK accordingly.
Example. Assume there are two paths, as shown in Figure 4a, and
a packet arrival order, as illustrated in Figure 4b. PSNs of packets
(e.g., 0, 1, 3, 2) are enqueued into the PSN queue before they leave
the ToR switch. When a NACK with ePSN = 2 arrives at the ToR
switch, the switch dequeues PSNs from the queue until it finds
the first PSN larger than 2. This PSN, which is 3, is identified as
the tPSN. The NACK is determined to be invalid based on Eq. 3
and is therefore blocked. Similarly, when a NACK with ePSN = 4
arrives, the switch dequeues until it finds tPSN = 6. The NACK is
determined to be valid and is forwarded to the sender.

3.4 NACK Compensation

Blocking invalid NACKs prevents unnecessary retransmissions but
introduces a new challenge: if subsequent packets confirm the ePSN

packet is indeed lost, the RNIC cannot regenerate a NACK for the
same ePSN (Section 2.2). Consequently, the lost packet is only re-
transmitted after a timeout, causing performance degradation. To
address this, we design a NACK compensation mechanism that
enables the ToR to compensate for blocked NACKs. The ToR main-
tains Blocked ePSN (BePSN) and Valid fields in the flow table for
each flow, as shown in Figure 4a. These fields guide the switch in
deciding whether to compensate for a blocked NACK when new
packets arrive. The mechanism works as follows:

o When a NACK is blocked, the BePSN is set to the ePSN of the
blocked NACK, and the Valid field is set to True, indicating
that a NACK associated with BePSN may require compensation
in the future.

e If Valid is True and a packet with a PSN larger than BePSN
arrives such that PSN mod N = BePSN mod N, the ToR deter-
mines the BePSN packet is lost and generates a NACK for the
BePSN. The Valid field is set to False to prevent generating
multiple NACKs for the same BePSN.

e If Validis True and a packet with a PSN equal to BePSN arrives,
the switch determines that the packet with BePSN was not lost,
and no compensation for the blocked NACK is needed. The
Valid field is then set to False, ensuring no further NACKs are
generated for BePSN.

Example. As shown in Figure 4c, when a NACK with ePSN = 2
is blocked, the BePSN is set to 2 and Valid is set to True. When
a subsequent packet with PSN = 4 arrives, the switch checks the
BePSN field because Valid is True. Since 4 mod 2 = 2 mod 2, the
switch determines that the packet with BePSN is lost and generates
a NACK for ePSN = 2.

4 Memory Overhead Estimation

Themis-S. The memory consumption of Themis-S primarily comes
from storing the PathMap. The PathMap consists of Npaths entries,
and each entry requires 16 bits to store the A(UDP source port).
Thus, the memory consumption of the PathMap is:

MpathMap = Npaths X 2 bytes.

Themis-D. Themis-D only operates on cross-rack QPs between
RNICs connected to different ToR switches. The per-QP memory
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Table 1: Symbols and reference values used in the analysis.

Symbol Description Ref Value
Npaths Number of equal-cost paths 256

BwW Last-hop bandwidth 400 Gbps
RTTj,&t  Last-hop RTT 2 us

Nnic NICs per ToR switch 16

Nop Cross-rack QPs per RNIC 100

MTU MTU size 1500 B

F Queue capacity expansion factor 1.5

overhead includes the flow table entry and the PSN queue.

Each flow table entry requires 20 bytes, consisting of 13 bytes for
the QP ID, 3 bytes for the blocked ePSN, 1 byte for the Valid flag,
and 3 bytes for queue metadata (queue index, head/tail pointers).

For each PSN queue, the number of entries is determined by:

BW X RTTjqt X F
Nentries = — w1’

where F > 1 is the queue capacity expansion factor for potential
RTT fluctuations. Each queue entry requires 1 byte to store the
truncated PSN. Therefore, the memory overhead per QP is:

Mgp = 20 bytes + Nepgries X 1 byte

The total memory overhead for a ToR switch connected to Nnic
RNICs, each hosting Ngp cross-rack QPs, is given by:

Miotal = MpathMap + Mop X Nop X Nnic 4

Example. We assume a fat-tree topology [9] with switches with
port number k = 32. A 3-layer fat-tree with 1:1 subscription consists
of %2 = 512 ToR (leaf) switches, %2 = 512 spine switches, and
sz = 256 core switches, supporting up to k3/4 = 8192 GPUs (NICs).
In this topology, at most 256 equal-cost paths exist between any
source-destination pair, setting Npatns = 256. And in this topology,
each ToR connects Nyjc = k/2 = 16 RNICs.

In Al training workloads, the number of QPs per GPU is usually
limited. A recent study [15] shows that the average number of QPs
per GPU for operations such as AllReduce, AllGather, ReduceScatter,
and AlltoAll is 4, 4, 4, and 10, respectively. Therefore, we estimate
the cross-rack QP count per RNIC to be Ngp = 100.

Using these values in Eq. 4 yields M, ~ 193 KB, consuming
just 0.6% of the 64 MB SRAM in current Tofino switches[8].

5 Evaluation

Simulation Setup. We use NS-3 simulations to evaluate Themis
in a 16 X 16 leaf-spine topology with 1:1 subscription, where all
links are 400 Gbps with 1 ys delay and each switch is equipped
with a 64 MB buffer [8]. Each of the 16 ToR switches connects to
16 NICs, and this topology connects a total of 256 NICs (also repre-
senting 256 GPUs). NICs use NIC-SR for reliable transmission and
DCQCN for congestion control. The 256 NICs are divided into 16
communication groups, each containing 16 NICs, with each NIC in
a group connected to a different ToR switch. In the experiments,
all 16 groups start the same collective communication simultane-
ously. We conduct separate experiments for Allreduce (300MB)
and Alltoall (300MB), using the slowest group’s completion time as
the metric which reflects the training job’s communication bottle-
neck. Themis is compared with ECMP and Adaptive Routing under
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Figure 5: Collective communication performance under dif-
ferent DCQCN parameters.

various DCQCN configurations.

Results and Analysis. Figures 5a and 5b show that Themis consis-
tently outperforms ECMP and Adaptive Routing (AR). Compared to
AR, Themis achieves 15.6%~75.3% and 11.5%~40.7% lower commu-
nication completion time for Allreduce and Alltoall, respectively,
across different DCQCN configurations. In DCQCN, the rate de-
crease interval (Tp) controls the frequency of rate reductions, while
the rate increase timer (T}) sets the interval for recovering the send-
ing rate. With the recommended parameters [27] (T = 900 ps,
Tp = 4 us), AR performs poorly due to frequent rate reductions and
slow recovery. Adjusting T; and Tp improves AR, as smaller T and
larger Tp mitigate the slow start effect. However, extreme values,
such as overly small Ty or overly large Tp, may delay responses
to congestion, causing prolonged congestion and degraded perfor-
mance. This also indicates that using NIC-SR with packet-level LB
introduces new challenges for CC parameter tuning.

6 Discussion and Future Work

Link Failure Tolerance. When link failures occur, Themis’s PSN-
based packet spraying may fail to maintain load balancing across
network cores. Upon detecting failures via monitoring tools [17, 37],
ToR switches disable Themis and revert to ECMP mode. Future
work will explore restricting flows to path subsets and dynamically
adjusting pathsets when failures occur.

Implementation on Tofino Switch. Themis needs merely 0.2MB
SRAM (Section 4), well within Tofino switch capacity [8]. Studies
show that Tofino switches can efficiently support a diverse range
of offloading tasks [22, 24, 32, 38, 40]. With its lightweight design,
Themis suits Tofino hardware implementation. Future work will
implement Themis on real Tofino switches.

7 Conclusion

Themis is a lightweight middleware deployed on ToR switches that
applies PSN-based packet spraying at the source ToR switch while
identifying and blocking invalid NACKs at the destination ToR
switch. By preventing spurious retransmissions and unnecessary
slow starts, Themis enables effective packet spraying with com-
modity RNICs. Evaluations demonstrate its superior performance.
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